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Abstract

NON-INTERACTIVE PROTOCOLS FOR BLIND DIGITAL SIGNATURES
Aayush Yadav, PhD

George Mason University, 2026

Dissertation Director: Dr. Foteini Baldimtsi

Blind digital signatures allow a user to obtain a signature from a signing authority on any mes-
sage, without revealing the message to said signer. Interestingly, in many modern applications, users
are required to set these messages as random (unstructured) strings.

Non-interactive blind signatures (NIBS) are a variation of blind signatures that exploit this design
choice to allow signers to asynchronously generate partial signatures such that only the intended user
can extract a blinded signature on a random message. This bypasses the two-move barrier for tradi-
tional blind signatures and improves the efficiency of many known applications. In particular, non-
interactivity simplifies protocol design, reduces latency, and enables asynchronous pre-computation
for Internet-scale systems.

This work establishes rigorous security definitions that place NIBS on firm theoretical foundation
and advances the state of the art by resolving efficiency gaps and addressing contemporary crypto-
graphic challenges. Specifically, we propose efficient constructions from classical (pairing-based)
assumptions as well as post-quantum secure (lattice-based) constructions to ensure long-term crypto-
graphic viability. We show how issuance of signatures can be batched with minimal communication
overhead. We further extend the applicability of non-interactive protocols to low-trust environments

by distributing the secret signing key with threshold NIBS.



While blind signatures address concerns of privacy, we also investigate the complementary prob-
lem of accountability. Drawing on our NIBS techniques, we suggest a non-interactive model for
anonymous tokens with a private metadata bit. The non-interactive anonymous token scheme with
a private metadata bit (NIAT) enforces user accountability by allowing signers to privately embed
a trust signal in their blind signatures. This secret flag allows signers to tag suspicious users with-
out alerting them to their detection. We further present an extension facilitating the identification
of double-spenders, a capability uniquely enabled by the presence of user public keys in our non-
interactive setting. Finally, we propose a lattice-based construction for (interactive) anonymous to-

kens with private metadata, addressing the pressing requirement for quantum-resistant deployments.



Chapter 1: Introduction

The counter-cultural revolution gave rise to a new intellectual movement led by a small group of Bay
Area technologists arguing for privacy in the early days of the Internet. The cypherpunks were an
ideological collective, who were concerned about the risk of mass surveillance over digital commu-
nication, and foretold the end of private lives of citizens. They were, however, not mere harbingers—
they were activists who sought to wield cryptography as a tool against what they saw as overreach
by a neoliberal order.

It was in the background of these conversations, dominated largely by civil-libertarian thought
around digital rights that another Northern California technologist introduced the idea that would
lay the groundwork for the modern crypto-economic infrastructure [62, 63]. In a 1985 article ti-
tled ‘Transaction systems to make big brother obsolete,” David Chaum opened with the following

statement [63]:

“Computerization is robbing individuals of the ability to monitor and control the ways

information about them is used.”

He then posited that “[t]he foundation [was] being laid for a dossier society, in which computers
could be used to infer individuals’ life-styles, habits, whereabouts, and associations from data col-
lected in ordinary consumer transactions.” This datafication of individual lives, as Chaum argues,
has a second order ‘chilling’ effect wherein people modify their online behaviors so as to remain in
good standing with the titular big brother.

Our evolving digital landscapes continue to echo Chaum’s warnings. Indeed, as the world makes
a collective heave towards authoritarianism, one need only look outside their window to observe the
steady creep of Ring doorbells and Flock cameras pointed inward in a panopticon arrangement. If
the goal in 1985 was to lay the foundation for a ‘dossier society’ then, today, the structure is being

decorated with ornamental cupolas and friezes.



Chaum’s prescient writings and much of the cypherpunk literature [108, 126] can therefore be
understood as a sort of call for subversion of any such surveillance apparatus through the use of
cryptography. Many commonplace privacy-enhancing technologies (PETs)—end-to-end encrypted
messaging services, encrypted email protocols, virtual private network (VPN), Tor browser, whistle-
blowing platforms, and crypto-currencies—are realizations of these early ideas.

Among the cryptographic tools that have emerged in the realm of PETSs, blind digital signatures
(hereafter simply ‘blind signatures’) [62] represent a particularly significant advancement. At their
core lies a seemingly paradoxical question: how can users authenticate themselves without revealing
their identity? By resolving this apparent contradiction of authentication without identification, blind
signatures manage to capture a central aspect of digital rights, reinforcing the ability to maintain

individual privacy in the face of pervasive oversight.

1.1 Blind Signatures

A blind signature scheme allows a user to obtain a signature on any message, under the key of
some signing authority, without revealing the message. Typically, blind signatures are modeled as
interactive protocols between a signer, S, holding a secret key, sk, and a user, U, holding the message
m, and the signer’s public verification key, pk. Only at the end of their interaction should the user
be able to obtain a valid signature o on m, without the signer having learned anything about m. The
former condition conceptually captures the property of unforgeability, while the latter captures the
property of blindness (hence the name).

To fully appreciate the usefulness of this primitive, let us consider the example of Chaum’s
anonymous electronic cash (e-cash) [62]. The idea is that in an e-cash system, a bank (acting as
the signer) creates electronic coins through the use of blind signatures. Each coin is associated with
a unique serial number selected by the user, and the bank’s signature on it serves as proof of its
validity. Crucially, the property of blindness guarantees that nobody (including the bank) can trace
spent coins. A high-level outline of the e-cash protocol is illustrated in Figure 1.1.

In order to obtain an anonymous electronic coin (e-coin), a user engages in an issuance protocol
with the bank possessing the key-pair (sk, pk). To initiate issuance, the user samples a string m and

2



sends the corresponding “blinded” value [ to the bank along with a (fiat) deposit backing the e-coin.
The bank issues the user a pre-signature, o using its secret key, sk. When the user wishes to spend
the e-coin, they initiate a redemption protocol with a vendor. More precisely, they “un-blind” the
pre-signature in order to obtain a (blind) signature, o, and send both m and o to the vendor as the
e-coin. The vendor simply verifies whether o is a valid signature on m under the bank’s verification
key pk and is thus convinced that they have received a legitimate e-coin, with the bank acting as the
guarantor.

In general, the issuance protocol may require multiple rounds of interaction between the user
and the signer. So, in the e-cash example—depending on the specific blind signature protocol—the
user and the bank may exchange more than just two messages. When the blind signature issuance

protocols requires exactly two-moves (equivalently, one-round), it is said to be round-optimal.

Phase 1 : Issuance

X

User (pk) Bank (sk, pk)

$ 7z
m<—{0,1}A "ﬁ

8 < Blind(m)

A\ 4

A
al

& Issue(sk, )

Phase 2 : Redemption

: A [l
o + Unblind(pk, m, ) :

Vendor (pk)

Verify(pk, ) Z1

A\ 4

Figure 1.1: A simplified illustration of anonymous electronic cash. The user receives an electronic
coin that is unlinkable to them. The vendor is assured that the coin is backed by fiat money in the
bank.



Evolution of blind signatures. Since their initial proposal as the cryptographic foundation for
e-cash, blind signatures have evolved into an independent research topic with vast academic litera-
ture. The early work [62, 64] explored the feasibility of constructing untraceable electronic payment
systems. The subsequent decades saw rapid development as the security properties of blind sig-
natures were refined and a formal framework was established. Pointcheval and Stern provided the
first rigorous provable security analysis [149], although their scheme only guaranteed unforgeability
for logarithmically many signatures. Juels, Luby, and Ostrovsky provided the first standard model
scheme using generic one-way trapdoor permutations [113]. Their scheme only achieved sequential
security, where sessions must execute non-overlappingly. Abe [3] gave a three-move blind signa-
ture protocol based on the discrete logarithm and decisional Diffie-Hellman assumptions, but later
showed it to be flawed in a follow-up work [142]. Bellare, et al. [37] and Boldyreva [43] sepa-
rately gave round-optimal constructions for blind signatures in the ROM. Both constructions rely
on non-standard assumptions; the former on the RSA-based one-more-RSA-inversion problem, and
the latter on hard problem in the (pairing-based) Gap Diffie-Hellman (GDH) group. Camensich,
et al. [55] gave a multi-round standard model construction under the strong-RSA assumption. Fis-
chlin [84] proposed a common reference string (CRS) based template for building blind signatures
using only a commitment scheme, digital signatures, public key encryption and a non-interactive
zero knowledge (NIZK) arguments. Looking ahead, this generic idea has had a significant impact
on the further development of lattice-based blind signatures. Additional round-optimal standard
model schemes followed [87, 92, 93], though all relied on non-standard assumptions.

Recent work has revisited classical constructions with modern techniques. Kastner, et al. [115]
proved security of both Abe’s scheme and Schnorr’s blind signature [157] in the algebraic group
model (AGM) [89], providing renewed confidence in their practical viability despite the failure of
earlier proofs [38, 90]. In another recent result, Tessaro and Zhu [163] gave a pairing-free three-move
blind signature scheme that is provably secure in the AGM and ROM under the discrete logarithm
assumption. This dependence on the AGM was removed by Chairattana-Apirom, et al. [58] but under
non-standard, interactive assumptions. Using a similar set of techniques, Kloo8, et al. [121, 122]

gave a secure blind signature construction under DDH.



The growing interest in post-quantum secure cryptography has also led to several lines of work
in lattice-based blind signature constructions [6, 41, 70, 112, 131]. We discuss these works further

below.

Impossibility results and fundamental barriers. On the theoretical side, Lindell [128] studied
the concurrent security of general two-party protocols and concluded that black-box security cannot
be achieved for the case of unbounded concurrency, i.e., protocols running polynomial number of

concurrent executions. This result naturally also extends to blind signature protocols with three or

more rounds.! In the light of this result, much of the work that followed [84] was focused on proving
concurrent security in a non-standard model, or were only sequential-secure [55]. However as Hazay,
et al. [104] pointed out, Lindell’s impossibility result only applies to simulation-based definitions of
security, and that it can indeed be bypassed if game-based definitions are used instead.

Beyond concurrency, deeper obstacles lie in the hardness assumptions themselves. In separate
works, Brown [51] and Bresson, et al. [49] showed via a meta-reduction that the ‘one-more’ variants
of the RSA and discrete-log problems can not be reduced to their respective plain versions. This is
an important result, as the ‘one-more’ characterization of hardness assumptions is commonly used
in security reductions for the one-more unforgeability of blind signatures [6, 61, 149, 150]. Fis-
chlin and Schroder [85] generalized this further, showing that in fact no black-box reduction to a
non-interactive cryptographic assumption can exist for three-move blind signatures (with signature
derivation checks). This suggests that interactive hardness assumptions such as the one-more vari-
ants are inherently weaker than their non-interactive counterparts in the blind signature setting. As
Fischlin and Schroder point out, this is inherent given the competing goals of unforgeability and
blindness which they leverage in the meta-reduction.

Pass [145] further ruled out black-box reductions for unique blind signature schemes from hard-
ness assumptions with polynomially-many rounds of interaction. Baldimtsi and Lysyanskaya [29]

extended Pass’ result for the Schnorr family of blind signatures [157]. Specifically, they showed that

"Protocols with one and two rounds are inherently concurrent-secure.



Schnorr blind signatures can not be proven secure in the ROM (via replay attacks) under any hard-
ness assumption. A complementary result by Kastner, et al. [115] shows that the same also holds in
the AGM for an unrestricted random oracle.

Finally, consider the most fundamental obstacle. Katz, et al. [117] demonstrated that black-box
blind signature constructions from one-way functions are impossible in a strong sense. This applies
even for single-bit messages and under semi-honest security. These impossibility results collectively
establish that blind signatures require either structured assumptions or non-black-box techniques,

fundamentally constraining what can be achieved.

Modern PETs applications. Contemporaneously, specialized applications for blind signatures
emerged, demonstrating their utility for a broad range of privacy and accountability requirements.
Electronic voting systems [56] leverage blind signatures to enable verifiable voting with voter pri-
vacy, while anonymous credentials [28, 63] and direct anonymous attestation [50] provide authen-
ticated identity systems without linkability. In the crypto-currency domain, tumblers [105, 106]
employed blind signatures to break transaction linkability and enhance privacy.

Perhaps most significantly, blind signatures are being used to construct anonymous tokens, achiev-
ing widespread industry adoption. Google’s Private State Tokens [96], Cloudflare’s Privacy Pass [135],
Apple’s iCloud Private Relay [16], and Apple’s Private Cloud Compute [17] all rely on blind sig-
nature mechanisms to provide privacy-preserving services at scale. This push for deployment has
driven standardization efforts, with the IETF [109] developing formal specifications supported by
major industry stakeholders including Google, Apple, Cloudflare, and Fastly. This convergence un-

derscores the growth of blind signatures from conceptual objects to a practical privacy tool.

1.2 Non-interactive Blind Signatures

Blind signatures are inherently interactive—the issuance necessitates that the user send the blinded
message; but this limitation applies only when the message to be signed is set by the user. However,

in many applications, such as e-cash and anonymous tokens, this is not the case, as the coins (or



tokens) are simply signatures on random identifiers. This critical insight led to the proposition of
non-interactive protocols for blind signatures (NIBS) on random messages [101].

In a non-interactive blind signature scheme, a signer with key-pair (sk, pk) issues a pre-signature
o under a user public key pky, and some public context c. The context is a nonce computed from
known public information, such as H(pky, || timestamp). Given the pre-signature, the user can derive
both a message m and a blind signature o such that (m, o) verifies under pk. The message m itself
is an unstructured pseudo-random value, derived by the user from its secret key sk, and the context
¢, for which it possesses the pre-signature.

Non-interactive blind signatures enable minimal communication overhead consisting of a sin-
gle message from signer to user. This efficiency gain allows for new deployment scenarios. In
anonymous token architectures such as Privacy Pass [57, 69, 146], the signer can pre-compute the
pre-signatures for the user in advance, thus removing the latency due to online computation. Beyond
these applications, NIBS extend to lottery systems and crypto-currency airdrops, where the ability
to issue signatures non-interactively simplifies the distribution of cryptographic credentials at scale.

This observation leads to our core thesis.

Thesis

Non-interactive blind signatures are an appealing alternative when there is no a priori struc-
ture on the message. This insight fundamentally simplifies protocol design and reduces la-
tency by enabling asynchronous pre-computation in large-scale systems.

This dissertation contributes to the theory and practice of non-interactive blind signatures by es-
tablishing rigorous formal foundations for their design and security. We advance the state of the art
across two axes. First, we develop constructions that minimize computational overhead and reduce
the size of pre-signatures, making non-interactive blind signatures practical for large-scale deploy-
ment. Second, we introduce novel extensions that enhance the applicability of NIBS across diverse

use cases.



A formal security framework. The NIBS security model proposed in [101] is insufficient and
fails to provide robust security guarantees for real-world applications. In Chapter 3 based on our
work in [24], we address these limitations by revisiting the existing framework, identifying its weak-
nesses, and proposing a strengthened formal model that provides robust privacy guarantees. This
enhanced framework places non-interactive blind signatures on a secure theoretical footing suitable
for deployment.

Within this new framework, we provide two NIBS constructions that satisfy the stronger secu-
rity model. The first employs general-purpose NIZK proofs, while the second introduces a generic
paradigm for constructing NIBS from any circuit-private leveled homomorphic encryption scheme.
Both approaches achieve provable security and offer distinct trade-offs in terms of efficiency and

implementation complexity.

Post-quantum security and batch issuance. The design of practically efficient NIBS resistant to
quantum adversaries remains a compelling and timely challenge [140]. Recent advances in lattice-
based blind signature constructions [6, 41, 70, 112, 131] have opened new avenues for building
plausibly post-quantum secure blind signatures. However, progress on NIBS specifically has been
limited. A recent construction by Zhang, et al. [169] adapted the generic VRF-based approach
of [101] to lattices in the random oracle model, though subsequent work [91] identified security
flaws and proposed corrections under the randomized one-more ISIS (rOM-ISIS) [6, 24]. Beyond
post-quantum considerations, many real-world applications require users to obtain multiple blind
signatures in a single interaction. For example, Privacy Pass users receive batches of 30-100 tokens
per session, making batch efficiency critical. A natural optimization is to design protocols where
the total communication cost remains independent of the batch size, reducing overhead as users re-
quest more signatures. The interactive setting has seen limited exploration of this optimization, with
Hanzlik, Loss, and Wagner [102] providing one of the few systematic treatments.”> However, their

construction achieves only amortized cost benefits rather than true independence from batch size.

2 Although the ‘compact e-cash literature’ [21, 22, 54] also considers this problem, to the best of my knowledge, it does
not similarly develop a formal security framework.



In Chapter 4 based on our work in [24, 25], we formalize the notion of non-interactive batched
blind signatures (NIBBS), requiring that the cost from signer to user remain independent of batch
size. We provide a practically efficient NIBBS from lattice-based assumptions, addressing both the
post-quantum challenge and the batch efficiency problem. Specifically, our scheme is provably secure
under the hardness the randomized one-more ISIS (rOM-ISIS) [24] or the ISIS; assumptions [48].
Our construction combines the low-depth Crypto Dark Matter PRF [45] with succinct lattice-based
proofs for rank-1 constraint systems [42]. The resulting scheme has an estimated signature size of

around 300 KB and communication under 1 KB.

Threshold issuance. Considering that blind signatures are often used as conveyors of a signers’
trust, we must also evaluate our assumptions about trustworthiness of the signers themselves. In
order to mitigate such risk’s such as the signer being compromised, a few works have proposed
distributing the task of signing across a threshold of signers, each possessing a share of the full
secret signing key [67, 120, 124, 166]. This yields a threshold signature [71, 72] analogue for blind
signature wherein, as before, the final message and signature remain untraceable to any user for any
set of (colluding) signers.

While [120, 166] are insecure due to the attack of [158]. The other two works give either two-
[124] or three-round [67] protocols. In Chapter 5 based on our work in [27], we address the problem
of threshold issuance in the non-interactive setting. We introduce non-interactive threshold blind sig-
natures (NITBS), where a user gathers partial pre-signatures from a threshold of signers and locally
combines them into a valid blind signature. This approach eliminates the multi-round interaction
inherent in prior work while maintaining blindness and unforgeability guarantees.

We provide a formal treatment of NITBS, defining the security notions of blindness and one-more
unforgeability. Our concrete construction adapts the Pointcheval-Sanders signature scheme [148]
and achieves provable security in the AGM. Micro-benchmarking demonstrates that our scheme
offers the smallest pre-signature and signature sizes and the fastest issuance among existing NIBS

schemes making it practical for deployment.



1.3 (Non-interactive) Anonymous Tokens with a Private Metadata Bit

The Internet today is fraught with web-crawlers or bots. In fact, they account for nearly half the web
traffic, generating request volumes that are easily measured in the order of billions of requests per
day [8, 9]. Although many of these bots are benign, a substantial and growing fraction are malicious
scrapers, fraud bots, etc., that put significant strain on web servers.

A common mitigation against bots is to use challenge-response Turing tests such as CAPTCHAs.
However, the detection-systems used to identify bots often also end up flagging legitimate users.
These systems largely target privacy-conscious users accessing the Internet behind VPN, Tor, shared
proxies or even privacy-enhancing browser extensions [118]. A consequence of this is that users are
being disincentivized from browsing the web anonymously as they end up having to solve CAPTCHAs
repeatedly to access basic web resources.

The major design objectives of anonymous web browsing address this state of affairs by (i) es-
tablishing some notion of ‘trust’ in honest users; (ii) conveying said trust to various web servers; and
(iii) doing so without revealing specific identifiable user information.

A natural approach to the trust problem in anonymous web browsing is to provide users with
single-use, privacy-preserving tokens for solving a CAPTCHA that can be used to validate them
as human users. The user can later present a token along with their resource request in lieu of a
CAPTCHA solution and access the web seamlessly. This is the core premise of anonymous to-
kens [68].

An anonymous token system involves three parties: a user, a signer (or an signer), and a redemp-
tion server (acting as a verifier). The user engages in an issuance protocol with the signer who first
verifies the trustworthiness of the user and then issues them a token. Later, the user can present
the token to a redeemer, who simply verifies its authenticity to grant the user access to a service or
resource, and additionally checks that the same token was not redeemed before (double-spending
detection). The basic properties satisfied by an anonymous token system are unforgeability, which
ensures that a user cannot issue tokens on its own, and unlinkability (or anonymity) which prevents

signers and redeemers to link issued tokens to any token later redeemed.
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Beyond providing controlled access to content delivery networks (CDNs) without CAPTCHA
solving [68], anonymous tokens have many other practical applications including, private web-
browsing [16], private contact tracing [161], fraud detection [79], private click measurement [167]
and privacy-perserving blockchain transactions [5, 105] to name a few.

The literature contains numerous protocol proposals, each realizing different tradeoffs [39, 60,
68, 123, 161]. An essential distinction among existing works is on whether they support the em-
bedding of public [161] or private metadata [39, 60, 123]. Anonymous tokens with public metadata
support applications that require public labeling and can facilitate the embedding of geographical
tags or expiration dates, while anonymous tokens with private metadata bit (ATPM) can be used to
privately convey trust signals. The most common instantiation of private metadata involves a single
hidden bit. The signer encodes this bit within the token in such a way that the user cannot discern
its value, yet the bit can be extracted by the signer upon redemption. This seemingly modest ex-
tension proves remarkably powerful in practice by enabling the signer to confidentially flag certain
tokens without the user’s awareness. When adversaries remain oblivious to whether they have been
detected, the task of developing sophisticated tools in order to avoid being detected gets significantly

more challenging.

Non-interactivity. In Chapter 6 based on our work in [26], we present the first non-interactive
anonymous token (NIAT) scheme with a private metadata bit. Our design builds on structure-
preserving signatures on equivalence classes (SPS-EQ) [88] and recent advances in non-interactive
blind signatures [24, 101]. Our main observation is that at the core of many of the proposed pro-
tocols is a blind signature scheme on a randomly selected message [60, 68, 123, 161], thus we can
take our techniques from NIBS and extend them with a private metadata bit.

The benefits of non-interactivity in the anonymous token setting are substantial. By eliminat-
ing the need for online interaction between user and signer during token issuance, NIAT enables
the signer to pre-compute and distribute tokens asynchronously. This drastically reduces the system
latency, allowing tokens to be pre-computed at scale without constraining user demand during peak
load times. We provide a complete formal treatment of NIAT security propose an efficient construc-

tion under standard cryptographic hardness assumptions, and experimentally validate its practical

11



performance. We additionally present an alternative instantiation based on circuit-private leveled

homomorphic encryption, following the generic template developed in Chapter 3.

Double-spend identification. A NIAT system by itself does not preclude a user from attempting
to redeem the same token twice. More importantly, even if an signer (or group of signers) were
able to detect such a double-spending attempt by keeping track of all redeemed tokens, unlinkability
seems to suggest that it should be hard to identify the offending user. However, this is not the case,
since unlinkability with respect to a fixed user is defined for distinct contexts, and it turns out a NIAT
scheme that allows identification of a user attempting to redeem the same token more than once is
perfectly within the bounds of the definition.

Notably, our NIAT scheme is uniquely positioned for identifying violators who double-spend
since the system necessitates user public keys which is not the case for existing (interactive) anony-
mous tokens schemes. In Chapter 6, we also develop a concrete extension of our primary NIAT
protocol that realize this double-spend identification capability, permitting signers to respond to

such misuse while maintaining anonymity for honest users.

Post-quantum security. In Chapter 7 based on our work in [30], we present the first (interac-
tive) ATPM scheme from hard lattice assumptions. Our design follows the Fischlin blind-signature
paradigm [84] and enriches it with lattice-based linearly-homomorphic encryption to carry the hid-
den bit. We instantiate our scheme from Falcon-512 and the efficient LNP22 lattice NIZK proof
system [132]. The resulting protocol, which we call Atlantis, requires 70 KB of user-signer commu-
nication and yields 129 KB tokens. Our solution also addresses an open problem posed by Amjad,

Yeo, and Yung [15] on generically extending blind signatures to support private metadata bit.
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Chapter 2: Essential Cryptographic Background

The work presented in this thesis rely upon various fundamental cryptographic primitives. We in-
troduce these basic building blocks in this chapter to establish a common vocabulary and provide a
reference point for the more intricate schemes presented in subsequent chapters. Beyond these com-
mon definitions and background, each subsequent chapter introduces technical preliminaries tailored

to its particular focus as necessary. We begin by establishing some notation.

Notation. We use ) to denote the security parameter. We use <$ to denote the output of a ran-
domized algorithm and <— to denote output of a deterministic algorithm. We denote the set of all
positive integers up to n as [n] := {1,...,n} and the set of all non-negative integers up to n as
[0,7] := {0} U [n]. With slight abuse of notation, we also use [z]; to denote the i secret share of
x, although the distinction will always be clear from context.

Following common convention, we use lowercase bold-face letters to denote vectors and upper-
case bold-face letters for matrices. For a vector x, z; denotes its i element. For a vector x, we
write its £ norm as ||x||,, often dropping the subscript and writing it simply as ||x||. We write the
lso norm of x as ||x|| .

We write polynomials «(X) in indeterminate X simply as u when it is clear from context. The
vector of coefficients of a polynomial u is written as «. The norms of a polynomial w is its norm |||
taken over the vector of its coefficients. In all that follows, Z is the set of integers, F is a field, and Z,,
denotes the set of integers modulo p. For a power of two d, we denote by R the ring Z[X]/(X?+1).
We write the ring Z,[X]/(X¢+1) = R/pR as R, 4. When the degree is omitted from the subscript,

it is assumed to be the fixed protocol parameter d.
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2.1 Pseudorandom Functions

A pseudorandom function (PRF) F : {0, 1}* x {0,1}* — {0, 1}* is a keyed function,' that takes a
A-bit key as input, and on input 2 € {0, 1}?, it outputs a value y = Fx ().
It must further satisfy the property of pseduorandomness which requires that for every stateful ppT

adversary A, there exists a negligible function negl(-) such that for all A € N,

Pr [b = A% (1N 1 K s {0,1}, b s {0, 1}} < % + negl()),

where the oracle O, is defined as F (-) if b = 0; otherwise it is defined as a random function

from {0,1}* — {0,1}*.

2.2 Public Key Encryption

A public key encryption (PKE) scheme E over message space M consists of a tuple of polynomial-

time algorithms (KeyGen, Enc, Dec) defined as follows:

* KeyGen(1*) — (sk, pk). Given the security parameter A € N, the key generation algorithm

outputs a secret decryption key sk € SK and a public encryption key pk € PK.

* Enc(pk,m) — 1. Given a public encryption key pk € PK and a message m € M, the

probabilistic encryption algorithm outputs a ciphertext ¢) € .

* Dec(sk,?) — m. Given a secret decryption key skSK and a ciphertext v € W, the

deterministic decryption algorithm outputs a message m € M.

A PKE scheme must satisfy the following properties:

"For simplicity, we fix the key space, input space, and output space to be A-bit strings, but this is not essential to the
definition.
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(i) Correctness. For every A € Nand m € M,

sk, pk) <5 KeyGen(1*
Pr | Dec(sk,¢) = m : (sk,pk) yGen(1%)
1 +s Enc(pk, m)

(ii) Indistinguishability under chosen-plaintext attack (IND-CPA). For every stateful ppT ad-

versary A there exists a negligible functions negl(-), such that for all A € N

b+s{0,1}

A
Pr | () = b (sk, pk) < KeyGen(1%) < L4 negi(n),
(mg, my) < A(pk)

1 s Enc(pk, mp)

2.3 Signature Schemes

A signature scheme 3 over message space M consists of a tuple of polynomial-time algorithms

(KeyGen, Sign, Verify) defined as follows:

* KeyGen(1*) — (sk, pk). Given the security parameter A € N, the probabilistic key genera-
tion algorithm outputs a public signature verification key pk € K and a secret signing key

sk € SK.

* Sign(sk,m) — o. Given the signing key sk € SK and a message m € M, the signature

generation algorithm returns a signature o € 3.

* Verify(pk,m,o0) — 1/0. Given the public key pk € PK, a message m € M and a signature

o, the deterministic signature verification algorithm outputs 1 (accept) or O (reject).

A signature scheme must satisfy the following properties:
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(i) Correctness. For every A € Nand m € M,

sk, pk) «s KeyGen(1*
Pr | Verify(pk,m,o) =1 : (sk.pk) yGen(1%) =1.
o < Sign(sk, m)

(ii) Existential unforgeability under chosen message attacks. For every ppt adversary A there

exists a negligible function negl(-) such that for all A € N,

(sk, pk) <s KeyGen(1%)
Pr | Verify(pk,m*,0*) =1 : < negl(A) .
(m*, o) < A%ien (pk)

where the signing oracle Osjgn, on query m, outputs Sign(sk, m). We say that A is admissible

if it never queries m* to Osjgn.

2.4 Commitment Schemes

A commitment scheme C over message space M consists of a tuple of polynomial-time algorithms

(Setup, Commit, Verify) defined as follows:

e Setup(1*,1™) — crs. Given the security parameter A\ € N and a message length n € N, the

setup algorithm outputs a reference string crs.

* Commit(crs,m;op) — com.  Given the reference string crs, a message m € M, and a

random opening op € {0, 1}>‘, the commit algorithm outputs a commitment com.?

* Verify(crs,m,com,op) — 0/1. Given the reference string crs, a message m € M, a

commitment com and a random opening op € {0, 1}*, the deterministic verification algorithm

outputs either 1 (accept) or 0 (reject).

*We assume for simplicity that op is always a A-bit string. Note that this follows without any loss of generality.
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A commitment scheme must satisfy the following properties:

(i) Correctness. Forevery \,n € Nand m € {0,1}",

crs s Setup(1*,17)
Pr | Verify(crs,m,com,op) =1 : op+s{0,1}* | =1.

com < Commit(crs, m; op)

(ii) Binding. For every adversary A, there exists a negligible function negl(-) such that for all

AneN,
_ crs < Setup(1*,17)
Pr /\ Verify(crs, my, com,op,) =1 : < negl(A).
be{0,1} (com, mg, my,0pg, 0p;) < A(crs)

(iii) Hiding. For every stateful adversary A, there exists a negligible function negl(-) such that

forall A € N,
[ 1"« AN |
crs s Setup(1*,17)
b= A(com) 1
Pr : (mo,m1) < Aers) | < 5 +negl(A).

Amg,my € {0, 1}"
b s {0,1},0p +s {0, 1}

com <+ Commit(crs, my; op)

Statistical and computational adversaries. If the adversary in the binding (resp. hiding) exper-
iment is computationally unbounded, then the commitment scheme is statistically binding (resp.
hiding); otherwise if the adversary is a ppT machine, the commitment scheme is computationally
binding (resp. hiding). It is a well known fact that a commitment scheme cannot simultaneously be
statistically binding and hiding.
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2.5 Trapdoor Permutations

A trapdoor permutation P is a tuple of polynomial time algorithms (KeyGen, Eval, Inv) defined as

follows:

* KeyGen(1*) — (sk, pk). Given the security parameter A € N, the key generation algorithm

outputs a secret key sk € SK and a public key pk € PK.

* Eval(pk,z) — y. Given apublic key pk € PK and an input x € X, the evaluation algorithm

outputs y € X.

* Inv(sk,y) — z. Given a secret key sk € SK and input y € X, the inverse algorithm outputs

z e X.
A trapdoor permutation must further satisfy the following properties:

(i) Correctness. For every A € N and every x € X,

Pr |Inv(sk, Eval(pk,z)) = = : (sk, pk) <$ KeyGen(l’\)] =1.

(ii) Pre-image resistance. For every ppr adversary A, there exists a negligible function negl(-)

such that for all A € N,

(sk, pk) +$ KeyGen(1?*)
Pr |A(y) == : z+sX | <negl(N).

y < Eval(pk, z)

For brevity, we will write Eval as the function P : SK x X — X and Inv as the function

P1:SK x X — X.
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2.6 Non-interactive Zero Knowledge Proof Systems

A non-interactive zero-knowledge (NIZK) proof system II for relation R is a tuple of polynomial-

time algorithms (Setup, Prove, Verify) defined as follows:

* Setup(1*) — crs.  Given the security parameter A € N, the probabilistic setup algorithm

outputs a common reference string Crs.

* Prove(crs,x,w) — 7. Given the crs, an instance x € L, and a witness w, the probabilistic

prover algorithm outputs a proof 7.

* Verify(crs,x,m) — 1/0.  Given the crs, an instance x, and a proof , the deterministic

verification algorithm either 1 (accept) or O (reject).
A NIZK proof system must satisfy the following properties:

(i) Completeness. For every A € N, any instance and witness pair (x,w) € R,

_ crs «s Setup(17)
Pr | Verify(crs,x,7) =1 : =1.

7 < Prove(crs, x, w)

(ii) Soundness. For every stateful ppt adversary A, there exists a negligible function negl(-) such

that for all A € N,

Verify(crs, x, m) = 1 crs s Setup(1*
Pr 4 ) : 1 < negl() .
Aw : (x,w) € R (x,m) ¢ A(crs)
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(iii) Zero-knowledge. There exists a simulator S such that for every stateful ppt adversary A,

there exists a negligible function negl(-) such that for all A\ € N,

b+«s{0,1} ]
crsp < Setup(1%), crs; + S(17)
1
Pri A(m)=b A (x,w)eR : (x,w) + Alcrsy) | S §+neg|(>\) :

mo s Prove(crsp, x, w)

71 + S(crsy, x)

Argument of knowledge. A NIZK proof system II is an argument of knowledge (NIZKAoK) if it

additionally satisfies the following property:

(iv) Knowledge soundness. There exists a PpT extractor & such that for every stateful ppT adver-

sary A, there exists a negligible function negl(-) such that for all A € N,

crs + Setup(17)
Verify(crs, x,m) = 1
Pr : (x77r) < ﬂ(crs) < negl()\) .
A (x,w) ¢ R
w < &(x, )

Online knowledge extraction. A knowledge extractor & is called ‘online’ (also, ‘straight-line’) if
it does not rewind the adversary.
2.7 Leveled Homomorphic Encryption

Let Cy denote the class of boolean valued circuits of depth d. A leveled homomorphic encryption
scheme HE with message space {0, 1} for circuit class {Cy} ;¢ is a tuple of polynomial-time algo-

rithms (KeyGen, Enc, Eval, Dec) defined as follows:

20



* KeyGen(1*,1%) — (sk,ek). Given the security parameter A € N and the maximum circuit
depth d € N, the key generation algorithm outputs a secret key sk € SK and an evaluation

key ek € EK.

* Enc(sk,m € {0,1}) — %.  Given a secret key sk € SK, message m € {0, 1}, the

probabilistic encryption algorithm outputs a ciphertext .

—,

 Eval(ek,C € Cy4,%) — ¢ Given an evaluation key ek € EK, a circuit C € Cy, and a
sequence of ciphertexts 15 = (¢1,...,1y) for some ¢ > 0, the evaluation algorithm outputs a

ciphertext 121\ Here ¢ denotes the input length of C.

* Dec(sk,9) — m/L Given a secret key sk € SK and a ciphertext 1), the deterministic

decryption algorithm outputs m € {0,1} or L.

An LHE scheme must satisfy the following properties:

(i) Correctness. For every \,d € NN, every C € C; with input length ¢ = poly(\) and every

sequence of messages (my, ma, ..., my) € {0,1}*

(sk, ek) < KeyGen(1*,19)
Pr | Dec (sk, Eval(ek, C, {7/’i}z‘e[€]) =C ({mi}z‘e[é]) : =1.
Vi € [f] : 1 < Enc(sk,m;)

(ii) IND-CPA. For every stateful ppt adversary A there exists a negligible functions negl(-), such

that for all A € N

b<s{0,1} ]

A
Pr | () = b (sk, pk) < KeyGen(1%) < % ©negl(M),
(mo, m1) < ﬂ(pk)

1 < Enc(sk, mp)
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Circuit privacy. Additionally, an HE scheme is said to be circuit private if there exists a PpT

simulator S such that for every d € N, every circuit C € C; with input length ¢ = poly()),
any sequence of message bits my,...,m, € {0,1}, (sk,ek) «s KeyGen(1*,1%), and for each

i € [0] : i + Enc(sk, m;),

{ek, EvaI(ek,C, (¢1,. . .,wg))ﬂﬁl,. . .,’(ﬁg} e {ek, @, ¢1, e ,1/1[} s

where ¢ < S(ek, C(my,...,myp), ¥1,...,10p).
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Part 1

Non-interactive Blind Signatures
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Chapter 3: Non-interactive Blind Signatures

As we have already established, the original blind signature scheme by Chaum [62] requires one
full round of interaction (Fig 1.1). The user sends a blinded message to the signer, who responds
with a pre-signature on the blinded message; the user then locally unblind this pre-signature to ob-
tain the final message and signature pair. Further, it is clear that blind signatures on user specified
messages are impossible unless the user and signer both send at least one message. Thus, two-move
(equivalently, one round) blind signatures are round-optimal, making them particularly interesting
for real-world applications. Beyond optimal communication, unforgeability of round-optimal blind
signatures naturally extends to the concurrent setting [ 129], meaning that security is maintained even
when an adversary engages in multiple concurrent sessions with the signer. Given these observa-
tions, there has been a long line of research on round-optimal blind signatures under different models
and assumptions [6, 36, 41, 43, 84, 86, 87, 93, 95, 116, 160].

Interestingly, in many applications, the message to be signed is selected randomly, and does not
come from a specific distribution or have a specific structure [62, 68]. Based on this observation,
Hanzlik [101] demonstrated that if the underlying message, a priori, has no structure, then one can
design a non-interactive protocol for blind signature issuance such that a signer can directly issue a
pre-signature to the user (possessing its own key-pair) without requiring the user to make a request.
This idea is illustrated in Figure 3.1.

More generally, non-interactive blind signatures (NIBS) prove most valuable in settings where
the choice of message is not central to the application. When users are content to work with un-
structured random messages determined by the system, NIBS eliminate the communication over-
head inherent in traditional blind signatures, yielding protocols with minimal latency. Moreover,

when user public keys are known through established public-key infrastructure (PKI), the signer

This chapter is based on [24].
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Phase 1 : Issuance

9, %

User (sky, pky, pk) Signer (sk, pk)

$
<« lssue(sk, pky, €)

A
Ql

Phase 2 : Redemption

A\ 4

$
1,0) < Obtain(sky, pk, 7, ¢c)
Verifier (pk)

)
Verify(pk,m,o) =1

Figure 3.1: A simplified illustration of the non-interactive blind signature protocol. The user with
key-pair (sky, pky) derives both the random message m as well as the blind signature o given the
pre-signature ¢ and a context c. Notice that the user gets to see the signer’s randomness (c) but only
it controls the final algorithm used to obtain the random message.

can generate and publish pre-signatures without any involvement from the user. This enables en-
tirely new deployment scenarios. For instance, anonymous token systems following the Privacy
Pass model [57, 68, 69, 146] can issue and hold tokens in advance of use, reducing latency at the
critical moment of redemption. Similarly, lottery systems and other single-use credential distribu-
tion mechanisms become feasible at scale, freeing the design from the constraint that each credential
must be personally negotiated.

Another example considered is crypto-currency airdrops, a mechanism used to bootstrap inter-
est in new digital assets by distributing coins to registered users. Rather than requiring each user to
engage in an issuance protocol, the project can compute and publish pre-signatures corresponding
to user public keys already registered in the system. Users then privately derive the final coins by
computing signatures from these pre-signatures, entirely offline and without further signer involve-
ment.

Having established the practical utility of non-interactive blind signatures, the remainder of this

chapter focuses on the fundamental concern of ensuring that NIBS rest on rigorous foundations.
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Specifically, the existing security model for NIBS [101], while intuitive, contains gaps that fail
to capture the full threat landscape of real-world deployments. We identify these limitations and
propose a strengthened formal framework that provides robust security guarantees appropriate for
practical applications. Building on this enhanced model, we present two concrete constructions of
provably secure NIBS, each employing standard cryptographic primitives and representing distinct
tradeoffs between efficiency and implementation complexity. Specifically, the first construction,
based on general-purpose NIZKs has optimal pre-signatures but large final signatures, whereas the
second construction which is based on circuit-private LHE has optimal final signatures but large

pre-signatures.

3.1 The Formal NIBS Framework

In a NIBS scheme, a signer S issues a random pre-signature & to a user U with public key pky;, allow-
ing U to extract a blind signature o for a random message m using its secret key sky,. Syntactically,

a non-interactive blind signature scheme consists of the following polynomial-time algorithms:

* Setup(1*) — pp. Given the security parameter A € N, the probabilistic setup algorithm
generates the collection of public parameters pp, which is an implicit input to the other algo-

rithms.

» KeyGeng(pp) — (pk,sk). Given the public parameters pp, the probabilistic (signer) key

generation algorithm outputs a public key pk € PK and a secret key sk € SK.

» KeyGeny(pp) — (pky,sky). Given the public parameters pp, the probabilistic user key

generation algorithm outputs a pky € PKy and a secret key sk € SKy.

* Issue(sk, pky,c) — . Given a signing key share sk € SK, a user public key pky € PKy
and context ¢ € {0,1}*, the probabilistic issuance algorithm outputs a pre-signature share

geEY.
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* Obtain(sky, pk,c,) — (m,0)/(L, L). Given the user secret key sk, € SKy, the public
key pk € PK, signing context ¢ € {0, 1})‘, and a pre-signature & € Y, the probabilistic

obtain algorithm outputs a message and signature pair (m,o0) € M x X or (L, 1).

* Verify(pk,m,o) — 1/0. Given the master public key pk € PK, a message m € M and
a signature o € X, the deterministic signature verification algorithm outputs 1 (accept) or 0

(reject).

Remark 3.1 (Context c as input or output.). One can specify the NIBS syntax in two ways. As
shown above, we use the ‘context as input’ convention followed in [27, 101] wherein the signing
context c is given as input to the Issue algorithm. Under this approach, the signing context acts as
a random nonce that ensures reusability of a user’s public key for obtaining multiple message and
signature pairs from a single signer. The alternate convention followed of ‘context as output’ of Issue
is followed in [24, 25]. It allows one to define the reusability of a NIBS scheme as a formal property.

It is straightforward to show that a NIBS scheme in the ‘context as output’ syntax can be gener-
ically translated into one in the ‘context as input’ syntax. The idea is to generate the randomness
for the former’s Issueg algorithm by evaluating a PRF on the signing context ¢ and the public key
pky provided as input in the latter’s Issue algorithm. Concretely, Issue|(sk, pky,, c) outputs the pre-
signature as (', c’) where (', c’) < Issuep(sk, pky; Fx (c, pky))-

We adopt the former ‘context as input’ convention for this part of the thesis, however for com-
pleteness, we provide a detailed proof of equivalence as well as a discussion on the benefits and

drawbacks of both models in Appendix A.

A NIBS scheme must be correct as defined next.
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Definition 3.1 (Correctness). For every A € N and ¢ € {0, 1}’\, a non-interactive blind signature

scheme satisfies correctness if

pp < Setup(1*)
(pk, sk) < KeyGens(pp),
Pr Verlfy(pk, m, U) =1: (pku,Sku) —$ KeyGenU(pp) =1.

7 < Issue(sk, pky, c)

(m, o) < Obtain(sky, pk,c, 7)

Game OM-Unfygs 4 (N) Oracle Ojssye(pky;, €)
1: pp s Setup(1*) 1: if ¢ is uninitialized then
2: (sk, pk) < KeyGeng(pp) 28 =0
30 {(mi, 002 + A% (pp, pk) 28 Lol
i if \/ (05 = ) 4: return Issue (sk, pky,c)

1<G<g/<e+1

\/ Verify (pk, m;, ;) # 1 then
jele+1]

5: reject

6: accept

Figure 3.2: The one-more unforgeability experiment for NIBS.

A NIBS scheme must also be unforgeable, which intuitively asks that a user should not be able to
derive a valid (m, o) pair on their own. The one-more unforgeability in the NIBS context is a natural
extension of the same property for traditional blind signatures. As defined in [101], the adversary is
granted access to a presignature oracle, and after obtaining ¢ presignatures for (pkg, c) pairs of its

choice, it must produce (¢ + 1) valid signatures to succeed.

Definition 3.2 (One-more unforgeability). For all A € N, let
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Adv(N)”'\g'SLf;{ = Pr[OM-Unfyigs, 4 () = accept]

be the advantage of an adversary A in the experiment defined in Figure 3.2. We say a non-
interactive blind signature scheme, NIBS, is one-more unforgeable if for any ppt adversary A this

advantage is negligible.

Game U-Blindnigs 4 (M) Game C-Blindyigs, a ()
1 pp s Setup(1?), b+<s{0,1} 1: pp s Setup(1?), b+s{0,1}
2: foreachw € {0,1} do 2:  (pky,sky) <s KeyGen(pp)
3t (pky_,sky,) s KeyGeny(pp) 5 (pk, {Cw>5w}we{o,1}> < A% (pk,)
4: (ka {va5w}we{o,1}> 4: foreachw € {0,1} do
+ A%buain (pky, » Pku, ) 5: if ¢, € Qc then
5: foreachw € {0,1} do 6: reject
6:  ifc, €Quthen 7: (mu,0u) < Obtain ( S )
a S 8: if Verify(pk, m,,, 0,,) # :;h:n
8 : (M, 0w) < Obtain ( zl:,:)%;pk, ) 9: reject
9: if Verify(pk, m,,,0,) # 1 then 10: 0" <= A(my, 05, M1_p, 1)
10 : reject 11: if b* =bthen
1: b* < A(my,0p,Mi_p,01-p) 2 accept
12: if b" = b then RS
13: accept Oracle Ogbtain (pk,c,a)

14: reject
4 1: if Qc is uninitialized then

Oracle 03, (v, pk, c, ) 2: Qc=0

1: if Qu is uninitialized then 3: Qc=QcU{c}

2: Qu =92 4: return Obtain (sky, pk, c,7)
3: Qu=QuU{c}

4: return Obtain (sky_, pk,c,7)

Figure 3.3: The user (left) and context (right) blindness experiments for NIBS.
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A NIBS scheme, like its interactive counterpart must also satisfy blindness, meaning that a signer
should not be able to link a (m, o) pair to any specific issuance, and by extension to any specific user.
Hanzlik [101] proposed two distinct security experiments to capture blindness: (i) user blindness,
ensuring that a malicious signer cannot determine which of two possible presignatures led to the final
signature; and (ii) context blindness, which ensures that when a signer issues two presignatures to a
specific recipient, they cannot link the final message-signature pairs to the respective presignatures.
Both definitions are given as indistinguishability-based experiments.

Hanzlik’s definition for blindness, however, proves insufficient for the privacy requirements of
practical NIBS applications. The fundamental limitation is that it only guarantees unlinkability be-
tween any two pre-signatures and their derived message and signature pairs. Consequently, a scheme
satisfying this definition need not maintain unlinkability across multiple pre-signatures issued to the
same or different users, which can be disastrous is practice.

To fully appreciate this issue, consider the following simple scenario: an adversary issues two
pre-signatures to a user with pky, and one pre-signature to a user with pky,. Once an eavesdrop-

ping adversary learns two signatures from the same user, they will know with certainty that they

mustbelong to the user with pk, 0.1

A better blindness definition. To address the attacks described above, we propose a stronger blind-
ness framework for NIBS. Our goal is to capture scenarios where an adversary learns correlations
between pre-signature and context pairs, and their corresponding message and signature pairs. We
formalize this by giving the adversary oracle access to the user’s secret key through Obtain queries.
For non-triviality, we restrict the adversary from querying the two challenge pre-signatures o, 5.
Our new model functions as a sort of ‘chosen-ciphertext’ variant of blindness, analogous to IND-
CCA security where the adversary gains query access to the secret key. These definitions ensure
that blindness holds even when a malicious signer successfully breaks blindness on signatures from
previous sessions. Any NIBS scheme secure under these stronger definitions prevents the attacks we

described earlier. Intuitively, we allow the adversary to fully break blindness on all non-challenge

I'This is not a problem in interactive blind signatures where blindness is defined as an indistinguishability game. It is
the creation of user specific pre-signatures that complicates the definition of NIBS blindness.
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pre-signatures, yet the challenge pre-signatures remain hidden. This robustness is what distinguishes

our framework from weaker notions. Formally, we have the following definition—

Definition 3.3 (Blindness). For all A € N, let

AdviBind = Pr[U-Blindigs a()) = accept]

be the advantage of a stateful adversary A in the experiment defined in Figure 3.3 (left), and

AdviBind = Pr [C-Blindnigs,# (\) = accept]

be its advantage in the experiment defined in Figure 3.3 (right). We say a non-interactive blind
signature scheme, NIBS, satisfies blindness if for any ppt adversary A each of these advantages is

at most 1/2 + negl()), for some negligible function negl(-).

When is weak-blindness sufficient? In most applications of interest the weaker blindness defini-
tion given in [101] is insufficient; and one of our main assertions and contributions is that for typ-
ical applications of NIBS, where multiple pre-signatures are issued to multiple users, our stronger
blindness definition is the correct definition. That said, one could potentially envision possible ap-
plications where the weaker definition may be satisfactory. For example, consider a one-signature-
per-user system for anonymous airdrops or e-voting tokens, where only a single pre-signature will be
generated for each user. In such applications, cardinality-based linking becomes impossible. Each
derived signature carries no information about which user produced it, and the adversary gains noth-
ing from counting or correlation. Essentially, in scenarios where credentials are issued in bulk and
users claim them privately, the one-signature-per-user constraint ensures that the weaker user blind-
ness notion from [101] suffices. The point is that weak blindness breaks precisely when multiple
pre-signatures enable counting attacks, so if we eliminate that possibility, the weaker definition be-

comes adequate.
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3.2 NIBS from General Purpose NIZK

In this section we present a Fischlin-like compiler for NIBS that builds from a standard signature
scheme, an encryption scheme, a commitment scheme, general-purpose NIZK proofs and a pseu-
dorandom function. Hanzlik [101] proposed a similar generic template using verifiable random
functions (VRFs) and general-purpose dual mode witness indistinguishable proofs [99], but only
proved security under the weaker blindness notions. Our construction is notably simpler, requiring
only a PRF and general-purpose NIZK, while providing stronger blindness security guarantees.
Our starting point is the classical Fischlin’s paradigm [84] for constructing traditional blind sig-
natures. Fischlin’s construction operates in the common reference string (CRS) model and employs
a standard signature scheme, an encryption scheme, a commitment scheme, and general-purpose
NIZK proofs. The CRS contains an encryption public key pkg. Each signer generates its key pair
(sk, pk) via the signature scheme’s setup. The user computes a commitment com <— Commit(m)
and sends it to the signer. The signer signs the commitment, producing a pre-signature &, which it
sends to the user. Upon verification, the user encrypts the pair (com, ) under pky to obtain 1, then
generates a NIZK proof m demonstrating knowledge of a valid pre-signature and an opening of com
to some message m. The user outputs the ciphertext ) and proof 7 as the blind signature. Unforge-
ability follows from commitment binding and signature unforgeability, with straight-line extraction
enabled by the trapdoor key skg. Blindness follows from encryption security, NIZK zero-knowledge,

and commitment hiding. We now explain how to extend this paradigm to the non-interactive setting.

Fischlin’s paradigm for non-interactive issuance. In the absence of interaction between signer
and user, the signer can no longer rely on a commitment submitted by the user in a first message. In-
stead, the receiver’s public key itself must serve this role, implicitly committing to a set of candidate
messages. The challenge now is that this commitment must be succinct enough to represent an expo-
nential number of possible messages, while the signer’s response at the same time, must obliviously
bind to exactly one of them, chosen at random. This oblivious binding to a single message from an
exponentially large set is essential for one-more unforgeability as otherwise the receiver could easily

cheat by later claiming that multiple distinct messages were signed during the protocol.
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To instantiate this template, we must overcome two interconnected challenges; (i) we need a way
to commit to an exponential number of messages efficiently; and (ii) we need to enable the signer
to obliviously select one of those messages. Our approach is to set the receiver’s public key pky,
as a commitment to a PRF key K, with K and its opening held as the corresponding secret key
sky. Notice that with this construction we have implicitly defined the exponential message space
as all possible outputs of the PRF. During the issuance of a pre-signature, the signer obliviously
samples a message by evaluating the PRF on the context c, and signs both this message and pky,. The
receiver then derives the final signature on the message m := F i (c) by constructing a NIZK proof
of knowledge of a (pre-)signature on both pk, and the context ¢ corresponding to the obliviously

selected message m.

Construction 3.1. Our construction relies on a pseudorandom function F, a statistically binding
commitment scheme C = (C.Setup, C.Commit, C.Verify), a signature scheme > = (X.KeyGen,

3..Sign, X Verify), and a NIZKAoK proof system II = (II.Setup, II.Prove, II.Verify) for the lan-

guage GL’I—'\[”BS as described.

Language Iﬁ”BS
Instance: Each instance x is interpreted as a verification key pk, CRS for a commitment
scheme crsc, and a message m.
Witness: Witness w consists of a signature &, context ¢, PRF key K, and commitment open-
ing op.
Membership: w is a valid witness for x if

Y. Verify(pk, C.Commit(crsc, K;0p)|[c,6) =1 A m = Fg(c)

Concretely, the NIBS construction is defined by the following algorithms:

* Setu p(l)‘) — pp. The setup algorithm runs the setup algorithms for the NIZK proof system

II (for language £HN'BS) and C schemes, i.e., it generates
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crsy s I1.Setup(1*) and crsc s C.Setup(1?) .

It outputs pp = (crsyy, crsc).

KeyGeng(pp) — (sk, pk). The signer’s key generation algorithm runs the key generation for

the signature scheme Y. Namely, it generates keys as

(sk, pk) s X.Setup(1?) .

KeyGeny(pp) — (sky, pky). The user’s key generation algorithm first samples a random
PRF key K s {0,1}* and commitment randomness op «s {0,1}*. Next, it computes a
commitment, com < C.Commit(crsc, K; op). Finally, it outputs user’s secret key and public

key as sky = (K, op) and pky := com.

Issue(sk, pky,c) — .  The pre-signature issuance algorithm creates a signature on the

message pky||c as

o < X.Sign(sk, pkylc) ,

and outputs o.

Obtain(sky, pk,@,c) — (m, o). Theuser’s obtain algorithm first recalls com <— C.Commit(
crsc, K5 op) and checks if & is a valid signature on com||c. If not, it outputs L and aborts.
Otherwise, it computes the message as m := Fx(c), where (K, op) =: sky. It then runs the

NIZK prover to create the signature o as the following NIZK proof:

o < I1.Prove (crsp, x == (pk, crsg, m),w := (7, ¢, K,op)) .

Finally, it outputs m and o.
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* Verify(pk,m,0) — 1/0. The blind signature verification algorithm returns the output of

I1.Verify(crsyy, x == (pk, crsg, m), o).

We now state the main security theorem for our construction and sketch a high-level proof. The

detailed proofs are provided in the full version of [24].

Theorem 3.4 (Security). Construction 3.1 is:

(i) One-more unforgeable (Def. 3.2) assuming that the NIZK proof system 11 is an argument of
knowledge, the commitment scheme C is statistically hiding, and the signature scheme ¥ is

existentially unforgeable under chosen message attacks.

(ii) User and context blind (Def. 3.3) assuming that the NIZK proof system 11 satisfies zero-
knowledge, the commitment scheme C is computationally hiding, and ¥ is a secure pseu-

dorandom function.

Pf. sketch. Given that the PRF is a deterministic function and commitment is binding, our approach
guarantees that the receiver can only obtain a single final signature from a pre-signature which al-
lows us to prove one-more unforgeability. Further, blindness properties can be reduced to the zero-
knowledge property of the underlying NIZK and hiding of the commitment scheme. The core in-
tuition is that the NIZK proof systems are multi-theorem zero-knowledge, thus they can be used to
simulate responses to all Obtain queries including the challenge queries, thus each blinded signature
is completely unlinkable to its pre-signature, since the blinded signature is simulated without any

information about the pre-signature. O

3.3 NIBS from Leveled Homomorphic Encryption

We now describe another template for designing NIBS with stronger blindness based on circuit-
private leveled homomorphic encryption (LHE). We already know that homomorphic encryption
with special properties [19, 141] are useful in designing round-optimal MPC protocols. Moreover,

such protocols can be client-optimized where the communication complexity of a client is extremely
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low. Our main observation is that we can instantiate a NIBS scheme as a specialized two-round
MPC protocol where the first round message can be reused [4, 23, 59, 110, 139], and by using FHE
to instantiate the protocol, we can optimize the communication complexity for the user to nearly
optimal. Let us elaborate on our main ideas below.

Our key idea is that rather than using NIZKs to hide the user’s secrets, we can leverage the fact
that LHE enables arbitrary homomorphic operations on the user’s commitment. Specifically, the user
commits to a PRF secret key K by encrypting it under LHE. Using this commitment, a signer issues
a pre-signature as follows: it first homomorphically evaluates the PRF F (-) on some randomness
c of its choice and then homomorphically generates a signature on F (c) treated as a message.
The resulting ciphertext ¢ is, therefore, an encryption of the signature on F (c). Under the mild
assumption that the LHE is circuit-private [144], the signer can simply send v as the pre-signature
along with an argument of knowledge that v) was evaluated using the signing key as input to the
circuit. The user sets its message to F i (c) and obtains the corresponding signature by decrypting
1. Notably, the final signature is just a regular signature and is thus optimal in size.

We now describe our NIBS scheme from circuit-private LHE. The resulting construction has optimal-

size signatures and strong security.

Construction 3.2. Our construction relies on a pseudorandom function F, a signature scheme > =
(X.KeyGen, ¥..Sign, ¥.Verify), a leveled homomorphic encryption scheme HE = (HE.KeyGen,

HE.Enc, HE.Dec, HE.Eval) and a NIZKAoK proof system IT = (II.Setup, II.Prove, I1.Verify) for

the language OCIQ"EBS as described.
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Language LI5S
Instance: Each instance x is interpreted as an LHE evaluation key ekyg, ciphertexts ¢ and
v and context c € {0,1}*.
Witness:Witness w consists of a secret signing key sk and randomness p.
Membership: Let Cg . encode the circuit ¥.Sign(sk, Fo(c)) for a public pseudorandom
function F. Then w is a valid witness for x if

¢ = HE.Eval(ekyg, Csk,c> ¥ p)

> 1) is the homomorphic evaluation of the ciphertext v over the circuit Cgy ¢

Concretely, the NIBS construction is defined by the following algorithms:
* Setu p(l)‘) — pp.  The setup algorithm runs the setup for the NIZK proof system 1I (for
language L)1E°):

crs < I1.Setup(1?) |

and outputs pp = crs.

» KeyGeng(pp) — (sk,pk). The signer’s key generation algorithm runs the key generation

algorithm for the signature scheme .. Specifically, it generates keys as

(sk, pk) < ¥.KeyGen(1*) .

* KeyGeny(pp) — (sky,pky).  The user’s key generation algorithm first samples a LHE
key-pair (skyg, ekng) «$ HE.Setup(1*,19), and a random PRF key K < {0, 1}*. Next, it
encrypts K as ¢ +$ HE.Enc(skyp, K) and finally outputs the user’s secret and public keys

as sky = (skyg, K) and pky = (ekpg, ¥) respectively.

* Issue(sk, pky,c) — .  Let Cgc(+) be the following circuit (with key sk and message c

hardwired):

Cok,c(K) = X.Sign(sk,Fx(c)) .
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That is, Cgi . runs the PRF function using the circuit input as the PRF key on message c, and
then runs the signing algorithm to sign the output of the PRF. Let d denote the depth of the
circuit Cgp c.

The pre-signature issuance algorithm runs the homomorphic evaluation algorithm under uni-

formly random p < {0, 1}*, and (ekgg, 1) = pky, as follows:?

) < HE.Eval(ekug, Cok.c, ¥; p)

and creates a NIZK proof 7 for the language £}'}'ng as

7 s I1.Prove(crs, x := (pky, 1, c),w = (sk, p))

Finally, it outputs the pre-signature ¢ := (¢, 7).

Obtain(sky, pk,&,c) — (m,o).  The user’s obtain algorithm parses (¢, 7) = & and
then runs the NIZK verifier as II.Verify(crs,x := (pky,,c), 7). It outputs | and aborts
if the NIZK verification outputs 0. Otherwise it continues by computing the message as
m = Fg(c), where (skyp, K) =: sky. It then runs LHE decryption algorithm to com-

pute the signature o < HE.Dec(skyp, 1), and verifies that o is a valid signature for m under

pk. If the check fails, then it outputs | and aborts; and otherwise outputs m and o.

Verify(pk,m,0) — 1/0.  The blind signature verification algorithm returns the output of

Y Verify(pk, m, o).

We now state the main security theorem for our construction and sketch a high-level proof. The

detailed proofs are provided in the full version of [24].

Remark 3.2 (Honest-key model). The unforgeability and blindness definitions discussed thus far

have been defined in the general ‘chosen-key’ model where the attacker can specify arbitrary (possi-

bly malformed) user and verification keys. For Construction 3.2, we will consider definitions under

This randomness is needed for circuit privacy.
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the ‘honest-key’ model [43, 136] as defined in Appendix B. At a high level, under this model, the
attacker must provide the user’s secret key in unforgeability experiment and the signer’s signing key
in blindness experiments, respectively.

We further remark that any NIBS scheme satisfying one-more unforgeability, user blindness, and
context blindness in the honest-key model can be generically upgraded into another NIBS scheme
satisfying the same security properties by using a NIZKAoK scheme. We show this formally in

Appendix B.

Theorem 3.5 (Security). Construction 3.2 is:

(i) One-more unforgeable in the honest key model (Def B.3) assuming that the NIZK proof system
II satisfies zero knowledge, the LHE scheme HE is circuit private, and the signature scheme

Y. is existentially unforgeable under chosen message attacks.

(ii) User and context blind (Def. 3.3) assuming that the NIZK proof system 11 is an argument of

knowledge, the LHE scheme HE is IND-CPA secure, and ¥ is a secure pseudorandom function.

Pf. sketch. At a high level, both user and context blindness follow from the IND-CPA security of
the encryption scheme which ensures that ¢ does not reveal anything about K, and the pseudoran-
domness of F, which ensures that two messages on different contexts look random. The one-more
unforgeability of the protocol follows from the unforgeability of the underlying signature scheme
and the circuit-privacy of the LHE. For the proof to go through, we additionally require that the

adversary also prove knowledge of the users’ secret keys. 0
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Chapter 4: Non-interactive and Batched Blind Signatures

from Hard Lattice Assumptions

In many applications, users require multiple tokens at once rather than a single token each time
they contact the issuer. Consider Privacy Pass, where users receive batches of 30—100 tokens per
session [68]. This choice is not incidental, rather, it reflects a recurring need for real-world deploy-
ments as issuing tokens one at a time introduces excessive communication overhead. The importance
of batched issuance is equally reflected in ongoing standardization efforts, including a recent IETF
specification that proposes batched issuance techniques for privacy-preserving tokens [109].

Recognizing this gap, Hanzlik, Loss, and Wagner recently introduced the concept of batching in
interactive blind signatures [ 102]. However, their construction only achieves amortized cost benefits.
Our observation is that batching is fundamentally more natural in the non-interactive setting. In
NIBS, the architecture is already aligned with batch issuance—a user simply specifies IV, the desired
number of signatures, and the signer issues a single pre-signature that can be un-blinded to obtain
N blind signatures. Since each blind signature corresponds to a random message drawn from the
message space, communication cost can remain sub-linear, and ideally constant, in batch size.

NIBS already eliminates back-and-forth communication, and a batched variant would signifi-
cantly reduce both computation and communication costs, enabling large-scale deployments with
minimal signer-side effort. The central question we address in this chapter, then, is on designing a
practical batched NIBS scheme with provable security while maintaining communication cost inde-
pendent of batch size.

After a discussion on prior works and necessary preliminaries, we introduce the concept of batch-
ing for NIBS and formalize the notion of non-interactive batched blind signatures (NIBBS). While

the previous chapter provided two main NIBS constructions with strong security guarantees, both

This chapter is based on [24, 25].
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were generic and lacked practical efficiency. Our work here takes a complementary approach, pri-
oritizing concreteness and feasibility. We present the first practical batched NIBS scheme based on
hard lattice assumptions, making it plausibly post-quantum secure. The key achievement is constant
communication cost independent of batch size. At just under 1 KB, this overhead is nearly optimal
compared to individual signature sizes of approximately 308 KB.

Our construction is provably secure under the hardness of the randomized one-more ISIS (rOM-
ISIS) assumption, which we will also introduce and analyze. Additionally, we present an alternate
construction whose security relies on the ISIS ; assumption [48], which circumvents technical lim-
itations of the previous approach. Despite their different hardness assumptions, both constructions
attain identical communication efficiency. As a special case of N = 1, our NIBBS scheme pro-
vides the first concretely efficient post-quantum secure NIBS with rigorous provable security. In this
setting, the final blind signature occupies approximately 306 KB, with communication remaining

minimal at under 1 KB.

4.1 Prior Work on Lattice-based Blind Signatures

Several round-optimal lattice-based blind signature schemes have emerged in recent years. Lyuba-
shevsky, et al. [131] introduced a scheme based on one-time signatures under Module-SIS and
Module-LWE assumptions, but it supports only a bounded number of signatures per key, with each
signature approximately 150 KB. Del Pino and Katsumata [70] adapted Fischlin’s paradigm to achieve
unbounded signatures while reducing the size to 102 KB. Agrawal, et al. [6] employed lattice-based
NIZKs to further shrink signature size to 45 KB with transcript size reduced to 1 KB under the
one-more ISIS assumption (OM-ISIS). Beullens, et al. [41] pursued a different trade-off by shifting
costly computation to the receiver, achieving a signature size of 22 KB at the cost of increasing the
first message to several hundred kilobytes. Most recently, Jeudy and Sanders [111] demonstrated
that reusing randomness from commitments to mask pre-signatures yields a 41 KB signature size

alongside faster signing than previous works.
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Post-quantum Communication

Scheme secure #Moves N =14 N =16 N = 256 lo|
67.92— 206.72— 2982.4— 9.41

[102] x 3 175.88 588.32 8837.12 -13.98

Const. 4.1 v 1 0.74 308.78

Table 4.1: Communication and signature sizes of practical batched blind signature schemes (in kilo-
bytes). Communication is given for batches of N messages. Horizontal line through a row indicates
that the number is common across all batch sizes.

Lattice-based NIBS. In our work [24] (Chapter 3), we also introduced a practical lattice-based
NIBS scheme under the randomized one-more-ISIS (rOM-ISIS) assumption. While this construc-
tion satisfied the weaker security properties from Hanzlik’s original NIBS framework, the generic
construction from NIZK (§ 3.2) will prove crucial for the work presented in this chapter. Zhang, et
al. [169] subsequently gave a lattice-based NIBS construction by partially instantiating the generic
VRF approach of [101]. However, a concurrent work [91] demonstrated security flaws in their con-
struction and proposed corrections under the rOM-ISIS assumption. We omit this work from our
concrete comparisons as it provides no efficiency estimates. We note, however, that the VRF in-
stantiation proposed by the authors [81] severely limits reusability, supporting only up to 5 VRF
evaluations under a single key. While this restriction can be bypassed using the lattice-based VRF of
Esgin, et al. [82], doing so incurs the cost of additional proofs for hash computations. We therefore

believe our scheme offers better concrete efficiency.

Communication
Scheme Assumption U—S S—U o]
[6] OM-ISIS 0.96 0.56 45
[41] MLWE, MSIS ~ 50 ~ 60 22
[111] MLWE, MSIS 8.73 50.89 41.12
Const. 4.1 (N = 1) rOM-ISIS 0 0.68 306.18

Table 4.2: Comparison of state-of-the-art practical lattice-based blind signatures, all sizes in kilo-
bytes. U — S indicates the total communication from the recipient to the signer (similarly S — U).
[24] is omitted from the list as it does not achieve full blindness.
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Batching. Hanzlik, et al. [102] introduced the concept of batching in blind signatures and es-
tablished a formal framework for batched blind signatures. They constructed a concurrently se-
cure round-optimal blind signature based on cut-and-choose, secure under the computational Diffie-
Hellman (CDH) assumption; but this is not post-quantum secure. They also introduced a formal
model for batched blind signatures, and proposed a batching technique for their scheme in order to
achieve reduced (amortized) communication complexity.

We give a comparison of our NIBBS scheme with other batched blind signatures in Table 4.1

and of our NIBS scheme with other state-of-the-art lattice-based blind signatures in Table 4.2.

4.2 Preliminaries

In this section, we give the preliminaries necessary for this chapter. Many of these foundations will

be useful in subsequent chapters as well.

4.2.1 Gadgets

Decomposition gadget. We will utilize a suitable gadget matrix G € Z:}X”'e , such that there exists

a deterministic inverse function G~ : Zy — Z™*, with a “short” image and G - G~!(x) = x for
any x € Zy. A typical exampleis G =1, ® |20 2! ... 2(~1| with G 1(x) defined such that

each of its £ entries has {0, 1} coefficients. More simply, G~! may be viewed as the (entry-wise)

binary decomposition function.

Vectorization. The vectorization operation Vec : Z"*™ — Z™™ is a linear algebraic trans-

formation which maps an n x m matrix to a unique vector of dimension nm. Let e; be the i
canonical basis vector for the m-dimensional space, then for a row-major vectorization, it holds

that Vec(X) = >, (e; ® I,,) Xe;. Moreover, for x € Z™™ the inverse vectorization is given by

Vec !(x) = (Vec(In) " @ L) - (I, ® x).
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4.2.2 Crypto dark matter

Boneh, et al. [45] gave a novel strong PRF candidate which can be computed via a depth-3 ACC [p, ¢]

circuit for primes p < gq. As stated in the overview, this bypasses the supposed PRF barrier [33] and

gives a simple, low-depth PRF F : Zglxem/ X 2y — Zy, for £ = ﬂogp(qﬂ, defined as follows:

Fk(x) =Y - (K -G (Yp-x modgq) mod p) mod gq ,

where K € Z;‘,XW/ is the secret PRF key, x € Z;" is the input, Yo € ZZ”’X’" andY; € Z;‘X"/

(n < n') are fixed public matrices and G~ is the decomposition gadget which maps Zgil — ng/.

Security. The security of the PRF is known to degrade when the key K is chosen to be a circulant
matrix (instead of random) [65]. Aside from this, the scheme has held up to the recent cryptanalytic

scrutiny [45, 74] where the best attacks require exponential time and memory.

4.2.3 Randomness Extraction

Lemma 4.1 (Leftover hash lemma [75, 76]). Let H = {H : X — Y} .4 be a universal hash

family, then for any random variable W taking values in X, the following holds

As (HHW)), (H,8ly)) < 5/ 27H=M) - Y],

N

where ly denotes uniform distribution over Y .
We will use the following corollary, which follows from the Leftover Hash Lemma.

Corollary 4.2. Let { > m -nlogy g+ w(logn), q a prime, and m,n are positive integers. Let R be
a k x m matrix chosen as per distribution D, where k = k(n) is polynomial inn and Hy, (D) = 4.

Let A and B be matrices chosen uniformly in Zng and Z*™, respectively. Then the statistical
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distance between the following distributions is negligible in n.
{(A,A-R)} ~; {(A,B)}

Lemma 4.3 (Smudging lemma [19, Lemma 2.1]). Let B = B(\) and s = s(\) be two positive
integers and let D = {D(\)}, be any B-bounded distribution family. Let I's = {I's(\)}, denote
the zero-centered discrete Gaussian distribution with standard deviation s. Then the distributions

D + T's and Ty are statistically indistinguishable if for all A € N, s > 9B - 20V

4.2.4 Lattice preliminaries

An m-dimensional lattice £ is a discrete additive subgroup of R™. Given positive integers n, m, g
and a matrix A € Z;*™, we let Aé(A) denote the lattice {z € Z™ : A -z =0 mod ¢}. For

t € Z}, we let Af(A) denote the coset {z € Z™ : A-z =t mod g¢}.

Definition 4.4 (Discrete gaussians.). Let s be any positive real number. The Gaussian distribution
I, with parameter s is defined by the probability distribution function p,(z) = exp(—||z|?/s2).
For any set £ C R™, define ps(£) = >, ¢ ps(z). The discrete Gaussian distribution D¢ 5 over £
with parameter s is defined by the probability distribution function pg 4(z) = ps(z)/ps(£) for all

z € L.

The following lemma (Lemma 4.4 of [94, 137]) shows that if the parameter s of a discrete Gaus-
sian distribution is small, then any vector drawn from this distribution will be short (with high prob-

ability).

Lemma 4.5. Let m, n, q be positive integers withm > n, ¢ > 2. Let A € ngm be a matrix of

dimensions n x m, s = Q(n) and £ = Aé(A). Then

Pr(||z|| > vm-s:2z <5 Tgs] < negl(n).
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We will also (implicitly) require the following lemma (Lemma 4.4 of [130]) concerning the

minimum-entropy of the discrete Gaussian distribution.

Lemma 4.6. Let I'zm g be the discrete Gaussian distribution over Z™ for any m > 1, with variance

s. Then, for any s > 3/+/ 21 we have that Ho, (I'zm 5) > m.

Lattices with trapdoors are lattices that are statistically indistinguishable from randomly chosen

lattices, but have a “trapdoor” that allow efficient solutions to hard lattice problems. Formally,

Definition 4.7 (Lattice trapdoors [7, 94].). For lattice parameters n, m, g with m > O(nlogq), a

trapdoor lattice sampler consists of algorithms TrapGen and SamplePre with the following syntax:

» TrapGen(1™,1™,q) — (A, Ta): The lattice generation algorithm is a randomized al-
gorithm that takes as input the matrix dimensions n,m, modulus ¢, and outputs a matrix

A € 7™ together with a trapdoor Ta.

* SamplePre(A, Ta,t,s) — z: The presampling algorithm takes as input a matrix A, trap-

door T, a vector t € Z and a parameter s € R (which determines the length of the output
vectors). It outputs a vector z € ZJ* such that A - z = t and ||z|| < /m - s.!
These algorithms must satisfy the following properties:

(i) Well-Distributedness of matrix. The following distributions are statistically indistinguish-
able:
{A: (A, Ty) s TrapGen(1",1",q)} = {A: A s 2"} .

(ii) Pre-image sampling. For all (A, Ta) < TrapGen(1™,1™, q),if s = w(y/n - log q - logm),

then the following distributions are statistically indistinguishable:

{z : U s Zy,2z < SamplePre(A, Ta, U,s)} ~s Lzms .

"For brevity, we may occasionally use the shorthand A ! (t) for the SamplePre algorithm.
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4.2.5 Cryptographic hardness assumptions

Definition 4.8 (Learning with errors (LWE)). Let ¢ > 0 be a function of the security parameter A

and y be an error distribution over ZZ”. The (decision) LWE, 1, yum, problem asks to distinguish the

following instances
(A, sTA+e: A s 7y ™M s 82y € X) and (A,p : A s Zy M psSZy) .

Definition 4.9 (Ring-LWE). Let ¢ > 0 be a function of the security parameter A and x be an error

distribution over R. The (decision) RLWE, , problem asks to distinguish the following instances
(a,as4+¢ 1 a+$Ry, s 3Ry, e +$x) and (a,u : a +sRy,u+s$R) .

Definition 4.10 (Module-LWE). Let ¢,n, m > 0 be functions of the security parameter A\ and x be
an error distribution over R. The (decision) MLWE, ;, ..., problem asks to distinguish the following

instances
(A,As+e : A«sR ™M s+sR",e+sx") and (A, u : AsRP*™ usR") .

Definition 4.11 (Module-(I)SIS). Let g,n, m,*B be functions of security parameter A\. Given a
matrix A <s Ry*™, the (search) MSIS, ;, , s problem asks to find a vector s € R™ such that
sll, < B and A -s = 0 (mod ¢). The inhomogeneous version of the problem, MISIS, ;, ., 3,

replaces the zero vector by some target vector t € Ry

4.3 The Formal NIBBS Framework

We introduce a new generalization of NIBS called non-interactive batched blind signatures (NIBBS).
The key capability of NIBBS is to allow a user to derive an entire batch of message and blind signa-
ture pairs from a single pre-signature. As suggested earlier, this drastically reduces communication

overhead between signer and user in applications requiring multiple blind signatures.

47



For simplicity, assume a globally fixed batch size N. A NIBBS scheme consists of the fol-
lowing algorithms. The Setup algorithm generates global public parameters pp, which serve as
a common reference string (CRS). Two key generation algorithms produce (sk, pk) for the signer
via KeyGeng and (sky, pky) for the user via KeyGen(;. The signer’s randomized Issue algorithm
takes the signer’s secret key sk, the signing context c, and a user’s public key pky, and outputs a
pre-signature &. Finally, the user’s Obtain algorithm uses the pre-signature to derive N message-
signature pairs [m, o] := {(m1,01), (ma,02),...,(my,oN)}.

In summary, a non-interactive batched blind signature scheme extends a standard NIBS scheme
so that, given a single random pre-signature &, a user with public key pk can extract N € N blind
signatures o1, 09, ..., oy for the corresponding random messages mi, mo, ..., my using its secret

key sky. Formally, a NIBBS consists of the following polynomial-time algorithms:

e Setup(1*, N) — pp. On input the security parameter A and a batch size IV, the global setup
algorithm outputs a set of public parameters pp. All algorithms take pp as an input, but we

usually omit it as an explicit input for brevity.

» KeyGeng(pp) — (sk,pk). On input pp, the signer’s key generation algorithm samples a

public (verification)-secret key pair (sk, pk).

» KeyGeny(pp) — (sky,pky). On input pp, the user’s key generation algorithm samples a

public-secret key pair (sky, pky).

* Issue(sk, pky,c) — . The signer’s issuance algorithm takes as input the signer’s secret key

sk, a user’s public key pky, and tbe signing context c. It then outputs a pre-signature &.

* Obtain(sky, pk,o,¢c) — [m,o]/L. The user’s blind signature extraction algorithm takes
as input the user’s secret key sky,, along with a verification key pk and pre-signature and con-
text pair (7, c), and outputs N message-signature pairs [m, o] = {(my,01), (ma,02),...,

(my,on)} or aborts and outputs L.
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* Verify(pk,m,o) — 1/0. The signature verification algorithm that takes as input a verifica-

tion key pk and message-signature pair (m, o), and outputs 1 (accept) or 0 (reject).
A NIBBS scheme must satisfy correctness.

Definition 4.12 (Correctness). Forevery A\, N € Nand c € {0, 1}’\, a non-interactive batched blind

signature scheme satisfies correctness if

pp < Setup(1*, N)
(pk, sk) < KeyGens (pp),
Pr /\ Verlfy(pka my, Ui) =1: (pku, Sku) <3 KeyGenU(pp) =1.

i€[N]
o <5 Issue(sk, pky, ¢)

[m, o] «=s Obtain(sky, pk,c,) |

We further require the NIBBS scheme to be succinct.

Definition 4.13 (Succinct communication). For A € N, there exists a polynomial poly(\) such that

7], |c| < poly(X).

Game OM-Unfyiggs, 4 (A) Oracle Ojssye (Pky, €)
1: pp s Setup(1?) 1: if /is uninitialized then
2:  (sk,pk) <s KeyGeng(pp) 78 £:=0
3 {(mi o) I < A%< (pp, pk) voLe
i if \/ (5 =) 4: return Issue (sk, pky, c)

1<G<G' SNL+1

\/ Verify (pk, m;, 0;) # 1 then

JE[NE+1]
5: reject
6: accept

Figure 4.1: The one-more unforgeability experiment for NIBBS.
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In terms of security, NIBBS should satisfy two properties: one-more unforgeability and blind-
ness. One-more unforgeability in the NIBBS context is a natural extension of the same property for
NIBS. An adversary who observes ¢ pre-signatures for user public keys of its choice must be unable

to produce (IN/ + 1) valid signatures. Formally,

Definition 4.14 (One-more unforgeability). For all A € N, let

Advﬁl'\é]%:‘;l =Pr [OM—Uan|EBS77{()\) = accept]

be the advantage of an adversary A in the experiment defined in Figure 4.1. We say a non-
interactive blind signature scheme, NIBBS, is one-more unforgeable if for any ppt adversary A this

advantage is negligible.

Blindness requires that a final signature cannot be linked to its corresponding pre-signature.
Since the user now derives an entire batch of signatures from a single pre-signature, we must ensure
unlinkability not only between signatures from different batches, but also between signatures within
the same batch. We therefore define two distinct security notions: inter-batch blindness and intra-
batch blindness.

For inter-batch blindness, the setting closely mirrors the non-batched case, with one key mod-
ification. The adversary has access to the Obtain oracle with respect to two different user secret
keys, sk, and sky, , and outputs a pair of pre-signature and context tuples (7, c,) forw € {0, 1}.
The challenger then runs the Obtain algorithm on each tuple, producing two batches of message and
signature pairs, [m, o], and [m, o], _,, for arandom bit b. The adversary wins by correctly guessing

which batch corresponds to which pre-signature.

Definition 4.15 (Inter-batch blindness). For all A € N, let

Advgfgg'gfﬂ = Pr [T-Blindniggs,a(\) = accept]

50



Game T-Blindniggs,a () Oracle Ooptain (w, pk, ¢, &)

1: pp s Setup(1?), b+« {0,1} 1: if @ is uninitialized then

2: foreachw € {0,1} do 2: Q=g

3: (pky,,,sky,,) <3 KeyGeny (pp) 3: Q:=QU{c}

4: (Pk, {CW’5W}we{0,1}> 4: return Obtain (sky_, pk,c,7)

P ﬂogbtain (pkU()7 Pkul)
5: foreachw € {0,1} do
6: if ¢, € Q then

7: reject
CW? UW

8:  [m,o], < Obtain ( sku,,, Pk, )

9: if Verify(pk, my,, 0,,) # 1 then
10 : reject

11: b"« A ([[m.,a]]b, [[m,o]]lfb)

12: if b* = bthen

13 : accept

14: reject

Figure 4.2: The inter-batch blindness experiments for NIBBS.

be the advantage of a stateful adversary A in the experiment defined in Figure 4.2. We say a
non-interactive batched blind signature scheme, NIBBS, satisfies inter-batch blindness if for any ppr

adversary A each of these advantages is at most 1/2+ negl(\), for some negligible function negl(-).

For intra-batch blindness, the adversary has access to the Obtain oracle with respect to a single
user secret key, sk;;. The adversary outputs a pair of pre-signature and context tuples (7, c,,) for
w € {0, 1}, along with a permutation map x. The challenger runs the Obtain algorithm on each tuple,
generating two batches of N message and signature pairs each. These 2N pairs are then presented
to the adversary either in their original order if a random bit b = 0, or permuted according to p if
b = 1. The adversary’s goal is to correctly guess b. This definition ensures that an adversary cannot
link individual signatures to their originating batches, thereby capturing the intra-batch blindness
property.

Definition 4.16 (Intra-batch blindness). For all A € N, let
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Advﬁ[ﬁng‘fﬂ = Pr[L-Blindnigss,a(\) = accept]

be the advantage of a stateful adversary A in the experiment defined in Figure 4.3. We say a non-
interactive blind signature scheme, NIBBS, satisfies intra-batch blindness if for any ppt adversary

A each of these advantages is at most 1/2 + negl(\), for some negligible function negl(-).

Game l‘B“ndNIEBS,{}(()\) Oracle Ooptain (pk, ¢, 7)
1: pp s Setup(1?), 1: if Q is uninitialized then
2: b+s{0,1}, po =1 Ag Q=0
3:  (pky,sky) «s KeyGeny(pp) 3: Q=QuU{c}

4: (pk, {cw, 5w}we{071} >N1) 4: return Obtain (sky, pk, c, &)

— ﬂogbtain (pkU)

5: if p; is not a valid permutation map then

6: rejectforeach w € {0,1} do
7: if ¢, € @ then
8: reject

9:  [m,o], <= Obtain < zkuwj Pk, )

wvaw

10 : if Verify(pk, m,,, 0,,) # 1 then

11: reject

12: b A ({(mmw)v%(i,w))} ie[V] )
we{0,1}

13: if b* = bthen

14 : accept

15: reject

Figure 4.3: The intra-batch blindness experiments for NIBBS. Here g and p1 are bijective permu-
tation maps in [N] x {0, 1} — [N] x {0, 1} with 0, in particular, being the identity map ¢.
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4.4 Randomized One-more ISIS Assumption

We introduce a new variant of the OM-ISIS assumption [6] with two goals: (i) protect from attack-
ers that can ask for pre-image queries on the same target vector more than once, and (ii) allow for
re-randomization of the target vectors before answering the pre-image query phase to make the as-
sumption more robust. As discussed in [6, § 4.5], there are polynomial time attacks on the OM-ISIS
assumptions for certain parameter regimes. At its core, all cryptanalysis efforts on OM-ISIS exploit
the fact that the attacker can submit any target vector of its choice as a pre-image query. Thus, an
attacker can potentially request for pre-image queries for short vectors, and use those to create an
approximate trapdoor. However, the quality of trapdoor computed this way is much worse than the
actual trapdoor, thus if the parameter ®B is set appropriately (i.e., sufficiently small), then an attacker
cannot break the assumption since the approximate trapdoor will not give as short pre-image vectors.

While existing cryptanalytic efforts do not succeed in breaking the assumption for the desired
parameter regimes, we view the combinatorial and lattice-based attacks provided by [6] as partial
evidence of existing assumption not being as robust. Moreover, we believe that while OM-ISIS is a
very natural step towards defining lattice-analogue of the one-more-RSA assumption by Bellare, et
al. [37], there exists more robust instantiations for a family of one-more assumptions in lattice-based
cryptography. To that end, we propose a strengthening of the OM-ISIS assumption that we call as
randomized one-more ISIS (rOM-ISIS) assumption.

Our intuition is to draw more inspiration from GPV signatures [94]. Recall that in GPV signa-
tures, a signature is computed as a pre-image of the output of a hash function (modeled as a random
oracle). While modeling the hash function as a random oracle enables a reduction to plain ISIS
by a standard random oracle programming argument, usage of any specific hash function (such as
SHA-3) is not known to enable any efficient attacks. At a high level, the hash function protects
the signer from simple algebraic manipulations of multiple pre-image vectors to create a new valid

pre-image vector for a fresh hash output. A little more abstractly, this means that given pre-image

vectors {t; <~ A, 1(H(mi))}i, it is unclear how to find short coefficients a; such that > a;t; =
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A;1(H(m*)). That is, the hash function prevents from creating a valid pre-image to the hash func-

tion which is a short linear combination of other hash values.
Inspired by the intuitive structural guarantee provided by a hash function, we propose the fol-

lowing assumption:

Definition 4.17 (rOM-ISIS). Let gq,n,m,s,B be functions of security parameter A\. Consider the

following experiment:

(i) The challenger uniformly samples two matrices A, B € Z;*™, and sends A, B to adversary

A.
(ii) A adaptively makes queries of the following types to the challenger, in any order.

- Syndrome queries. A requests for a challenge vector, to which the challenger replies

with a uniformly sampled vector t <= Z;. We denote the set of received vectors by §.

- Pre-image queries. A queries a vector t € Zy, to which the challenger replies with a

short vector $ € Z;" anda +1 vector f € Z5" such that A-s+B 1 = tand |8 < sv/m.

Let @) denote the total number of pre-image queries.

(iii) Finally, A outputs @) + 1 tuples of the form {(s;,r;,t;)} A wins if

JEQ+1]

Viel@+1], A-sj+B-rj=t;, [|sj|| <B, r;€Zyandt; €S .

The rOM-ISIS, ,, 5,3 assumption states that for every ppT adversary (A, the probability that A wins
is negl(\).
Intuitively, the new assumption says an attacker does not receive pre-images for arbitrary target

vectors t that it selects, but for publicly re-randomized vector t’' = t—B- y, where y is a random
+1 vector (chosen by the challenger). We even provide the attacker with the vector y. The point is
that the ability to re-randomize the target vector, gives the challenger more flexibility in answering
pre-image queries. Now an attacker can win as long as it creates pre-image vectors for any re-

randomization of the random syndrome vectors. That is, we allow the attacker to also select any

54



arbitrary 1 vector and use it to re-randomize each syndrome vector. The only constraint is that the
vectors y; are =1 vectors.

Unlike [6], we do not make any additional parameter restrictions. This is primarily due to the
fact that we have been unable to find any practical attacks for any standard ISIS parameter regimes
for the rOM-ISIS assumption. In our perspective, the condition that y; must be &1 vectors prevents
the algebraic attacks that were mounted on the OM-ISIS assumption. Additionally, one could view
the B - y term as enforcing a structural property, on the target vectors, that a hash function enforces

for GPV signatures. We provide some preliminary cryptanalysis next.

4.4.1 Cryptanalysis of the rOM-ISIS assumption

We analyse the robustness of the randomized one-more ISIS assumption. In order to do so, we
consider the two categories of attacks presented against the one-more ISIS assumption by Agrawal,
et al. [6], and show that each of these attacks is in fact harder in the randomized one-more ISIS

setting.

Lattice-based attack strategy

Let us begin by considering the lattice-based attack strategy against the rOM-ISIS assumption. We
will argue that under this assumption, it is hard for an attacker to even efliciently construct a good
basis for Aj(C). To that end, suppose the attacker makes () pre-image queries for t; = 0 to the
rOM-ISIS oracle and receives {(zi,y:) }ic[q) such that foreach i € [Q], C-z; + B -y; = 0, ; is
short and y; € {1}

We observe that if there exist ai,ag,...,ag € Z, such that B - ZiG[Q}(ai -y;) = 0, then
a =) ,c0)(a;i-2;) is a vector on the lattice Aé (C). Further, for y such that |a;| < foralli € [Q)]

we have

- « has norm bounded above by Q+/m - s with all but negligible probability; and

) Hzie[m(“i i)

< Qi = lally/s
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At this stage, we identify two types of potential attack scenarios:

e Case 1. An attacker is able to find a collection a1, as, ..., ag € Z, as defined in above, such
that |a;| <~y for all a;. It can use this to construct a short basis for AqL(C) and proceed as in

step 3 of the lattice attack above.

e Case 2. An attacker is unable to find a collection a1, as, ..., ag € Z, of bounded length, and

instead proceeds in some other way.

Lemma 4.18. Assuming the hardness of SISy j, m ' for B’ = Qv+/m, an attacker of the first type

exists with negligible probability.

Proof. This follows by recalling that B € Z3*™ is a random matrix, and observing that Zie[Q] (@ -

yi) is a solution to SIS, ,, ,,, 5 Where B’ = ||a||/s = Qvy/m. O

Essentially, to match the OM-ISIS norm bound on the lattice basis as in [6] we require ||a|| =
\/m - s, which suggests that finding even one such collection of a;’s is at least as hard as solving
SISy nm. @ for B = O(y/nlogq).

Next, while it is evident that an attacker of the second type cannot proceed according to the lattice-
based attack strategy of [6], it is less clear how else the attacker might proceed. In particular, we find
that the process of constructing a good basis would ultimately involve taking some combination of
the pre-image queries. However, any such combination that does not satisfy the case 1 condition will
also result in a larger norm on the solutions. Further cryptanalysis and discovery of an alternative

lattice-based attack strategy is left as an interesting open problem.

A more generalized attack. We can generalize this attack a little further: suppose the attacker
makes () pre-image queries for any t; € Zj to the rOM-ISIS oracle and receives {(zi,¥:) }ic[q)
such that foreachi € [Q], C-z; + B-y; = t;.

Now, one strategy could be to guess y; and set the query t; = B - y;, but the probability of
guessing correctly is negligible. Alternatively, the attacker can try to find a1, as, ..., ag € Z4 such
that B - 3, c10(ai - ¥i) = D ;e @i - bi as in the previous case, then too & == 3,10 (ai - 2i)

56



is a vector on the lattice AqL(C). Indeed, a similar analysis shows that the attack makes () queries,
solves at least m instances of ISIS, , ,,, 5 for B’ = |||| /s, and outputs a solution to rOM-ISIS for

B = O (y/m - ||a|). Beyond these attacks, we could not find any efficient (sub-exponential time)
lattice attacks against our new assumption.

Combinatorial attack strategy

Turning now to the combinatorial attack, we consider an attacker that does the following:

> The attacker constructs the set A = {a-e; + B - (y} — n~11) | Vi € [n], Vj € [Q],a € Z,}

where e;’s are the canonical n-dimensional basis vectors, and each y; e {+1}™.

> It then queries the rOM-ISIS oracle for a pre-image of each vector in A.

> Consider any challenge vector t € Z;. The attacker finds a collection of n vectors of the form

a; - €; such that they sum to t where each a; € Z,.

> Let (z;5,i,;) be the oracle response for query a; - e; + B - (y; — n~11). For each i € [n],

the next step is to find any j € ) such that y;- =y, ;. For every i, the probability that such a

jexistsis1 — (1 —2"™)% ~ 1 — e~%9/2™ which is bounded away from zero for ) > 2.

> Let set  contain all such pairs (4, j), and set .J contain the corresponding j. Then, the follow-

ing holds

C. Z Zi’j—i-B- Z yi7j:Zaiei+B-Z(y;—n_11)

(i,4)€l (i,§)el i€[n) jeJ

Which upon simplifying gives C - (Z(i,j)él Zi,j> +B-1=t.

Recall that with all but negligible probability the original pre-images z; ; have norms bounded by

/m - s (Lemma 4.5). Thus, ((Z(z‘,j)el zi’j) , 1) is a valid rOM-ISIS solution for B = © (ns\/m)
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with overwhelming probability. Notably, this attack is computationally intractable for any PPT ad-
versary making polynomially many queries, as the probability of finding set I (and J) goes to zero

when @ = o(2™).

4.5 Lattice-based NIBBS from rOM-ISIS

The starting point for our design is the generic template for NIBS given in Section 3.2. As it turns
out, this template can be quite naturally generalized to support batching. In particular, instead of
evaluating the PRF on context c, the user evaluates it on c||i for each i € [IN], thus obtaining IV distinct
messages, and their corresponding signatures. In order to guarantee unforgeability, the statement for
the i" batch must additionally require that i < N, with i as part of the witness.

The next step is to instantiate the generic approach. Let the vector k of small norm be the user’s
secret PRF key. Then, for a random vector u, and public matrix C, the user’s public key pky, is
given by t .= C - k + H(u). Given t, the signer with public verification key matrices A and B
can now create a pre-signature by (pre-)signing t along with the context vector c by using trapdoor
lattice sampling [94] (see also [6, 24, 41]) to sample a short preimage s with respect to A such that
A - s+ B c =t and send, both, pre-signature s and context c to the user.

On receiving the pre-signature and context pair, the user can compute N random messages as
the PRF evaluation m; = Fy (ch) (where i is the binary representation of i € [N]), and the
corresponding signatures as the NIZK proof 7; stating that, given A, B, C and m;, there exist vectors
k,u,s and c, and integer i suchthat A-s+B-c=C -k +H(u), m; = Fy <c||?), i€ [N]and

Ikl || (s, c)|| are short.

A technical limitation for such Fischlin-style approaches is that the NIZK must be straight-line
extractable. Fortunately, we can utilize the folklore “encryption-to-the-sky” trick and have the user
encrypt its secrets using public key encryption. In particular, this allows a challenger, holding the
secret decryption key sky, to extract all the secrets in a straight-line manner. Let 1); be the encryption
of the witness to the relation under public key pkg, sampled during setup, and let p; denote the

encryption randomness. Then, each NIZK must also prove correct computation of ); where 1; and
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pkg are part of the instance, and p; of the witness. Importantly, the final signature must now also
include ;.

Efforts to construct practically efficient (non-)interactive blind signature schemes from hard lat-
tices assumptions [6, 24, 41] have largely relied on the use of the NIZK proof system of Lyuba-
shevsky, et al. [132] which produces very short proofs for affine relations. It is therefore crucial in
these works that the entire NIZK relation is also composed of affine equations (and norm bounds).
Thus, in order to build practical lattice-based NIBBS, we would need to be able to specify the lattice-

instantiation explicitly in linear terms. However, for the security of the protocol we need to be able

—

to prove that the final (public) message m; was computed as a PRF evaluation of (c||i) with key k
where, in particular, c and k are hidden as part of the witness of the NIZK (otherwise, blindness can
be trivially broken).

This underpins the core hurdle in instantiating the generic template for NIBBS via affine relations
in order to apply the [132] framework. Namely, that all popular approaches for designing secure
PRFs from lattice-based assumptions require very high degree computations in the inputs and PRF
keys [31, 32, 46]. This technical tension suggests that any natural attempt in instantiating the generic
template using practical lattice-based NIZKs will ultimately fail. It is also in part why in [24] we
could only design lattice-based NIBS with very weak security [101]. In the work, we simply omitted
the PRF computation entirely and replaced it with a random linear function. We proved that as long
as blindness is only desired against at most two signatures, then their NIBS are secure. Moreover,
we suggested that one could easily break blindness of their lattice-based NIBS protocol if an attacker
learns as few as three blind signatures.

We remark that for many existing lattice-based PRFs [31, 32, 46], their evaluation can be seg-
mented into ~ \ incremental checks of degree-1 (or 2) such that by linking all O(\) checks together,
it can be proven using the [132] framework that the PRF was correctly computed (this approach was
used in [12, 14]). Unfortunately, the family of lattice-based PRFs involve rounding down the final
computation (modulo ¢), to a lower modulus p such that ¢/p is superpolynomial in the security pa-

rameter; an artifact of the reduction from the learning with rounding (LWR) assumption, on which
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they rely, to the learning with errors (LWE) assumption. Consequently, the modulus for the NIZK
proof system, which itself has to be greater than ¢ for soundness, is rather large in practice.

Given, these challenges inherent in instantiating the protocol, we make two crucial design choices
intended to make our final approach practical. Firstly, we instantiate our scheme with the Crypto
Dark Matter PRF candidate [45] which can be computed by depth-3 arithmetic circuit. Secondly,

we use the lattice-based general purpose SNARK LaBRADOR [42] which provides compact proofs

for rank-1 constraint systems (R1CS) to avoid any dependence on [132].2

Remark 4.1 (Dynamic batch sizes). While our above exposition considers a fixed batch size N, our
approach is much more general. In particular, we can design NIBBS with truly dynamic batch sizes.
For instance, consider that each user—when it contacts a signer—provides a (user-specific) batch size
N to the signer. Now to handle such adaptive batch sizes, we make a small adjustment to the pre-
signature computation. Instead of creating a (standard) digital signature for just the user’s public key
pky := t, it can create the signature for pky||/N. Now, during the final blind signature generation,
the user treats IV as part of the NP witness. This readily gives us NIBBS with fully dynamic batch
size. In the main body, we consider static batch sizes for ease of exposition, however our ideas can

be easily generalized as explained here.

Construction4.1. Let N € N be the batch size, and let parameters n, m,n’,m’, s, B = s/m, By =
(s + n’my)+/m, and positive integer g be functions of the security parameter A such that the ran-
domized one-more ISIS instance rOM-ISIS, ;, ;, 593 is hard. These parameters must satisfy the

following constraints:

n = poly(A), ' >n, m > nlogq+O(\), n'my > nlogq+O(N). 4.1)

Our construction relies on a hash function H : Z% — ZZ (modeled as a random oracle), a lattice
trapdoor 7~ = (7 .TrapGen, 7 .SamplePre), a public key encryption scheme E = (E.KeyGen,

E.Enc, E.Dec) and a NIZK proof system IT = (II.Setup, II.Prove, II.Verify) for relation RN'EBS,

defined as follows:

2LaBRADOR can be made zero-knowledge with a small overhead (cf. [42]).
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NIBBS
Language °CrOM—ISIS

Instance: Each instance x is interpreted as matrices A, B, C, Yy and Y1, a PKE public key
pkg, a message vector m and ciphertext ).

Witness: Witness w consists of secret vectors k, u, s, ¢ and i, and PKE randomness p.
Membership: w is a valid witness for x if

A-s+B-c=C-k+H(u)
/\m:Y1-<Vec_1(k)-G_1 (Ym[ﬂ m0d3> mod2> mod 3

A9 = E.Enc (pkg, k|lullslclli; p) A lls| <B AkeZF™ NceZy Niczpy ™

Concretely, the NIBS construction is defined by the following algorithms:

* Setup(1*, N) — pp. The public parameter setup algorithm computes 1, m,n’, m’, s, q from
the security parameter \. It then sets my = m’ + [logy(NN)], and samples matrices Y <

TR (mAmy —m/ .
Z3? (metmy—m ), Y, < ZQX”/ and C < ZZX”/’”N. It then runs the key generation

algorithm of E and generates the corresponding public and secret key pair as

(pkg, skg) <3 E.KeyGen (1) .

Next, it generates crsyy <$ I1.Setup(1*) and outputs

pp = (1)\7n7m7n/7mN757q7N7 pkEaCFSHaYO;YhC) .

The public parameters are fixed once and for all.

» KeyGeng(pp) — (sk,vk). The signer’s key generation algorithm runs the lattice trapdoor

setup to obtain

(Ta,A) s 7 .TrapGen(1*,n,m, q) .
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It also samples a matrix B < Zy*™, then outputs the signer’s secret signing key sk := Ta

and verification key vk := (A, B).

KeyGeny(pp) — (sky,pky).  The user’s key generation algorithm samples the PRF key

K < Z} ™™~ and a random vector u < Z3. It then vectorizes K as k := Vec(K), and

computes

t:=C- -k+H(u).

Finally, it sets the user’s secret key as sk, := (K, u) and the public key as pk = t, and

outputs them.

Issue(sk, pky,c) — .  Given the user’s public key pky =: t, the signer’s pre-signature
issuance algorithm uses the secret signing key sk =: T o and the context vector c =: ¢ € Z3'
to compute

s <5 7 .SamplePre (A, Ta,t —B-c,s),
and outputs the pre-signature, & = s.

Obtain(sky, vk,d,c) — [m,o]. The user’s signature obtainment algorithm first parses sky,

as (K, u) and then, for vk =: (A, B), 6 =: s, and ¢ =: c, it checks if

) ? ?
A-s+B-c=C-Vec(K)+H(u) A s|<B A cezy.

If any check fails it aborts and outputs L. Otherwise, for eachi € [N], it computes the message

m; as

C
m=Y |K-G!'|Y,- mod 3| mod?2| mod3,
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where, g1 : Zn — Z;ng(N) (logy(N) = my — m/) is the binary decomposition gadget.

With this, it now generates the corresponding ciphertext as

Wi < E.Enc (pkg, kllulls|c/g ™" (i) ; o)

from uniformly sampled randomness p;. It then generates the NIZK proof

Crsr, Xi = (A, Ba Ca YO; Yla pkE7 mi, rl/)l) )
m; < I1.Prove ,

Wi == (k7 u,s,¢C, gil (1)7 pl)

Finally, it outputs [m, o] := {(my1,01 = (¢1,71)),...,(my,on = (YN, 7N))}.
* Verify(vk,m,o) — 1/0. The signature verification algorithm parses ¢ as (¢, 7) and outputs
1 (accept) if
IT.Verify (crsi, x == (A, B, C, Y, Y1, pkg,m, ), 7) =1,

and 0 (reject) otherwise.

We now state the main security theorem for our construction and sketch a high-level proof. The

detailed proofs are provided in the full version of [25].

Theorem 4.19 (Security). Let N € N be the batch size, and let parameters n,m,n’,m’,s,B =
svm, By = (s + n'my)\/m, and positive integer q be functions of the security parameter \
satisfying (4.1) such that the randomized one-more ISIS instance rOM-ISIS ,, ., s 8 is hard. Con-

struction 4.1 is:

(i) One-more unforgeable (Def. 4.14) assuming that the NIZK proof system 11 is sound.
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(ii) Inter- and intra-blind (Def. 4.15, 4.16) assuming that the NIZK proof system 11 is a (multi-
theorem) zero-knowledge, the PKE scheme E is IND-CPA secure, and the F is a secure pseu-

dorandom function.

Pf. sketch. The proof of one-more unforgeability follows via a reduction to the rOM-ISIS assump-
tion. The reduction sets C := At - R for R a uniformly chosen binary matrix. The fact that this
change is indistinguishable to an adversary can be shown via the leftover hash lemma (Corollary 4.2).
Then, whenever the adversary makes a query for the hash of some value u, the reduction queries the
rOM-ISIS oracle for a syndrome h and programs the random oracle such that H(u) := h. When
the adversary outputs its (one-more) forgeries, the reduction extracts (k;, u;,s;, r;) from each proof
m;. With high probability, the adversary must have queried each u; to the random oracle such that
h; = H(u;) so that each h; is in the set §. Sothath; = A - (s; — R - k;) + B - r;. Consequently,
at least one of (s; — R - k;) is a valid rOM-ISIS solution.

To prove inter-batch blindness, we will have the challenger simulate its NIZK proof, and then
compute the encryptions ¢;’s as encryptions of O for each user. These changes can be shown to be in-
distinguishable to an adversary by the zero-knowledge of the NIZK proof system, and IND-CPA secu-
rity of the public key encryption scheme respectively. Next, leveraging the leftover hash lemma (Corol-
lary 4.2), we can have the challenger sample each user public key t uniformly. Notice, at this stage,
that the adversary learns no information about the user and blindness follows. The proof of intra-

batch blindness is essentially similar to that of inter-batch blindness. O

4.5.1 Concrete efficiency

In this section, we propose concrete parameters to instantiate our NIBBS protocol and provide rough
estimates for the size of the final signature. In choosing our parameters, we aim for 128-bit classical

security.

Preimage sampling paramters. We instantiate the trapdoor generation and preimage sampling
procedures using NTRU lattices over the Falcon-512 ring R = R 4., Where gp = 12289 and
dg = 512. . The other parameters are computed as prescribed in [152, §2.6]). Concretely,
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1.17
s=——y/ar-log <4dF : (1 V- 264) /2) ~ 2737 and B = 1.1 - 51/2dr .

PRF parameters. We carry over the parameters from [11] for our desired security level so that
n = 82and n’, my = 256 (so that m' = my — [logy(B)]), except we set m = 1024 for sufficient

rOM-ISIS hardness. Note that, since the final message is in Z%, the final message space is sufficiently

large (29()‘)).

user keys. Let Coeff : Z[X]/(X? 4+ 1) — Z% be the canonical coefficient map, and Coeff ! :
z? — 7[X]/(X? + 1) be its inverse. Then, the PRF key K € Z2 ™" can be interpreted as

n'my /de = 128 polynomials (ki,...,k128) = Coeff 1 (Vec(K)). For u <=5 {0,1}2°5, the user’s

public key ¢ € R is then given as

128
= ch -kj+H(u) mod ¢,

j=1
where H : {0, 1}256 — R is a secure hash function such as SHA-3-256 and ¢; € R are sampled

during protocol setup.

Pre-signature issuance. Given a user public key ¢ € RF, the signer first samples the nonce vector
r s ZJ, and then decomposes it into m/d = 2 polynomials (r1,73) = Coeff~1(r). The signer
then uses its NTRU secret trapdoor to sample short polynomials s1, so € R with respectto a € Rf

such that

a-sy+sy+b-ri+re=1%t mod gr,

for b € R a part of the signer’s verification key. The presignature is then s; and the nonce is r
(the user can recover sz on its own). An important change, following the template of [6] is that we use
rejection sampling to keep the £, norm of (s1, $2) to be at most [4.15 - §] = 688 for compatibility
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with the encryption scheme. Using, this bound, we get that the size of the signer’s message is at most

0.62 KB for the presignature and an additional 0.12 KB for the nonce.

Blind signature generation. The user encrypts 133 polynomials in Re—{k; }j el128] + T15 725 51,

along with v and i (as constant coeflicients) using the Regev style public key encryption scheme

from [134] over Ry 4. Thus, the rank of the plaintext space is 133, which is the main source

of inefficiency in our final signature, as the required PKE modulus is ¢z = 210596593 = 2276,
Consequently, the ciphertext size is 231.53 KB, and can be brought down to around 214.78 KB by
dropping lower order bits [159].

Unfortunately, the Falcon parameters do not satisfy the necessary conditions for the use of the
modular Johnson-Lindenstrauss projections [42, Lemma 2.2] (also see [1]). So, we must lift the

signature verification equation to a larger modulus ring R, 4 for modulus ¢ > ¢f. To simplify our

final estimates, we set it to be as close as possible to the original LaBRADOR modulus 232, Now,
we can lift the signature verification check directly to R (modulo nothing) so that
128
a'81+82+b-T1+?”2+qF5:ZCj-k’j—l—H(u)Eﬂ, “4.2)
j=1

where the modular wraparound § € R, 4. must now be made part of the witness. For appropri-
ately bounded 0, if (4.2) holds over R, it must hold over R, 4.

Further, to be compatible with the degree of the polynomial-ring in LaBRADOR, i.e., d| = 64,
we use a reduced degree polynomial-ring. Note that the constraints over the larger ring R can be

reformulated as constraints over any sub-ring of degree d/c for some constant c. Specifically, the

encryption scheme is instantiated over R, 4, Where (RdF/ e =) RS

ad =) R a = Rr and this bijection

preserves the norms [133].
The user must prove knowledge of the polynomials satisfying the relation RN'EBS with respect to
the instantiation discussed in this section. In total, we approximate that the overall relation involves

~ 2195 R1CS constraints (Table 4.3), which gives a proof size of 58 KB using LABRADOR (cf. [42,
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§ 7.1]). However, this only accounts for the SNARK without the additional zero-knowledge property.
The LaBRADOR paper gives limited guidance on how to make the protocol zero-knowledge, but the
main idea is to deploy a NIZK proof system at an intermediate level of the LaBRADOR recursion
(so that the witness is already quite small). This involves some overhead required for blinding the
outer commitments up to the NIZK level, masking the Johnson-Lindenstrauss projection and some

220

additional garbage polynomials. In particular, for a binary-R1CS with constraints, using the

lattice-based NIZK proof system for linear relations [132], the overhead is about 11 KB (cf. [42, § 6]).

Since a single R1CS constraint can be expressed in no more than log3(q ) ~ 2'° constraints, and
given the slow order of growth of the LaBRADOR proofs, a very rough estimate puts the overhead

for 220

(general) R1CS constraints at about 36 KB, although with the right instantiation, we expect
the actual overhead to be a few kilobytes lower. Nevertheless, with full zero-knowledge, the signature

size is 58 4 36 + 214.78 = 308.78 KB.

Component #Constraints
Hash computation (SHA-3-256) 27000
Signature verification [152] 68609
PRF computation [45] 286000
PKE computation [134] 273408
f5-norm bounds 73019
Binary coefficient checks 66560
Total 794596

Table 4.3: Approximate R1CS constraint count.

We sketch out our calculations of the number of constraints in the following section. These esti-
mates are somewhat conservative, and further optimizations and reductions in the proof size may be
possible. In particular, using SNARK-friendly hash functions [13] can also significantly reduce the

number of constraints, leading to modest savings in the proof size.

Remark 4.2 (Instantiation of lattice-based NIBS). Our scheme can also readily be used as a stan-
dard (non-batched) NIBS. The main distinction is the absence of the index i which allows for a few

minor optimizations. In particular, the signer can now precompute G=! (Y - r mod 3) and send
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the resulting ¥ € Z3°%. This increases the size of the signer’s message by just 0.06 KB. On the other
hand, it reduces the user’s computation time, as well as the final signature size by 2.6 KB (1.6 KB
ciphertext and 1 KB proof) to 306.18 KB after compression. Furthermore, and as we show in the
next section, one can entirely do away with the hash computation if one is willing to rely on the

recently proposed ISIS ; assumption [48].

4.5.2 Estimating R1CS constraint count

In this section, we sketch out our computation of the number of R1CS constraints shown in Table 4.3.

Hash computation. Standard SHA-3-256 circuits require extensive bit-level constraints. Accord-

ing to zk-SNARK benchmarks, SHA-3-256 for a short input (like 128 bits) costs ~ 27,000 con-

straints.’

Signature verification. Recall that the relation we are interested in is

128
a-31+52+b~r1+r2+qF6:ch-k:j+H(u),
j=1
where a, b, c1, . .., c1og are public polynomials and s1, so, 71,72, d, k1, . . . , k128, u are secret wit-

ness polynomials. Now, for each multiplication of public and secret polynomials, we need one R1CS
constraint per coefficient. Thus, for a - s1, s2, b r1, r2, and ¢F - d, each contributes 512 constraints,
resulting in a total of 2,560 constraints for the left-hand side. On the right-hand side, each term ¢; - k;
requires 512 constraints for the multiplication of their coeflicients, resulting in 65536 constraints for
the entire sum. Additionally, u, being a secret polynomial, contributes 512 constraints. Together,
the right-hand side contributes 66048 constraints. Finally, we need one additional R1CS constraint
to enforce the equality between the left-hand side and the right-hand side of the equation. Adding

all of these constraints together, we get a total of 68609 R1CS constraints.

Shttps://tinyurl.com/eth-research-sha-const
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PRF computation. To compute the R1CS constraints for the given check, we will break down

r
the individual operations. First, we compute Yy - , where Yg € ZéQSX(lOMJFNN ) for
g (i)
r
kN = [logy(N)] is a public matrix and € 75"V is part of the witness. The multipli-
—17:
g (1)

cation requires (1024 + k) operations, resulting in as many constraints. Next, the inverse gadget
decomposition G~! maps the resulting vector from Zé% — 2356, by expanding each of the 128
entries of the input vector into its (2-bit) binary representation. Thus, each of the 128 elements
introduces two binary variables, resulting in a total of 256 constraints for the G~! operation. We
then apply the vectorization operation Vec ™! to Coeff(ky, ..., kiog). The Vec™! operation trans-
forms a vector in Z$°3% into a matrix in Z§S6X256. This transformation involves matrix multipli-
cation and the Kronecker product of identity matrices, which essentially reshapes the vector into a

matrix. Since the result is a 256 x 256 matrix, and each element in the matrix corresponds to a
constraint in the R1CS, the operation introduces 65536 constraints. The resulting matrix and vec-
tor are then multiplied to give a new vector in Z3%6. For each element of the resulting vector, the
matrix-vector multiplication involves a dot product of a row of the 256 x 256 matrix with the 256-
dimensional vector. Each of these dot products requires 256 scalar multiplications, followed by a
summation. Since we have a total of 256 elements in the resulting vector, the operations for this
matrix-vector multiplication contributes to 256 - 256 = 65536 constraints. Finally, we multiply the
result with Y; € Z§2X256. The total number of operations for this matrix-vector multiplication is
82 - 256 = 20992 and as many constraints. Summing all of these contributions, the total number of

R1CS constraints is 283392 4 128 - k. For N < 229, this value is bounded from above by 286000.

PKE computation. The proof of computation of the encryption of m € R}, according to [134]

requires proving
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Y1 =a1-5+eand Py =as-s+ex+p-m,

for ciphertexts (¢1,15) € Ryp.de X R;g?’dF, public polynomial a; € R 4 and polynomial

133 . 133 133
vector ag € ﬂquF and witness (s, e1,€2,m) € Ry, dr X Ry de X ﬂqE’dFRqudF.

To enforce the first relation, we need to compute multiply a public polynomial with a secret
polynomial. This requires 512 R1CS constraints, one per coefficient; and the addition of a secret
polynomial to this product involves another 512 constraints. For the second relation, we notice
that each polynomial-vector multiplication requires 512 constraints for each of the 133 entries in the
vector, leading to 133-512 = 68096 constraints, and the scalar multiplication also contributes 68096
constraints. Finally, adding up the three vectors contributes 2 - 68096 = 136192 constraints. The
total number of R1CS constraints required to enforce both equations is therefore 1024 + 4 - 68096 =

273408.

¢o-norm bound. For any polynomial, computing the square of each coefficient requires 512 mul-
tiplication constraints, summing these squares adds 511 constraints, and enforcing that the result-
ing sum is less than or equal to some (public) bound requires approximately 64 constraints via bit-
decomposition and range checking. Therefore, each polynomial contributes roughly 512 + 511 +
64 = 1087 R1CS constraints, and since we need to perform this check for polynomials s1, s2, , s and

e1, and polynomial vector es, the total number of constraints is 4-1087+133-5124-5114-64 = 73019.

Binary coefficient checks. Checking that the coefficients of polynomials k1, ko, . . ., k128,71 and
r9 are binary, can be done by ensuring that for each coefficient z, the equation z - (1 — z) = 0
holds, which requires one R1CS constraint per coefficient. Since each of the polynomials has 512

coeflicients, the total number of R1CS constraints is 512 - 130 = 66560.
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4.6 Lattice-based NIBBS from ISIS,

A minor drawback of Construction 4.1 is that it requires proving the computation of the hash function
in the NIZK proof. Aside from the computational overhead, this additionally necessitates a some-
what strong assumption, since the proof of unforgeability also requires modeling the hash function
as a random oracle. While not unusual in practice (see for example [41]), this approach may be
unsatisfactory for provable security. In this section, we give an alternate construction that is secure
under the recently proposed ISIS; assumption [48] which does not require this stronger assumption

concerning the random oracle. We begin by recalling the ISIS ; assumption [48]:

Definition 4.20 (ISIS; [48]). Let ¢, n,m,s,B be functions of security parameter A. Also let f :
D — Z; be a function on some input domain D and for A <s Z;*™, let Oy be an oracle that
chooses a random input ¢ € O and outputs (s,c) for s € Z;" such that s <s A~ L(f(c)). Given
(A, f)and access to Oa s, the ISIS; problem asks to find (s',c) € Z7" x D, such that A-s" = f(c’),

s’ #sand ||s'|| < B.

Construction 4.2. Let N € N be the batch size, and let parameters n, m,n’,m’, 5,8 = s\/m, and
positive integer ¢ be functions of the security parameter A satisfying the constraints in (4.1). By
[ [2™] — Z} we denote a linear map characterizing the ISISy. We give a NIBBS construction that
is secure under the ISIS; assumption.

Our construction relies on a lattice trapdoor 7~ = (7 .TrapGen, 7 .SamplePre), a public key

encryption scheme E = (E.KeyGen, E.Enc, E.Dec) and NIZK proof systems II; = (II;.Setup,

I1;.Prove, IT; .Verify), IIo = (Il9.Setup, I15.Prove, I1,.Verify) respectively for languages Ig:SEfBSl

NIBBS
and Lic,c_ 2 as defined.
ISIS ;

Concretely, the NIBS construction is defined by the following algorithms:

* Setup(1*, N) — pp. The public parameter setup algorithm computes n, m, n’, m’, s, ¢ from

the security parameter A as well as the linear map f. It then sets my := m’ + [logy ()], and

mN

i X (m+ —m/
samples matrices Y( «$ Z5> (m+my—m)

Y1 s 25" and Co,Cy s Z N 1t
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NIBBS,
Language [, ISIS

Instance: Each instance x is interpreted as polynomial matrices Cy and Cj, an encryption
public key pkg, a polynomial vector t and a ciphertext ¢.

Witness: Witness w consists of secret polynomial vectors k and u, and the encryption ran-
domness v.

Membership: w is a valid witness for x if

¢ = E.Enc(pkg, k|ju;v) At =Cp-k+Ci-u A kue Zg,mN

NIBBS,
Language [, ISIS

Instance: Each instance x is interpreted as matrices A, B, Cy, C1, Y and Y, a linear map
f» a PKE public key pky, a message vector m and ciphertext .
Witness: Witness w consists of secret vectors k, u, s and i, integer ¢ and PKE randomness

p-
Membership: w is a valid witness for x if

A-s=Cyp-k+Cqi-u+ f(c)A
m=Y- (Vec_l(k) .G™1 <Y0 : [f(lc)} mod 3) mod 2> mod 3

¢ = E.Enc (pkg, k||u||s]li]lc; p) A [Is]| <B A ce 2] A k,ue ZglmN Aie Zg”\’_m,

then runs the key generation algorithm of E and generates the corresponding public and secret

key pair as

(pkg, skg) <3 E.KeyGen (1) .

Next, it generates crsyy, <$ I1;.Setup(1%) and crsyy, < I1.Setup(17) and outputs

pp = (1’\,n, m,n’,my,s,q, N, f,pkE,crsnl,crsHQ,Yo,Yl,CO,Cl) .
The public parameters are fixed once and for all.
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* KeyGeng(pp) — (sk,vk). The signer’s key generation algorithm runs the lattice trapdoor

setup to obtain

(Ta,A) <7 .TrapGen(1*,n,m,q) .

It also samples a matrix B < Zy*™, then outputs the signer’s secret signing key sk := T

and verification key vk := (A, B).

» KeyGeny(pp) — (sky,pky). The user’s key generation algorithm samples the PRF key

’ !
K s Z7 ™" and a random vector u < Z, "'V It then vectorizes K as k := Vec(K), and

computes an Ajtai commitment

t=Cp-k+Cy-u.

Next, it generates a ciphertext,

¢ < E.Enc (pkg, k||u; v)

from uniformly sampled randomness v and the NIZK proof

7 < I1;.Prove (crsy, , x := (Cy, Cy1, pkg, t,¢) ,w = (k,u,v)) ,

It then sets the user’s secret key as sk := (K, u), the public key as pky = (t,¢,7) and

outputs them.

* Issue(sk, pky,c) — .  Given the user’s public key pky =: (t, ¢, 7), the signer’s pre-

signature issuance algorithm first checks if

IT; . Verify(crsyy, , x == (Co, C1, pkg, t, ¢), 7) =1 ,
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otherwise it aborts and outputs _L. It then uses the secret signing key sk =: T o and the context

c € [2™] it computes
s <5 7 .SamplePre (A, Ta,t + f(c),s),

and outputs the pre-signature, & = s.

* Obtain(sky,vk,a,c) — [m,o]. The user’s signature obtainment algorithm first parses sk,

as (K, u) and then, for vk =: (A, B), & =: s it checks if

5 ? ?
A-s=Cp-Vec(K)+Ci-u+ f(c) Als|| <B A ce2™].

If any check fails it aborts and outputs L. Otherwise, for eachi € [N], it computes the message

m; as

m=Y |K-G'|Y,- ) mod 3 mod 2 mod 3,

where, g1 : Zny — ZIZOgQ(N) (logy(N) = my — m/) is the binary decomposition gadget.

With this, it now generates the corresponding ciphertext as

¥ + BE.Enc (pkg, k|[ullsllg ™' (i)[c; pi)

from uniformly sampled randomness p;. It then generates the NIZK proof

Crs[L,, X '= (Aa Ba 007 C1> YOa Y17 f? pkE7 mi, %) )
7 <% Ilo.Prove ,

W = (k7 u,s, gil (1)7 c, pl)
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Finally, it outputs [m, o] := {(m1, 01 = (¢1,71)),...,(mn,on = (YN, 7N))}
* Verify(vk,m,o) — 1/0. The signature verification algorithm parses ¢ as (¢, 7) and outputs
1 (accept) if
Iy Verify (crsm,, x := (A, B, Cy, C1, Yo, Y1, f, pkg, mi, ¢;) ,m) =1,
and 0O (reject) otherwise.
We now state the main security theorem for our construction. The detailed proofs are provided in
the full version of [25].

Theorem 4.21 (Security). Let N € N be the batch size, and let parameters n,m,n’,m’, 5,8 =
sv/m, and positive integer q be functions of the security parameter \ such that (4.1) is satisfied,

and the 1SISy and SISqm’%,m v/@7my problems are hard for an appropriately chosen function
[ 2™ — Zy. Construction 4.2 is:
(i) One-more unforgeable (Def. 4.14) assuming that the NIZK proof systems 111 and Il are sound.

(ii) Inter- and intra-blind (Def. 4.15, 4.16) assuming that the NIZK proof systems 111 and 11y are
(multi-theorem) zero-knowledge, the PKE scheme E is IND-CPA secure, and the ¥ is a secure

pseudorandom function.
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Chapter 5: Non-interactive Threshold Blind Signatures

In privacy-sensitive applications such as digital cash, ticketing, and electronic voting, centralized
issuance introduces a single point of failure. If a signer is compromised, unauthorized signatures
may be issued, compromising system integrity. If the signer experiences outages or denial-of-service
attacks, issuance ceases and recipients are blocked. These vulnerabilities arise from concentrating
issuer responsibilities on a single authority.

A natural approach to mitigate these risks is to employ threshold issuance, distributing the
signer’s operations across multiple parties. In a threshold blind signature scheme, the signing key is
secret-shared among n parties through distributed key generation, and recipients can interact with
any t of them to obtain a valid signature. Unlike standard threshold signatures, the signers sign-
ers must learn nothing about the message being signed, and the resulting signature must retain un-
linkability to the issuance transcript. These schemes are appealing in principle, yet relatively few
constructions exist [67, 124, 166]. This scarcity likely reflects the difficulty of simultaneously (i)
binding partial signatures to a common signing instance, (ii) providing robustness against misbehav-
ing parties, and (iii) preserving message privacy and unlinkability across concurrent sessions.

While non-interactive blind signatures address the overhead of interaction and threshold schemes
address the risk of compromise, no existing construction achieves both properties simultaneously.
A non-interactive threshold blind signature would permit any ¢ issuers to contribute pre-signature
shares that aggregate non-interactively into a valid signature while preserving blindness and unforge-
ability. This primitive is highly desirable as it combines the efficiency of non-interactivity with the
robustness and trust distribution of threshold cryptography.

In this chapter, we show that this goal is achievable. We construct the first threshold non-
interactive blind signature scheme with non-interactive pre-signature aggregation. We begin by pro-

viding a formal treatment of this primitive, defining the security notions of blindness and one-more

This chapter is based on [27].
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unforgeability, and characterizing two hierarchical levels of one-more unforgeability in the threshold

setting.

Phase 1 : Issuance /
28]
Signer; ([sk]1, mpk)
User (sku, pky, mpk) Signer, ([sk]2, mpk) Signer; ([sk]3, mpk)
7i,C _ 8
< o; < lIssue;(sk;, pky, )

Phase 2 : Redemption

$ . sky, mpk, S, m,o %

Verifier (mpk)

Verify(mpk, m, o) 21

Figure 5.1: A simplified illustration of the non-interactive threshold blind signature protocol. The
user engages in issuance with a set of S signers. If |S| > ¢, the user can obtain the blind signature
and the corresponding random message.

Following this, we give a design for a practical non-interactive blind signature construction from
Pointcheval-Sanders signatures that achieves the smallest-known pre-signature and signature sizes
with improved issuance efficiency. We then explain how to exploit the special structure of this NIBS
construction to obtain the first full threshold non-interactive blind signature scheme supporting non-
interactive aggregation of pre-signatures. The blindness of our scheme reduces to the g-decisional
Diffie-Hellman inverse problem, while one-more unforgeability reduces to a threshold variant of the
Pointcheval-Sanders assumption, which we show reduces to the one-more co-Discrete Logarithm
problem in the algebraic group model. Our scheme tolerates adaptive corruptions of up to (t — 1)
issuers.

We provide performance estimates for the BLS12-381 curve showing issuance time of 0.6 ms
and signature generation in under 5 ms for thresholds up to 5 (with roughly linear growth in t),
and 4 ms for verification. On this curve, receiver public keys are approximately 112 bytes, pre-

signatures 96 bytes, and final signatures 192 bytes. We also present several extensions: (i) tagged
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non-interactive threshold blind signatures, enabling inclusion of non-blinded auxiliary data; (ii) non-
interactive threshold blind signatures with verifiable pre-signatures, allowing recipients to validate
pre-signature shares before aggregation; and (iii) batched non-interactive threshold blind signatures,

enabling a bounded number of final signatures to derive from a single valid pre-signature.

5.1 Prior Work on Threshold Issuance of Blind Signatures

We focus our related work discussion below on threshold and non-interactive blind signatures and

summarize some comparisons in Table 5.1.

Threshold blind signatures. The literature on threshold blind signatures is relatively sparse. [166]
built on [43] to construct a two-move BLS-style scheme. Kuchta and Manulis [124] proposed a
two-move protocol from bilinear pairings, though their first message is large due to two required
NIZK proofs. Crites, et al. [67] introduced a five-move protocol in pairing-free groups, obtained by
compiling the [163] blind signature scheme and achieving efficient verification. In a recent work,
Lehmann, et al. [125] provided the first systematic study of unforgeability notions for threshold
blind signatures, showing separations between existing schemes and the strongest definitions, and
extending the [67, 166] constructions to achieve stronger guarantees. Coconut [162] is a multi-
round protocol for threshold anonymous credentials. Our work has some structural similarities with
Coconut as both schemes use PS signatures [148] to build a credential scheme. However the main

challenge in our design stems from the non-interactive nature of our issuance.

Other work on NIBS. Hanzlik [101] introduced non-interactive blind signatures, giving a practical
construction from signatures on equivalence classes [88, 100], proven secure in the generic group
model. Hanzlik, et al. [103] later gave a generic garbled-circuit-based construction supporting pre-
signature issuance on RSA keys. Our work [25] (Chapter 4) gave the first practical NIBS from
(non-standard) hard lattice assumptions and further enabled derivation of a batch of blind signatures

(and random messages) from a single pre-signature.

!Satisfies the weakest notion of one-more unforgeability for threshold blind signatures (OM-Unf-0).
Pairing free.
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# moves Threshold User key Communication Signature size

size |pky| Uu—-S S—-U lo|
[166]! 2 v - 1G + 1F 1G 1G
[671 5 v - O(tF) 2G+4F 1G + 2F
[101] 1 X 1G - 2G + 1G 2G + 1G
Const. 5.1 1 v/ 1G + 2F - 2G 2G + 3F

Table 5.1: Comparison of group-based non-interactive and/or threshold blind signature schemes.

U — S denotes the communication from the user to the signer (similarly S — U). G, G denote the
base groups, [ the finite field elements and ¢ is the threshold. Note that for type-3 pairing groups,
the size of G in bits is at least 4 times bigger than the elements of F.

5.2 Preliminaries

In this section, we give the preliminaries necessary for this chapter. Many of these foundations will

be useful in subsequent chapters as well.

Notation. With slight abuse of notation, we use [x]; to denote the i™ secret share of . The dis-

tinction from [n] = {1,2,...,n} will always be clear from context.

5.2.1 Bilinear pairings

Definition 5.1 (Pairing friendly groups). Let G and G be two groups of the same prime order p with
the generators g and g, respectively. Also, let Z,, be the field of order p. Then, G and G are pairing

Jriendly if there exists an efficiently computable bilinear pairing, e : G X G — G, satisfying the

following properties:

(i) Bilinearity. Vh € G, he G, x,y € Zp,

e(h®, h)Y = e(h, h¥)* = e(h, h)™ .
(i) Non-degeneracy. e(g,q) # 1¢.

Bilinear pairings can be of a few types depending on whether there is an efficiently computable

homomorphism from G to G in both directions (Type 1), only one direction (Type 2), or in neither
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direction (Type 3). Type 3 pairings are the most efficient setting for a relevant security parameter

and they are commonly deployed.

5.2.2 Algebraic group model

Definition 5.2 (Algebraic Group Model (AGM) [89]). For every group element that an adversary
outputs as the challenge or as part of a query, it must output its representation in terms of the group
elements it has previously been provided by the challenger. For instance, when an adversary, hav-
ing seen group elements Ry, R1, ..., R,, outputs a group element P, it must also output a vector

(ap,ai,...,an) € Z;} such that P = Hz‘e[o,n} Rfl

Further, we call an adversary satisfying these conditions, an algebraic adversary.

5.2.3 Cryptographic hardness assumptions

Definition 5.3 (Co-discrete logarithm problem). Let (G, G) be pairing friendly groups of order p
with a bilinear pairing e : G x G — G. For 2 < Z, the co-discrete logarithm problem asks that

given (p, g, 3, X = g%, X = §*), find and output z.

Definition 5.4 (One-more co-discrete logarithm problem). Let (G, @) be pairing friendly groups of
order p with a bilinear pairing e : G X G — G. For z <5 Z, the one-more co-discrete logarithm
problem asks that given (p, g, §), oracle O that outputs tuples (gti, gti) and oracle Oyog that on input
Y € G (respectively Y € G) outputs y such that Y = g¥ (respectively Y = gY), find and output
distinct ¢1, . . ., tg41, where for each i € [¢ + 1] there exists an output of oracle O such that (g'i, g'i),

while making at most £ queries to Oyjog-

Definition 5.5 (Strong decisional Diffie-Hellman problem (sDDH) [147]). Let G be a group of order
p. For x,y < Z,, and g € G, the decisional Diffie-Hellman problem asks to distinguish, for a

randomly chosen 7' € G, the distributions 9Dy and D;, where:

Dy = (p,g,gx,gl/“,gy,gxy) Dy = (p,g,g"”7gl/"”7gy7T> :
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Definition 5.6 (Decisional g-Diffie-Hellman problem (¢DDH) [47]). Let G be a group of order p.
For x < Z,, and g € G, the decisional ¢-Diffie-Hellman inverse problem asks to distinguish, for a

randomly chosen 1" € G, the distributions 9Dy and D;, where:
Dy = (Pag7g”ﬁ,g"”27--.7gmq,gl/z) Dy = (Rg,g”‘",gzz,---,gxan) '

Definition 5.7 (PS problem [148, Assumption 2]). Let (G,G) be pairing friendly groups of or-

der p with a bilinear pairing ¢ : G x G — G. For z,y s Z,, the PS problem asks that given
<p,g,§, e, X =% Y = §y> and an oracle O that on input p € Z, outputs (h, h*TY*), find a
(,u*, h*, (h*)“y“*) triple such that p* is never queried to O and h* # 1g.

Notably, the PS problem is reducible to the hardness of the co-discrete logarithm problem, as we
explain next.

Lemma 5.8. In the algebraic group model, the PS assumption holds under the co-discrete logarithm

assumption.

Sketch. Complete proofs of the security of the PS assumption in the algebraic group model can be
found in [119] and [35]. Here, we sketch the proof idea. Because the adversary is algebraic, it must
output a representation for the final forgery (1*, h*, H*). Thus, we can define a,, ay, ar, bz, by, bR,

such that:

B = gax-:v+ay~y+aR and H* = gbx~m+by~y+bR,

whereby the validity of the output we know that
(ag -x+ay-y+ar) (x+p"-y) =by-x+by-y+bgr.

The proof then focuses on three distinct cases, where the reduction picks different targets for a co-

discrete logarithm instance. It either tries to use the adversary to compute x, where X is set to the
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co-discrete logarithm instance. Alternatively, it targets y and appropriately sets Y. The last target,

and a way for an adversary to break the PS assumption, is to compute the discrete logarithm of A; to

base g, where (h;, hf+y'“ ") is a response from oracle O. However, note that the reduction can use

this to solve the co-discrete logarithm by setting h;. O

5.2.4 Threshold secret sharing

A (t,n)-threshold secret sharing scheme over X consists of a tuple of polynomial-time algorithms

(Share, Combine) defined as follows:

* Share; ,(7) — [z]ic[n)- Given an element x € X, the probabilistic secret share generation

algorithm outputs a collection of n elements {[z]; € X : Vi € [n]} denoted [z];c[,).

» Combiney, (S, [z]ies) — z/L. Givenaset S C [n] of indices, and a collection of |S|

shares [z]; € X : Vi € S, the deterministic share recombination algorithm outputs z or L.
Furthermore, a (¢, n)-threshold secret sharing scheme must satisfy the following properties:

(i) Correctness. For every 1 <t < n € N, and any subset S C [n] such that |S| = ¢,

Pr [Combine; , (S, [z]ies) =z : [2]iepn) Share; ()] = 1.

(ii) Robustness. For every t < n € N, and any probabilistic adversary A

Combine, (S, [z]ies) = L []ie[n) < Sharey ()

Pr =1.

A ‘S’ <t S+ A ([x]ze[n})

Shamir’s secret sharing. Let p be a prime power with p > n and let Z,, denote the finite field of
order p. Forintegers 1 < t < nand asecret s € Z,, the (¢, n)-Shamir secret sharing scheme samples

ai,...,as1 < Z, uniformly and defines the random polynomial f(z) = s + S+ ! a;a" € Z,)[z]
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so that we can define the i" share [s]; := f(). Importantly, any set of ¢ shares determines f uniquely

by polynomial interpolation, and in particular the secret is recovered as the constant term s = f(0)
via the Lagrange reconstruction formula s = f(0) = S>¢_, y;L;, where L; := [] kelt\{i} 22 is the

it Lagrange coefficient.

5.3 The Formal NITBS Framework

In this section we formalize non-interactive threshold blind signatures (NITBS) and give the precise
security notions tailored to the non-interactive setting. In interactive protocols “non-interactivity”
is sometimes taken to mean a single round of communication (user — signers — user) [125, 145].
Here we mean strict non-interactivity, i.e., each signer produces a single pre-signature share that
the user finalizes locally. This single-message structure simplifies the security model compared to
recent interactive treatments (e.g. [125]).

Due to the inherent non-interactivity of our scheme, we are able to avoid all session bookkeeping
requiring no rounds, no session identifiers and no session state. In particular, this lets us state a simple
and intuitive one-more unforgeability notion wherein an efficient adversary can adaptively corrupt
any subset of signers (learning their secret keys) and may request pre-signature shares from honest
signers. As a result, we can model scenarios where an adversary, having at least ¢ pre-signatures
per (pky, c) pair by making pre-signature queries and by corrupting up to (¢ — 1) signers, cannot
come up with more than the expected number of forgeries. This notion corresponds closely to the
one-more unforgeability notion OM-Unf-1 from [125].

We also describe a weaker one-more unforgeability notion. Informally, in this weak model each
time the adversary makes a pre-signature query on some (pky,, ¢) pair, the challenger returns the pre-
signature shares of all non-corrupted signers (i.e., exactly what an honest user would obtain). We
therefore treat such a query as if the adversary already possesses a usable pre-signature on (pky, ¢);
consequently the adversary’s count of legitimately obtained pre-signatures ¢ increases immediately,

and the one-more condition requires that the adversary cannot output more than ¢ valid finalized
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signatures®. The contrast with the previous stronger notion is important: in the strong model a pre-
signature query does not automatically increase ¢ unless the adversary actually obtains enough signer
shares (including shares obtained via corruption). The weak notion therefore corresponds roughly
to the OM-Unf-0 variant of one-more unforgeability in [125], while the strong notion corresponds
to their OM-Unf-1.

It is worth noting that these two definitions completely capture all possible issuing-oracle be-
haviors in our framework, since we do not need to model sessions or maintain state across protocol
runs. Importantly, as our threshold blind signature construction is non-interactive, the four separate
one-more unforgeability variants introduced in [125] for interactive threshold blind signatures are
not required. For the corruption model we adopt the strongest (adaptive) notion; nonetheless, the
definitions can be rephrased to accommodate an adversary that corrupts signers selectively. More
details are given below.

A non-interactive threshold blind signature scheme over message space M is a tuple of polyno-

mial time algorithms (Setup, KeyGeng, KeyGenyy, Issue, Obtain) defined as follows:

* Setup (1)‘) — pp. Given the security parameter A, the probabilistic setup algorithm generates

the collection of public parameters pp, which is an implicit input to the other algorithms.

* KeyGeng (pp,t,n) — (mpk, {Ski}ie[n]> . Given the public parameters pp, the minimum
threshold weight ¢ and the number of signers n, the probabilistic (signer) key generation
algorithm outputs a master public key mpk € PK and a set of secret signing key shares

(sky,...,sk,) € SK"™. We assume without loss of generality that mpk implicitly contains ¢

and n.

» KeyGeny(pp) — (sky,pky). Given the public parameters pp, the probabilistic user key

generation algorithm outputs a pky € Py and a secret key sk, € SKy.

3The weaker notion could, for instance, be useful for blockchain applications where the signatures may be posted
on-chain at once.
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* Issue (sk, pky,c) — . Given a signing key share sk € SK, a user public key pky € PKy
and context ¢ € {0,1}*, the probabilistic issuance algorithm outputs a pre-signature share
gEX.

« Obtain (sky, mpk, S, ¢, {7i};cs) = (m, o) /(L, L). Given the user secretkey sky € SKy,
the master public key mpk € PK, aset S C [n] of indices, context ¢ € {0,1}*, and a

collection of pre-signature shares &; € . for every i € S, the probabilistic obtain algorithm

outputs a message and signature pair (m,o) € M x Y or (L, 1).

* Verify (mpk,m, o) — 1/0. Given the master public key mpk € P¥K, a message m € M and
a signature ¢ € Y, the deterministic signature verification algorithm outputs 1 (accept) or 0

(reject).
It must further satisfy the following properties:

Definition 5.9 (Correctness). For all \,¢,n € N, such that ¢ < n, allc € {0,1}*, and all S C [n]

satisfying |S| > ¢, a non-interactive threshold blind signature scheme NITBS satisfies correctness

if

pp < Setup (1%)
(mpk, {Ski}z‘e[n}) < KeyGengs (pp, ¢,7)
Pr | Verify(mpk,m,o) =1 : (sky, pky) < KeyGeny(pp) | =1-

Vie S : g; < Issue (sk;, pky,c)

(m, o) < Obtain (skU, mpk, S, {ci, 5i}ies)

Definition 5.10 (Efficiency). For all A\,n € N, a non-interactive threshold blind signature scheme,
NITBS, is efficient if |m, | = Ox(1), i.e., the final message and signature sizes are independent of

n.

Definition 5.11 (One-more unforgeability). For all A\, n,t € N with £ < n, let
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Game OM-Unfytgs 4 () Oracle Ojssye (%, pky, ©)

1: pp s Setup(1Y), C =@ 1: ifi ¢ [n]\C thenreturn L

[\

(mpk, {Ski}ie[n]> s KeyGeng (pp, £, n) 21 if Qp, ¢ is uninitialized then
238 QPkUvC =g
41 Qpkyc = Qpky,c U {1}

5: return Issue (sk;, pky, c)

w

{mj, 5} iy AP0 (pp, mpk)
4: LetL={(pky,c) : |Qpk,,cUC|>t+1}
s: ife<Lv \/ (mj=my)

1<t Oracle Ocorrupt ()
\/ Verify (mpk,mj, ;) # 1 then 1 ifi¢n\CV
jele
e IC| >t~ 1then
6: reject

2: return |
7: accept

3: C=CU{i}

4: return sk;

Figure 5.2: The one-more unforgeability experiment for NITBS.

AdvyiTseTs = Pr [OM-Unfyires a()) = accept]

be the advantage of an adversary A in the experiment defined in Figure 5.2. We say a non-
interactive threshold blind signature scheme, NITBS, is one-more unforgeable if for any ppr adver-

sary A this advantage is negligible.

Definition 5.12 (Blindness). For all A\, n,t € N witht < n, let

AdvRiPEs 4 = Pr [U-Blindnites,#(A) = accept]

be the advantage of a stateful adversary (A in the experiment defined in Figure 5.3 (left), and

AdviiEind o = Pr[C-Blindnies,a()) = accept]
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Game U—BIindeBS,ﬂ()\) Game C—BIindeBsﬂ(/\)

1: pp s Setup(1*), b«s{0,1} pp s Setup(1), b+ {0,1}

—

2: foreachw € {0,1} do 2 (sky, pky) <5 KeyGeny(pp)
3: (pkuw,skuw) s KeyGeny (pp) o,
3: mpk, Gl
Cury wiJieSe ) wefo,1}
4: mpk, Gl .
wifi€Sw ) ue{o,1} — AOCbrain (pku)
— ASwin (Pky, - Pky, ) 4: foreachw € {0,1} do
5: foreachw € {0,1} do 5: if ¢, € @ then
6: if ¢, € Q then 6: reject
7: ject
rejec 7:  (my,0,) <8 Obtain ( SkU’{Tpk’}SUJ’ )
. Ob q SkUw,mpk,Su” Cuws Tw,ifi€S,
8: (M., 0s) ¢ Obtain Cus {0w.ities, 8: if Verify(mpk, m,, 0,,) # 1 then
9: if Verify(mpk, m,, 0,,) # 1 then 9: reject
10 : reject 10: b« A(mp,0p,mi_p,01_p)
1m: b* eﬂ(mb,cb,ml_b,al_b) 11: if b* =bthen
12: if b* = bthen 12 accept
13 : accept 13: reject
14 : ject _
rejec Oracle Ogbtain (mpk, S, c,{7;}ics))

Oracle Ogbtain (w, mpk, S, ¢, {7; }ics)

1: if @ is uninitialized then

1: if @ is uninitialized then 2: Q=0
g Q=0 3: Q=QU{c}
3: Q=QU{c} 4: return Obtain (sky, mpk, S, c,{7;}ics)

4: return Obtain (skuw7 mpk, S, c, {51-}1-65)

Figure 5.3: The user (left) and context (right) blindness experiments for NITBS.

be its advantage in the experiment defined in Figure 5.3 (right). We say a non-interactive thresh-
old blind signature scheme, NITBS, satisfies blindness if for any ppr adversary A each of these

advantages is at most 1/2 4 negl(\), for some negligible function negl(-).

For completeness, we also describe the weaker notion of one-more unforgeability, which roughly

corresponds to the notion of OM-Unf-0 in threshold (interactive) blind-signatures.

Definition 5.13 (Weak one-more unforgeability). For all \,n,t € Nwitht < n
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AdVWOM—Unf

NTBs. A = Pr[WOM-Unfnites a()) = accept]

denotes the advantage of an adversary A in the experiment defined in Figure 5.4. We say that a

non-interactive threshold blind signature scheme, NITBS, is weakly one-more unforgeable if for any

ppT adversary A this advantage is negligible.

Game wOM-Unfnitgs 4 (\)

Oracle Ojssye(pky; €)

1:

2 8

88

pp < Setup(1?), C == @

(mPK {Ski}ie[n]> s KeyGeng (pp, t,n)
{171} < AP Ok (pp, mpk)

ife<Lv \/

1<<j'st
\/ Verify (mpk, m;,0;) # 1 then
jet

(mj =mj/)

reject

accept

if L is uninitialized then
L:=0

L=L+1

foreach i € [n] \ C do
a; < Issue (sk;, pky, €)

return {0;};c\c

Figure 5.4: The weak one-more unforgeability experiment for NITBS.

5.4 NITBS from Pointcheval-Sanders Assumption

This section introduces our main result, a non-interactive threshold blind signatures construction

from PS signatures. Our starting point is the non-interactive blind signature scheme that we construct

using the Pointcheval-Sanders signature scheme [148]. We choose PS signatures specifically for their

efficiency and, critically, their amenability to the thresholding template we employ below. Other

signature schemes such as BBS [44] and BBS+ [20, 53] share similar properties, and we propose

their exploration for candidate NITBS constructions as future work.
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NIBS from PS signatures. Recall that in the PS signature scheme, given generators g € G and

g € G of two pairing-friendly groups, a signature on a message vector (p1,...,u;) € FF is
U= (1/)1 = h,y = hetEin y“‘i) where (z,y1,%2, . ..,yx) € FF*1is the secret signing key sk.
The corresponding public verification key is pk = (X = g%, Y, = gyl,?g =g¥,... Y, = gyk) €
GF*1. Verification succeeds if e(1y, §) Ze (wl, X Hle ffi” ’) The PS problem (Def. 5.7) re-

quires that, given g, g, %, ¥ and an oracle that outputs (h, h*T¥#) on input . € F (with h uniform
over G), it is hard to find (p*, h*, (h*)*+Y*") for any fresh p* € F and nontrivial h*.

To construct a NIBS scheme, a natural approach is to have the signer with key-pair pk :=
(X,Y1,Ys) and sk := (z,y1,y2) sign the tuple (c, pky) and send it as the pre-signature &, which
the user then re-randomizes. However, pky, is a group element and cannot be signed directly. We

resolve this by setting sk, = « and pky := g¢g®. The signer instead computes h = ¢" and
H = (g=tvic. pk{?)" for r +s F. Since H = (g")*t¥1¢T%2% we have ¢ := (h, H) as a valid
PS signature on (c, sky).

The user re-randomizes & to obtain a fresh signature ¥ unlinkable to the pre-signature. However,

the message cannot be sent in the clear. Instead, the user computes m := ¢*/(c*®) and constructs

a NIZK proof that it knows ¢ and « such that ¥ is a valid PS signature under pk on the message

(c,a) and m = g%/ (¢t®)_ The final blind signature consists of the re-randomized PS signature ¥
along with this proof . To optimize efficiency, we design 7 as a X-protocol based on the Schnorr
identification scheme [157].

Blindness follows from the zero-knowledge property of 7, indistinguishability of ¥ from uni-
form under the Strong Decisional Diffie-Hellman problem [147], and pseudorandomness of m under
the hardness of the Decisional g-Diffie Hellman Inverse problem [77]. Unforgeability reduces to
the hardness of the PS problem, with two key technical obstacles. First, we cannot sign c directly.
Instead, we replace it with a programmable value from the PS challenger, so the signer signs the
message (k = H(pky, ), sky), where we model H as a random oracle whose outputs are tied to the

PS oracle. Second, a naive forking argument for extracting the NIZK proof would incur soundness
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loss exponential in ¢, the number of pre-signature queries. Instead, we achieve online extractability

by working in the AGM [89], which preserves the efficiency of the Schnorr protocol.

Remark 5.1. This scheme offers faster issuance, and smaller pre-signatures and final signatures
than the previous state of the art NIBS scheme due to Hanzlik [101]. Concretely, issuance requires
3 exponentiations in G, 1 multiplication in G, and 1 H computation into F, compared to 5 exponen-

tiations in G and 2 multiplications in G in [101]. The pre-signature size here is just 2 elements in G,

which is roughly half the pre-signature size in [101], where it additionally includes 1 element in G.

The same is true for the final signature.

Thresholdizing PS-NIBS. Given the NIBS scheme from PS signatures, we attempt to apply the
standard thresholdizing approach for some threshold ¢ by distributing ¢-out-of-n linear secret shares
of sk := (z,y1,y2) among n signers.* Let [x]; denote the i™ share of 2 (and similarly for [y;]; and
[y2]:). Each signer issues a pre-signature o; over a shared context ¢, which must be fixed across all
signers to prevent users from mixing pre-signatures from different contexts. For example, signers
could compute ¢ := H(pky||cur_epoch), where the epoch duration is fixed at some reasonable
interval to ensure all signers issue their signatures within that window.

Now, a natural question is whether the user can simply aggregate ¢ or more pre-signature shares
and prove validity. However, doing so with Schnorr proofs would yield proof sizes scaling with
t = O(n), defeating the efficiency gains. Instead, the user must locally aggregate the ¢ or more pre-
signature shares into a single valid PS signature. The first obstacle is that each signer signs over a
distinct base h;, making it unclear how to combine the resulting signature components. We address
this by having all signers compute a common base h := Hg(pky||c) that depends only on the user’s
key and issuance context. Let x := Hz(pky, c).

The second obstacle arises because signers cannot compute the full signature component, as no

individual signer knows h®. Instead, the i™ signer factors the pre-signature into two parts: A; =

plelitlnlis . gri and B; := (pky) ™" - hl¥2li, sending both to the user. The user can then compute a

*We designed the issuance computation to decompose into additive shares that independent signers can produce non-
interactively while still yielding a valid blind signature upon aggregation. This property does not appear in prior NIBS
schemes, and the standard secret-sharing recipe does not apply directly to existing designs [24, 25, 101, 103].
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valid PS signature as (h, A; - BY) = (h, hlglitlnltlyzliay with the common base h. Note that the

user’s public key must now be pky := g"/“ to preserve the property that the PS signature is over a.
The randomness r; introduced by each signer is essential for the unforgeability of the scheme.

Any user with at least ¢ valid pre-signature shares can use the share recomposition algorithm
of the linear threshold secret-sharing scheme to obtain the final PS signature (h, h*T¥151929%) The

protocol then proceeds as before, with the user proving knowledge of x and « such that the re-

randomized PS signature W is valid under pk on the message (k,a) and m = g'/(*+®)  This
aggregation step does not affect the issuance times or the pre-signature and final signature sizes

compared to the non-threshold NIBS construction.

Construction 5.1. Our construction requires hash functions Hg : {0,1}* — Gand Hz : {0, 1} —
Z;,. We will also make use of three non-interactive proof systems I = (II.Setup, IT.Prove, II. Verify),

for languages L, L'}“TBS, oL ySITBS as defined. The language will be evident from the statement used in

II.Prove and I1.Verify. Moreover, we will use different common reference strings crsy and crsps to

distinguish those two different proof systems.

Language (| l'J\”TBS
Instance: Each instance x is interpreted as group elements (¢1, ¢2) € G2.
Witness: Witness w consists of scalar a € Z3;.
Membership: w is a valid witness for x if

5 = P1

Concretely, the NITBS construction is defined by the following algorithms:

* Setup ( 1)‘) — pp. The setup algorithm generates the common reference strings crsy and

crspgs for the proof systems for languages OL’L'}“TBS and OL’l'D\'S'TBS, respectively.’

STt is worth noting that, depending on the instantiation of the proof systems, the setup algorithm can be transparent,
i.e., no trusted party may be needed to run this setup algorithm.
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Language (| I'D\'S'TBS
Instance: Each instance x is interpreted as the issuer’s public key pk = (X' Vi, 172) €G>, a
group element m € G and a PS signature ¥ = (¢, 1)5) € G.
Witness: Witness w consists of scalars (r, a) € (Z5)?.
Membership: w is a valid witness for x if

e(y1, X) - e(¥1,Y1)" - (1, Y2)* = e(¢2, §)
> W is a valid PS signature for the message (k, )
A m/{—&—a =go

> and m is a valid NIBS message constructed from (k, )

It then sets the public parameters pp = (e, p, G, G, G, 9,91, 92, G, g1, g, Crsy, crsps ), where
e: G x G — G is a bilinear pairing of type 3, g, g1, g2 are generator of G and g is a generator

of G, all of order p.

KeyGeng (pp,t,n) — (mpk, {ski}ie[n]) Given the public parameters pp, the minimum

threshold weight ¢ and the number of signers n, the signing key generation algorithm sam-

ples a random (z,y1,y2) <$ (Z;)3 and computes the master public key mpk = (Y7 =
g, Y = g2, X = §*, Y] == g¥,Ys = §¥2). It then computes (t,n)-threshold secret
shares and assigns the i™ secret key share to the i signer as sk, = ([z];, [y1]:, [v2]i) +

Share; ,, ((x,y1,y2)). Finally, it outputs mpk and [sk]1, [sk]z, . . ., [sk]p.

KeyGeny(pp) — (sky,pky).  Given the public parameters pp, the user’s key generation

algorithm samples a random value sk, < Z;; as the secret signing key. It sets the public key

pky = (gi/ SkU, 7y ), where 7y is a proof of possession of the secret key computed as

my < Iy.Prove (crsu, X = (gl,gi/a),w = (a)) ,
and outputs sk, and pky.
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* Issue ([sk];, pky,c) — &.  Given a signing key share [sk]; parsed as ([z];, [y1]i, [y2)i), @
user public key pky parsed as (pky;, 7y) and context c, the i verifies the user’s public key
by running the NIZK verification as ITy.Verify(crsy, x := (g1, pky), mu). If the verification

fails, the signer aborts the issuance and continues otherwise. It then picks a random r < Z;

and computes the generator h := Hg(pky, ¢) using the user’s public key pky, and context c. It

then computes

A = plFltnlie gt and By = (pk)) ™" - A2l |

where k := Hz(pky, c). Finally it outputs a pre-signature share 7; = (A;, B;).

« Obtain (sky, mpk, S, ¢, {5i},c5) — (m,o).  Given the user secret key a =: sk, the

master public key mpk parsed as (Y7,Ys, X,Y1,Y3), aset S C [n] of indices, context c,
and a collection of pre-signature shares &; for every ¢ € S, the user’s obtain algorithm first
computes h := Hg(pky,c) and k := Hz(pky,c). Then, using the Lagrange coefficients L;

for each issuer in S (which it can pre-compute), it sets the PS signature

U= (hP,Hmi.B?)PAi) ,

€S

for p < Z,. In the final step, it computes the message for the blind signature as m := g;/ (a+r)

and computes proof

mps < Ilps.Prove (crsps, x := (mpk, m, ¥), w := (k, a)) ,

and outputs the message m and the signature o := (U, 7ps).
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* Verify (mpk,m,o0) — 1/0.  Given the master public key, a message m and a signature
(U, mps) =: o, the signature verification algorithm returns the output of NIZK verification

[Ips.Verify(crsps, x :== (mpk, m, ¥), 7pg).

The unforgeability of our construction relies on the (¢, n)-threshold PS problem that we define next.

Definition 5.14 ((t,n)-threshold PS Problem). Let (G,G) be pairing friendly groups of order p

with a bilinear pairing e : G X G — G. Fora uniformly random chosen polynomials f,(X) and

fy(X) of degree t over Z,[X], the (¢, n)-threshold PS problem asks that given access to the oracles

01, 0270Corrupt and (pagaga E,X = gfm(o)’ Y/ = gfy(O)’ {Xl = gfz(z)’ }71 = gfy(l)} >’ find a

i€[n]

(,u*, h*, (h*)fm(o)’Lfy(O)“*) triple such that |C|+|S,<| < (t—1)and h # 1g. Oninput 1 € Z,, oracle

O; outputs h € G. On input of the same 1 € Z,, and i € [n] \ C, oracle Oy outputs h/=(D+Fu()r,
On any repeated queries, both oracles replay the same response as before and additionally, oracle O

adds i to a set S,,. Finally, the corruption oracle Ocorrypt On input index i € [n], adds 4 to set C and

returns (f (), fy(7)).

In fact, the (¢, n)-threshold PS problem can be reduced to the one-more co-discrete logarithm

assumption in the AGM.

Claim 5.15. In the algebraic group model, the (t,n)-threshold PS assumption (Def. 5.14) holds

under the one-more co-discrete logarithm assumption (Def. 5.4).

Pf. sketch. We sketch a reduction to the one-more co-discrete log problem. The reduction obtains
t tuples (T},T;) = (g%, ") from the challenger and constructs the instance by embedding these
values as the first ¢ points of the polynomial f,(X) (i.e., Y; = T; fori € [t — 1] and Y = Tp). The
remaining evaluation points of f, are computed via Lagrange interpolation in the exponent.

When the (¢, n)-threshold PS adversary queries the corruption oracle, the reduction uses the

discrete logarithm oracle to recover the corrupt shares. When the adversary outputs a solution,

it provides algebraic representations as a linear combination of known group elements. The key
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observation is that after at most (¢ — 1) corruptions, the reduction knows (¢ — 1) distinct points of f,,
leaving a single unknown degree of freedom &. By interpolating the known points, the reduction can
express fy(X) = ¢y (X)+§£-uy(X) where g, and u, are known. The reduction then extracts £ using
the same algebraic group model technique as the standard PS assumption, allowing it to recover f,
and output a valid solution to the one-more co-discrete logarithm problem using at most ¢ oracle

queries. O

We now state the main security theorem for our construction. The detailed proofs are provided

in the full version of [27].

Theorem 5.16 (Security). Construction 5.1 is:

(i) One-more unforgeable in the random oracle model (Def. 5.11) assuming the (t,n)-threshold
PS problem is hard, and 11 proof systems 11y and 1lps are online knowledge extractable, is

one-more unforgeable.

(ii) Blind (Def. 5.12) assuming the sDDH (Def. 5.5) and ¢DDH (Def. 5.6) problems are hard in

G and proof systems 11y and 1lps satisfy zero-knowledge.

Pf. sketch. To prove one-more unforgeability, we give a reduction to the (¢, n)-threshold PS prob-
lem. The reduction receives threshold PS parameters from a challenger and simulates the NITBS
scheme for the adversary by answering the random oracle queries consistently; and for each issuance
request, it uses the knowledge extractor for Iy to learn the user’s secret, forwards the appropriately
transformed query to its own PS oracle, and returns the response to the adversary. Suppose now that
the adversary succeeds by producing (¢ + 1) valid signatures on distinct messages. The reduction
extracts the witness behind each signature using the online knowledge extractor for IIps. Now, since
the messages are distinct and valid, the extracted witnesses must satisfy a structural property. Specif-
ically, the values (k; 4+ z«; ) cannot all be equal. This means that among the (¢+ 1) forged messages,
at least one was queried to the PS oracle fewer than ¢ times (essentially by a simple pigeonhole ar-
gument). For this message, the reduction has extracted a valid PS signature obtained without the

threshold number of oracle queries.
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Intuitively, both user and context blindness follows from the zero-knowledge of 7, indistinguisha-
bility of ¥ from uniform (under the Strong Decisional Diffie-Hellman problem) and pseudorandom-
ness of m (under the hardness of Decisional g-Diffie Hellman Inverse problem). The idea is to
simulate all zero-knowledge and then replace the messages in the challenged signatures with ran-
dom group elements. Finally, all the challenged values given to the adversary are either simulated

without the user’s secret key or are random group elements. O

5.4.1 Instantiating the NIZK proof system

We will now show how to efficiently instantiate the NIZK proof systems for languages L, l'J\“TBS and

L F’,\'S'TBS and show that our instantiations satisfy the necessary properties.

Proof for language (| l'J\“TBS

Users can use a proof of knowledge of «, where pkj, = gi/ “. This standard proof of discrete
logarithm knowledge can be instantiated as follows. Compute T{ = (pk{J)O‘,, for some random
o/ s Z3, and challenge cy = H(g1, pky, Tu). Set proof my = (cy, sy), where sy = o —

cy - @ (mod p). To verify the proof, the verifier computes 7}, = g¢;" - (pky)® and returns 1 iff
H(gla pk/U?T[/J) = Cy.
Lemma 5.17. Proof system 11 is online knowledge extractable in the algebraic group model.

Proof. We give an extractor & that, given an instance (¢1,¢2) € G? and a proof 7y, is able to

extract a € Z,, satisfying ¢2 = ¢7'. Observe that the adversary outputs 7y as part of its query to the

Olssue Oracle, and that every such query has the form (pkyy, c) where pky =: (pky, 1y) € GXZ5xZ5.

In particular, for the £™ such query, the algebraic adversary must also output a representation (ao,

ai, az, {a&i}ienQH {aaj, a5,j}j€[k_1]> such that

Pk/Uk = g .gllll .952 . H h?&i . H <A?4’j .B;l5,j> ,
i€(|Q|] jE[k—1]
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where (@) is the set of all query and response pairs to Hg. Then, clearly for any such pk’Uk, we

have by soundness of the proof system that

g/ =ggi gy T v 1 (A?’j‘B?s’j) ‘
i€[|Ql] Jek-1]

Expanding each A; = h;:ermj and Bj = pky, - h¥* = g}/ “ -h%?, (for indeterminates x, y1 and

y2), we can re-write the right-hand side so that

a1+ e (aa,j /o ) ) . . .
gi/ak _ gao . gll ng[k 1]( 4]/ J) . 952 . h?S,z . H h?4,3m+a4,3ym]+a5,gy2 ) (51)
[

i€flQl] j€lk—1]

Now, let each h; = g7¢ for some indeterminate ; € Z,. Then, passing to the discrete-log base

g and re-arranging gives

B+ | 1/ar—ar — Z (asj/aj) | — B2 -az — Z Yi * Q3.

j€lk—1] €|l

+ Z Yj - (aa T + a4 jy1k; + as jy2ay = ag  (mod p) .
jelk=1]

For uniform choices of 31, 2 and all 7;’s, except with probability at most 1/p, this equation

holds only when

Vi € HQH, jE [k— 1] 1 Q2 = a3 =04, = A5 = 0 and l/Oék =aj .

An additional caveat completes the argument. Specifically, the extractor may not control the ac-

tual values of the ; when the bases h; are supplied by an external challenger. The argument above
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therefore only guarantees vanishing exponents against uniform ~;. However, except with some neg-
ligible probability (), the h;’s are computationally indistinguishable from uniform®. Combining

the above, &y fails to extract the witness for 7y with probability at most zl? +v(\)+Advd(N). O

Proof for language .., ,')\'S'TBS

The proof for language £|'>\'S'TBS is comprised of a proof of knowledge of (k,«) such that ¥ =

(11,1)9) is a valid PS-signature on (x, ) and m = g5 In order to instantiate this proof, we first

recall that the verification check for a PS-signature ¥ on (k, «) is

e(1, Y1) " e, Ya) © = e(thr, X 1) - e(t2, ) -
Eq Es> E3

Now in order to compute this proof, the prover first samples (k’, ') s (Z;‘,)Q, and then com-
putes commitments 7 = Ef/ . Eg" and Th := m* T Next, it computes the challenge cps = H(g,
92,3, X, Y1, Y, 01,09, B, Es, Es,Ty,Ts) and sends the proof 7ps := (cps, Sk, So) Where s, =
k' — cps - k (mod p) (similarly, s,,). To verify the proof, the verifier first computes E1, F> and Fs
as defined, then sets T} := E;* - E5* - E5 P and Ty := m®~ T . " and finally outputs 1 iff H(g,
92,3, X, Y1, Yo, 001,42, E1, Ba, E3,T1,Tb) = cps.

Summarizing all the above, the proof 7y consists of 2 elements (cy, sy) in Z;; and the proof
mps consists of the randomized PS signature (1)1, ¥2) and the proof mps := (cps, Sy, Sa ). Therefore,
mps consists of 2 elements in G and 3 elements in Z;‘

Lemma 5.18. Proof system Ilps is online knowledge extractable in the algebraic group model.

Proof. We give an extractor Eps that, given an instance (m, 11, 12, X , f/l, 172) € G3xG3anda proof
Tps, is able to extract scalars (k, ) € (Z;)2 satisfying e(1)1, X)-e(1h1, Y1)"-e(i1, Ya)* = e(1h2, §2)

and m = gé/('ﬁa).

SA similar argument was made in [2] to prove simulation extractability of Schnorr proof system for password-
authenticated key exchange, where the crux of the argument fell on showing that the challenge bases were indistinguishable
from uniformly random bases.
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Recall that the adversary outputs 7pg as part of its (one-more) forgery, and that every such forgery
consists of group elements (m, 11, 12) along with their representations in their respective bases. We

can rewrite this representation similarly to (5.1) as

ay it eqn(aa;/ag) as,i a4,jT+aq jy1K;+as jy2
m=g%.g . H hS H h J YLy Has Y2
i€f|Ql] JEl]

1/(k+a)

the honest relation for this commitment asserts that m = g, for some witness pair (x, a).

We may thus equate the two group elements and rearrange to obtain

g% .g;l1+zj€[zl(a47j/aj) a2 H ha?,z H ha4 JEHa4YIRTas Y2 _ 1

€|l i€l

We can show identically as for the case of 7y that with probability at most - + v(\)+Advd(N),

the exponents other than a9 are all zero, which allows Epg to obtain

Kt+a=ay". (5.2)

Next, given the representation ¢1 = g% - g1 - 95> - [Ticion b - Ijepn (A;M’j - B ) We express

/
it so that ¢o; =[], R?i, where every R; enumerates the individual G bases appearing in the system

(i.e., Ro =g, R1 =4g1,-- )

Observe that for any proof mps, there must exist £} € G such that

El - e(wla }/2 ) = 6(¢1’§)x+ym+y2a = €(¢17§)T )

where 7 = = + Y1k + yaa. Moreover, with probability 1 — 1/p, the algebraic adversary must
have queried the random oracle for E; to generate the challenge cps. Thus, it must have also output
a representation with respect to pairings over known group elements. Thus, we can write £y =
[ e(S:, S;)bii, where each S; and S; themselves have known representations in their respective
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group bases. By bilinearity and the AGM-expansions of the G and G bases, we may re-write £, by

splitting and recombining the pairings so that each resulting individual pairing has a distinct R; as

the G term. Let £y = [, ; e(R;, Rj)béd be the resulting representation. Then we have that

HeRl,R)w—El—ewl, _e<HR ):He(Ri,g)“

7]
Rearranging,
[TeRi R =1 (mod p). (53)
i,j

where ¢; ; = b} ; — a;7 - 1(j_1). Now, let § = e(g, §), then by bilinearity, we have for all 4, j

that

e(Riv R]) - e(gug())ﬁi’w = gﬁi'}’j )

for some indeterminate 3;,y; € Z,,. Passing Equation (5.3) to the discrete-log base g under this

substitution then gives
> Bivicii =Y _Bi | Y e | =0.
1] ( J

Viewing the above as a bilinear polynomial in indeterminates (/3;); and (vy;);, we observe that

one of the following two cases must be true:

o If the coefficient c; ; equals zero for all ¢, j, then necessarily b; i = a,m when j = k and
b; ; = 0forj # k, and extraction succeeds deterministically by picking any ¢ with a} # 0 and

computing
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T=b ./ dl . (5.4)

In this case, solving (5.2) and (5.4) gives us (k, «).

o Otherwise we have a nonzero bilinear polynomial and by a simple application of the Schwartz—Zippel
lemma, we get that the probability (over uniformly random choices of the indeterminates (;

and ;) that this nonzero polynomial evaluates to zero is at most 2/p.

Therefore, in the latter failure case the equality £y = e(1)1, §)” can hold only with probability

at most 2/p over the uniform choice of (;); and (v;);. Combining all of the above, we get that the

probability that the extractor fails to extract is at most % + % +v(A) + Advd(N). O

We also note that the zero-knowledge properties of Il and Ilpg follow directly from that of the

Schnorr proof system.

5.4.2 Concrete efficiency

# of operations Threshold
t=1 t=2 t=3 t=4 t=5
Issue 6x ——0.59 ms

Obtain de + (5 + 2t) x 3.837 ms 4.036 ms 4.235 ms 4.435 ms 4.634 ms

Verify de 4+ 5% —— 3.638 ms

Table 5.2: The number of operations and the estimated time taken by each step of our non-interactive
threshold blind signature scheme for threshold ¢. x refers to scalar multiplication in base group G,

X to the same operation in second base group G, and e refers to pairing operations. A dash through
a row indicates that times are the same across all values of ¢.

We provide some micro-benchmarks for the Issue, Obtain and Verify algorithms for our proto-

col in Table 5.2 to demonstrate its feasibility. All estimates are over the blstrs implementation of

BLS12-381 curve, and were obtained using zka.lc [80] for an AWS EC2 m5.large instance (com-

parable to a mid-range home computer). On the same curve, the receiver’s public key is around 112
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bytes, the presignature size is 96 bytes and the final signature is around 192 bytes for a 256-bit scalar

field.
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Part 11

Anonymous Tokens with a Private

Metadata Bit
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Chapter 6: Non-interactive Anonymous Tokens with

a Private Metadata Bit

The Internet faces a persistent bot problem. Malicious traffic including scrapers, fraud bots, and
credential stuffing attacks consume enormous server resources and pose genuine security threats.
The predominant defense mechanism against such abuse is a CAPTCHA. However, these detection
systems are notoriously unreliable. They flag legitimate users with high frequency, particularly those
seeking privacy through VPNs, Tor networks, shared proxies, or privacy-enhancing browser exten-
sions; so users who take reasonable steps to protect their privacy are systematically blocked from
accessing basic web resources unless they repeatedly solve CAPTCHAs. This creates a powerful
disincentive to anonymous browsing and fundamentally undermines privacy on the web [118].

A more principled solution is to establish trust in honest users upfront, without requiring them
to repeatedly prove their authenticity. Anonymous tokens offer a concrete instantiation of this idea.
In this setting, users first solve a CAPTCHA with a trusted authority (the signer) and receive an
anonymous token in exchange. Later, the user can present this token to any service provider (the
verifier) to bypass CAPTCHA challenges entirely. In effect, the signer certifies the token’s validity
without learning which service the user accessed, and the service accepts the token without learning
the user’s identity. This protocol should satisfy unforgeability, preventing users from manufacturing
tokens as well as unlinkability, preventing both signer and service from linking a user across sessions.

Recent work has explored the introduction of private metadata to these tokens. While public
metadata enables services to embed labels like geographical information or expiration times, pri-
vate metadata takes a different approach. The signer encodes a hidden bit within the token that the
user cannot observe. At redemption, the signer can extract and inspect this bit without the user’s
knowledge. This enables powerful applications. For instance, a signer detecting suspicious behav-

ior can mark a token with a secret flag. Since users remain unaware of the flag, developing tools to

This chapter is based on [26].
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evade detection becomes substantially harder. Most proposals supporting private metadata adopt the
private verification model, where the signer participates in token redemption to recover the hidden
information.

In this chapter, we formalize non-interactive anonymous token (NIAT) schemes with a private
metadata bit. Eliminating the interactive exchange between user and signer during token issuance
allows the tokens to be precomputed and distributed asynchronously. This change removes a funda-
mental bottleneck in deployment by allowing the signing services to compute tokens during off-peak
hours, and operate more smoothly under load compared to existing solutions that require online sign-
ing. We also propose an efficient construction from structure preserving signatures on equivalence
classes (SPS-EQ) [88] based on pairing-friendly groups and prove it secure under standard crypto-
graphic assumptions. We also provide an implementation and validate the practical performance of
our scheme experimentally.

Mostly for theoretical interest, we also sketch a candidate NIAT construction with full unlink-
ability using leveled homomorphic encryption (LHE) [144] inspired by the corresponding non-
interactive blind signature construction from Chapter 3 that gives optimal size tokens at the cost

of a large setup.

Use case: improved CDN access

A major advantage of our main construction is the elimination of client and signer interaction during
token issuance. This enables offline pre-computation, leading to substantial savings when a signing
server handles large request volumes.

Consider the canonical application of anonymous tokens in privacy-preserving CDN access,
which inspired the Privacy Pass protocol [68]. Current CDN deployments operate as follows: when
a client requests content, an attestation server evaluates the request and presents a CAPTCHA if the
origin appears untrustworthy. The client solves the puzzle and returns the solution. The attestation
server verifies correctness and either forwards the request to the origin web server for dynamic con-
tent or serves cached static pages. This approach effectively mitigates bot traffic and DDoS attacks,

and it has proven durable in practice.

105



Unfortunately, this solution sacrifices privacy entirely. Users cannot browse anonymously with-
out revealing their identity and access patterns to the attestation server. Privacy Pass addressed this
gap by allowing clients to include blinded tokens with their CAPTCHA solutions. Upon verification,
the signer signs these tokens on-the-fly and returns them to the client. Later, when accessing pro-
tected web servers, the client redeems tokens to bypass CAPTCHAs while remaining unlinkable to
the signer. The protocol imposes a limit of approximately 30 tokens per session to prevent hoarding
and redistribute attacks.

The fundamental limitation is that online signing is expensive. When a single signer serves
millions of clients simultaneously, the cost of signing tokens on-demand becomes a bottleneck. This

concern motivated fundamental shifts in protocol design, most famously in DNSSEC.

Phase 1: One-time registration

(5) register pky
and create pre-signatures

Pre-signature
storage server

(1) registration request
(2) challenge
ey (3) response, pky

A\ 4

A

v

Phase 2: Request

(6) token request

(7) challenge
@ (8) response, pky

T (11) {ous, culus

— >
(9) accept/reject, pky

A\ 4

A

A\ 4

A

Figure 6.1: An illustration of NIAT issuance for CDNs with offline signing.
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Our NIAT construction circumvents this constraint by eliminating online signing entirely (Fig. 6.1).
We propose a two-phase deployment model. During registration, clients prove their legitimacy by
solving CAPTCHAs and submit their public key to the signer. The signer verifies the client once,
then offline pre-computes and stores a batch of pre-signatures. This one-time interaction per client
is minimal. Subsequently, when a client requests tokens during the request phase, they obtain pre-
signed tokens immediately without waiting for online computation, ensuring a ready supply for all
registered clients. The amortized cost of issuance then depends only on client authentication and

network latency, not on the volume of tokens requested.

6.1 Prior Work on Anonymous Tokens

Privacy Pass [68] introduced the idea of one-time use anonymous tokens as a method to prevent
DDoS attacks while enhancing privacy and ensuring a seamless user experience for those who access
web servers protected by Cloudflare infrastructure.

In the simplest setting, Privacy Pass is an interactive, two-move, client-initiated protocol which
relies on Verifiable Oblivious Pseudorandom Functions (VOPRFs), and is secure in the random
oracle model. The recent partially oblivious PRFs [164] may be used in place of VOPRFs for a more
efficient and flexible instantiation of Privacy Pass. One disadvantage of the Privacy Pass protocol is
that if a client is deemed malicious, they will not be issued tokens and the request would be dropped.
This kind of feedback may inform malicious actors of their detection, which could be leveraged to
refine their methods to circumvent bot-detection mechanisms.

To address this problem, Kreuter, et al. proposed the idea of anonymous tokens with private
metadata bit [123] in order to propagate trust signal from the issuers to the verifiers in a private
way. They formalized the security properties of this primitive, and proposed a construction called
PMBTokens which are essentially an extension of the Privacy Pass protocol to support the private
metadata bit. Like Privacy Pass, PMBTokens are also based on VOPRFs and are secure in the random
oracle model. Also like Privacy Pass, PMBTokens do not allow any parties other than the parties
holding the secret signing keys to verify the validity of tokens or to extract the private metadata bits
in the case of PMBTokens. On the other hand, publicly verifiable anonymous tokens with private
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metadata bit [39] allow for public token verification under the issuer’s public key, while the private
metadata bit remains hidden from users and is only extractable with the issuer’s secret key. Publicly
verifiable anonymous tokens have also been instantiated from RSA blind signatures [15], however
they do not support private metadata.

Chase, et al. [60], proposed ATHM which is an anonymous token protocol for the setting where
the issuer and verifier are the same entity. ATHM is based on a symmetric key primitive, namely
algebraic MACs, and is secure in the generic group model. In addition, they also revisited the def-
inition of anonymous tokens and merged the two notions of token validity in [123]. Specifically,
in the new definition, only tokens from which we can extract the embedded metadata bit success-
fully are considered valid tokens, and the private verification algorithm AT.Verify was removed for
redundancy. ATHM can also be extended to support public metadata in tokens.

Anonymous Counting Tokens (ACTs) [40] are another variant of anonymous tokens where clients
are not able to redeem more than one token per message with the same verifier. This security property
can be achieved through two different approaches: either by allowing the issuer to detect repeated
token issuance requests for the same message from the same client during issuance, or by allowing
the verifier, during redemption, to detect that two different tokens for the same message were issued

to the same client.

6.2 Preliminaries

In this section, we give the preliminaries necessary for this chapter.

6.2.1 Cryptographic hardness assumptions

Definition 6.1 (Inverse decisional Diffie-Hellman problem (InvDDH)). Let G be a group of order
p. For x <$ Z,, and g € G, the inverse decisional Diffie-Hellman problem asks to distinguish, for a

randomly chosen 1" € G, the distributions 9Dy and D;, where:

Dy = (p,g,g””,gl/””) Dy = (p,g,9°,T) .
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6.2.2 Structure-preserving signatures on equivalence classes

Structure-preserving signatures on equivalence classes (SPS-EQ) [88] are used to sign equivalence
classes [m] of message vectors m € (G*)* for £ > 1, with equivalence relation m,n € G’ : m ~g
n < ds € Z, : m = n®. Let us now recall the definition for SPS-EQ [88], adapting the notation
for multiplicative groups as in [101].

An SPS-EQ scheme EQ is a tuple of polynomial time algorithms (Setup, KeyGen, VerKey, Sign,

ChRep, Verify) defined as follows:

* KeyGen(1*,1%) — (skgq. pkeq). Given the security parameter 1%, and the length of mes-

sage vectors / the probabilistic key generation algorithm it outputs a key pair (pkgq, Skeq)-

* Sign(skgq,m) — ogq. Given the secret key skgq and a representative m € (G*)* the

probabilistic signing algorithm outputs a signature o gq for the equivalence class [m)].

* ChRep(m,ogq, 1) — O'&Q. Given the representative m, a signature ogq and a scalar
i € Z, the representative changing algorithm returns an updated message-signature pair
(m', o¢q) where the new representative is m’ = m* and o, is the corresponding updated

signature.

* Verify(pkgq, m, oeq) — 1/0. Given the public key pkgq, a representative m, and a signa-

ture ogq the deterministic signature verification algorithm outputs 1 (accept) or O (reject).
An SPS-EQ scheme must satisfy the following properties:

Definition 6.2 (Correctness). For every A € N, £ > 1, m € (G*)Z, and all scalars 1 € Z, an

SPS-EQ scheme satisfies correctness if

- Verify(pkgq, m, ogq) A . (skeqs Pkeq) <3 KeyGen(ppeq)

Verify (pkeq, m*, ChRep(ogq, 1)) oeqQ +$ Sign(skgq, m)
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Game Unf g (\) Oracle Os;gn(m)

1: Q=92 1: ogqQ % Sign(skgq, m)
20 (skgq, Pkeq) <8 KeyGen(1*,19)  2: Q:=QU{m}
3. (m*7UEQ) « ﬂos‘g“(pkEQ) 3: return ogq

4: return m*] # [m]Vm e Q A

Verify(pkEQ7 m*, O'EQ) =1

Figure 6.2: The existential unforgeability under chosen message attack experiment for SPS-EQ.

Definition 6.3 (Existential unforgeability under chosen message attack). Let
Advg{jg = Pr[Unfz¢(\) = accept]

be the advantage of an ppt adversary A in the Unf experiment defined in Figure 6.2. An SPS-
EQ scheme over (G*)’ is existentially unforgeable under adaptive chosen-message attacks if for all

¢ > 1, and any ppt adversary A, this advantage is at most negl()), for some negligible function

negl(-).

Definition 6.4 (Perfect signature adaptation under malicious keys). For every ¢ > 1 and all tuples

(pkEQv m, geqQ; ,U) satisfying
m € G* A Verify(pkgq, m,0eq) =1 Ap € Z,

an SPS-EQ scheme on (G*)Z perfectly adapts signatures under malicious keys if the output of

ChRep(ogqQ, 1) is a uniformly random element in the space of signatures, conditioned on Verify

(pkEQ7 m'u7 o-iEQ) =1

The FHS19 SPS-EQ. In this work, we will use the pairing-based construction of SPS-EQ due to

Fuchsbauer, Hanser, and Slamanig [88]. Specifically, a signature on a messagem = (m, ma, ..., my,) €
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(G*)!is atriple (Z,Y,Y) € G x G, xG. The secret key of the signer is a tuple of £ elements in
Z,, and the public key is an an {-tuple from G*. Importantly, the signature can be adapted to an-

other signature on message m* without the secret key of the signer. We explain the full construction

below:

* KeyGen(1*,1%) — (skgq. pkgq). Given the security parameter 1%, and the length of mes-
sage vectors ¢ the key generation algorithm samples a random vector x <$ (Z;)e and sets it as
the secret key skgq. It then sets the corresponding public key pkeq as 5 = (1, §*2, ..., ")

and outputs both skgq and pkeq.

* Sign(skgq,m) — ogq. Given the secret key skgq = (21,22, ...,2¢) and a representative
m = (m,my,...,m;) € (G*)* the signing algorithm samples a random scalar v «$ Z,. It

then computes

Finally it returns the signature ogq = (Z,Y,Y).

* ChRep(m,0Eq, i) — 0pq. Given the representative m = (m, my,...,my) € (G*)', a
signature ogq = (2,7, f/) and a scalar ;1 € Z,, the representative changing algorithm first

runs the signature verification algorithm as Verify(pkgq, m, ogq) and outputs L and aborts

if it rejects. Otherwise, it samples a random scalar § < Z,, and returns the updated signature

U,EQ = (Zé-x@yl/i,f/l/é).

* Verify(pkgg, m,ogq) — 1/0. Given the public key pkgg = (G*1, §*2,..., "), a repre-
EQ Q p Y PKEQ P

sentative m := (m, mo, ..., my), and a signature ogq = (Z,Y,Y) returns the output of
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6.3 The Formal NIAT Framework

We now formally define a non-interactive anonymous tokens (NIAT). As discussed in the introduc-
tion, our definitions are inspired by existing definitions of anonymous tokens with private metadata
bit (ATPM) [60, 123] properly adapted to capture the non-interactive properties of non-interactive
blind signatures (NIBS) [24, 101].

A non-interactive anonymous tokens scheme consists of a tuple of polynomial time algorithms

(Setup, KeyGeng, KeyGenyy, Issue, Obtain, Verify, ReadBit) defined as follows:

* Setup(1*) — pp. The setup algorithm takes a security parameter A as input and outputs a
set of common public parameters pp. All of the remaining algorithms take pp as an input, but

for notational clarity, we usually omit it as an explicit input.

» KeyGeng(pp) — (pk, sk, ek). The signer’s key generation algorithm takes public parameters

pp as input, and outputs a public key pk, a secret signing key sk, and an extraction key ek.

» KeyGeny(pp) — (pky,sky). The user’s key generation algorithm takes pp as input, and

outputs a public-secret key pair (pky, sky).

* Issue(sk, ek, pky,b,7) — (d,c). The signer runs the probabilistic algorithm Issue which
takes as input the signer’s secret signing key sk, the extraction key ek, the user’s public key
pky, a private metadata bit b € {0, 1}, and public metadata 7. It then outputs a pre-signature

o, and a random c.

* Obtain(sky, pk,d,c,7) — (t,0) or L. The probabilistic Obtain algorithm is run by the user
to obtain the final token. It takes as input the user’s secret key sky,, the signer’s public key pk,
a pre-signature &, and context c. It outputs a token (¢, o) if the algorithm runs successfully, or

| otherwise.
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* Verify(pk,t,0,7) — 0/1. The deterministic public verification algorithm takes as input the

signer’s public key pk, the token (¢, o) and the public metadata 7, and outputs 0 or 1.

* ReadBit(ek,t) — b € {0,1} or L.  On input the signer’s extraction key and a tag ¢, the

deterministic ReadBit algorithm outputs a bit b € {0,1} or L.!

The reader will observe that our interface has two algorithms that could signal whether or not a
token is valid. Namely, the Verify and ReadBit algorithms. However, as pointed out by [60], having
two different notions of validity can potentially open up new attack vectors against an anonymous
token protocol. For instance, a malicious user could forge tokens that yield a valid bit, but fail
verification or vice-versa. This can be concerning in situations where distinct parties are performing
ReadBit and Verify. To address this problem, we will insist that the correctness of the scheme
hold only when the outcomes of ReadBit and Verify are consistent. In practice, this means that the
ReadBit algorithm should only be run on tags whose corresponding tokens pass Verify. This unifies
our two notions of validity and facilitates public verification, which is necessary for applications
where token verification is outsourced to a standalone server.

It must further satisfy the following properties:

Definition 6.5 (Correctness). For every security parameter A € N, for every b € {0, 1} and public

metadata 7 € {0, 1}, a non-interactive anonymous tokens scheme satisfies correctness if

pp < Setup(1*)

(pk, sk, ek) < KeyGeng(pp)
Verify(pk,t,0,7) = 1 A
Pr © (pky,sky) +$ KeyGeny(pp) =1
ReadBit(pk, ek,t,0,7) = b

(G, ¢) «s Issue(sk, ek, pky, b, 7)

(t,0) s Obtain(sky, pk,7,c,7) |

'Note that ReadBit is a deterministic function of the signer’s secret extraction key and the tag. Additionally, as dis-
cussed in the introduction, ek could be potentially delegated to “premium” verifiers. This delegation process is orthogonal
to the core scheme.
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Given that our scheme is non-interactive, we formalize the notion of reusability for NIAT based
on a similar notion from the NIBS literature [24] (also see Appendix A). Reusability allows us to
capture the meaningful property that a signer should be able to issue multiple tokens to the same
user’s public key pky,. In other words, a signer can reuse a user’s public key pky, to issue tokens
non-interactively.

We note that this property is not needed in the ATPM definition given by Chase et al. [60] because
their scheme is interactive. More precisely, in an ATPM scheme, whenever a user initiates a token
issuance session, the user sends to the signer a query which suffices to uniquely identify that session.
This is not possible in the non-interactive setting, as the only information that the signer knows about

a user is its public key pky.

Definition 6.6 (Reusability). A non-interactive anonymous token scheme is reusable if for every
security parameter A € N, metadata bit b € {0,1} and public metadata 7 € M the following

probability is negligible

pp < Setup(1*)
(pk, sk, ek) < KeyGeng(pp)
Prlc=a Vi=t: (pky, sky) < KeyGeny(pp)
Vi€ {0,1} : (7i,¢;) < Issue (sk, ek, pky, b, 7)

Vi € {0,1} : (t;,0;) < Obtain (sky, pk, 7;, ¢i, 7)

We now define one-more unforgeability for NIAT. Our adversary is given access to an issuance
oracle Ojsse that allows it to request pre-signatures (and the corresponding contexts) for any user
public key pky;, metadata bit b € {0, 1}, and public metadata 7 of its choice. It is also given access

to an oracle OReadgit for the bit extraction algorithm. We consider three types of NIAT forgeries:

* Type 1 (Token forgery). The adversary breaks unforgeability if, after receiving ¢ pre-signatures

from Ojsye, it outputs more than ¢ valid tokens (¢, o) under the same public metadata 7*. This
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corresponds to the standard “one-more” forgery notion for blind-signature-based construc-

tions.

Type 2 (Public-validity consistency). The adversary also breaks unforgeability if it outputs
a token (¢, o) such that Verify(pk, ¢,0,7*) = 1 but ReadBit(ek,¢) = L on any public meta-
data 7* of its choice. This guarantees, that public verification and private bit extraction define
compatible notions of validity, i.e., any token accepted by Verify must have a well-defined
embedded metadata bit. This property is not needed in [60], but is important in publicly veri-
fiable settings, where verification may be performed by parties that do not hold the extraction

key.

Type 3 (Metadata bit integrity). Finally, the adversary breaks unforgeability if it violates the
integrity of the embedded metadata bit. Concretely, let ctrg and ctr; denote the number of
issuance queries made by the adversary for bits 0 and 1, respectively, under public metadata
7*. The adversary wins if it outputs a set of valid tokens for which the number of tokens
extracting to some bit b € {0, 1} exceeds ctry. In other words, the adversary cannot produce

more valid tokens carrying bit b than the number of times it queried that specific bit during

issuance.

As with the existing definition of [60], we stress that we do not aim to rule out ‘one-for-one’ bit

switching, where an adversary transforms a token issued under bit O into a token under bit 1 and

vice-versa, preserving the fotal number of tokens per bit. Such transformations do not violate the

above counting condition. However, in practice such a transformation does not give the adversary

any additional power as it does not increase the number of usable tokens of any type, nor does it

enable amplification of trust signals or bypass of system policies. In particular, any meaningful

attack would require a net increase in tokens of a given bit, which is precisely what our definition

rules out.

Unlike the definition of [60], where the adversary commits to a single target bit and all forgeries

must correspond to that bit, our definition allows the adversary to produce tokens under both bits
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without prior declaration. This results in a more flexible formulation that avoids restricting the ad-
versary’s output to a single metadata value, while capturing the same core security requirement of

preventing a net increase in valid tokens for any given bit.

Definition 6.7 (One-more unforgeability). Let

AdvgM-Unf — Pr [OM-Unf 4()\) = accept]

be the advantage of an adversary A in the experiment defined in Figure 6.3. We say a NIAT

scheme NIAT is one-more unforgeable if for any ppT adversary A this advantage is negligible.

Game OM-Unf#()) Oracle Ojssye(Pky; b, 7)
1: pp<s Setup(l’\) 1: if ¢, ctrg ;, ctry » are uninitialized
2:  (pk, sk, ek) < KeyGeng(pp) then ¢ := 0,ctrg , == 0,ctr , =0
307 {(th 00) e AOsue:Oresd (b pk) 2: (d,c) s Issue(sk, ek, pky, b, T)
/l Type 1: token forgery 3: L+ L+1
4 i #{tibie) > LN 4: ctry . < ctrp - +1

/\ Verify(pk, t;, 04, 7*) = 1 then accept 98 meimem (6,6
i€[N]
51 ctrg . = 0,ctr{ . =0

6: foreachi e [N]do

Oracle ORead (t7 g, T)

78 if Verify(pk, t;,0;,7*) = 1 then 1: return ReadBit(ek, t)
8: b’ < ReadBit(ek, t;)
/I Type 2: public-validity consistency
9: if b’ = L then accept
10 : ctry o 4= ctry o+ 1

/I Type 3: metadata bit integrity
1 if ctrg . > ctro - Vctry . > ctry ;- then accept

12: reject

Figure 6.3: The one-more unforgeability experiment for NIAT.
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Next, we formalize NIAT unlinkability. The overall intuition here remains the same as in the
ATPM definitions of [60], except that the adversary is now equipped with a GenUser oracle Ogenuser
that issues new public keys, and an Obtain oracle Ogptain that returns the tokens on chosen (&, ¢, 7)

triples.

Definition 6.8 (x-unlinkability). Let

Adv-NK = Pr [UNLINK #,,,()\) = accept]

be the advantage of an adversary A = (A, Az, Aj3) for parameter n € N in the experiment

defined in Figure 6.4. We say a NIAT scheme NIAT is x-unlinkable if for any ppt adversary A and

n € N, this advantage at most x/n + negl()).2

Game UNLINK 7 () Oracle Ogenuser (PP)
1: pp s Setup(1?) 1: if Que is uninitialized then Qs == @
2: (pk,state;) < A1 (pp) 2:  (pky,sky) < KeyGeny(pp)
3: (QF,7,state,) < ﬂgGe"”se”Oo‘“i" (statey) 30 Qusr = Qusr U {(pky,sky)}
4: foreach (pky,a,c) € Q" 4: return pky
50 if (pky, ) & Qusr
V (pky, +, €) € Qobt then reject Oracle Oopain(pky, 7, ¢, 7)

6: if |Q*| # n then reject
1: if Qopt is uninitialized then Qopt = @

2 if (pky,-) ¢ Qusr then return L

7: foreachi € [n] do

8: tok; <= Obtain(sky, pk, 75, ¢, 7)
9: if tok; = L then reject 3¢ Retrieve sky from Qusr

R 4: tok s Obtain(sky, pk, 7, c,
10: 745 [n) (sky, Pk, 7, ¢, )

5: if tok # L then

6: Qobt = Qobt ) {(pkU7 63 C)}
ie[n]\{¢*1(3>}> 7: return tok

11 :  Pick a random permutation ¢ : [n] — [n]
12: i* ¢« A (stateQ,tok;, (toky(i))

13: if i* =7 then accept

Figure 6.4: The unlinkability experiment for NIAT.

*Intuitively, the probability & /n quantifies the best strategy for an honest signer that has » choices for each private
metadata b;. In the case that the private metadata is a bit, ATPM (and thus also NIAT) schemes generally focus on the
case where kK = 2.
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Concretely, the parameter n is the number of pairwise distinct (pky, 7, c) triples in the challenge
set Q*. Notice that we do not enforce any other constraints on the values inside Q*. This allows for
cases where some public keys can repeat. In particular, when n = 2, k = 1, and pky, # pky, (resp.
pky, = pky,), we can view this experiment as being analogous to the stronger versions of NIBS
user (resp. context) blindness [24]. Thus we view our unlinkability definition as a generalization of

the NIBS blindness definitions.

Remark 6.1. An important requirement for unlinkability is that all (&, c) pairs in Q* must be under
the same public metadata, otherwise the property is trivially broken. This also holds for the definition

given in [60].
We then define the equivalent notion of privacy for the metadata bit in a NIAT.

Definition 6.9 (Privacy of metadata bit). Let

Adv;{'\/IB = |Pr[PMB#()\) = accept] — Pr [PMB,0(\) = accept]|

be the advantage of an adversary A in the experiment defined in Figure 6.5. We say a NIAT
scheme NIAT preserves privacy of the metadata bit if for any ppr adversary A, this advantage is

negligible.

6.4 NIAT from Structure-preserving Signatures on Equivalence Classes

We now present our NIAT construction from structure-preserving signatures on equivalence classes.
At a high level, in order to build NIAT we will extend the NIBS construction of [101] to additionally
embed the private metadata bit into the signer’s pre-signature. This is a non-trivial exercise as the
bit must also be extractable from the final token, under the signer’s secret key. We resolve this by
hiding the bit inside the exponent of a random group element and sending the result as part of the
pre-signature. Thus, when a user sends the re-randomized signature, the part corresponding to the

hidden bit can be checked in the exponent using the signer’s secret key.
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Game PMB ; ;(}) Oracle Ojssue(pky, b, 7)

1: pp s Setup(1?) 1: (7,c) < Issue(sk, ek, pky, b, T)
2:  (pk, sk, ek) < KeyGeng(pp) 2: return (7,c)
3: flag := False

4t B ¢ FOmeOnms O (pp o) Oracle Ovaiid(t, 0, 7)

5: if b* = b then accept 1: b+ ReadBit(ek,t)

2: return (b # L A Verify(pk,t,0,7) = 1)
Oracle Ogead(t, o, T)

Oracle OChaIIenge(pkU ) 7_)

1: if flagA (7 = 7) then return L

2. if Verify(pk,t,0,7) = 1 then 1: if flag then return L
3: return ReadBit(ek, t) 2: flag == True,7 =71
4: return L 3 (3,c) s Issue(sk, ek, pky, b, 7)

4: return (,c)

Figure 6.5: The privacy of metadata bit experiment for NIAT.

In all that follows, we will ignore the public metadata 7 for simplicity, instead noting that (and
as we show in the full version of this article, all our constructions are extendable to include 7 in a

manner similar to [101]).

Construction 6.1. Our construction requires a hash function H : {0, 1}* — G modeled as a random
oracle, an SPS-EQ scheme EQ = (EQ.Setup, EQ.KeyGen, EQ.Sign, EQ.ChRep, EQ.Verify), and a

NIZK IT = (II.Setup, I1.Prove, I1.Verify) for the language ol’é\'(')AT as described.

System setup. This algorithm sets up the generators for the bilinear groups G and G of prime order

p. It also runs the NIZK setup to generate the crs for the language (] é\'(')AT.

Key generation. The signer’s key generation algorithm samples a random scalar vector x and runs
the SPS-EQ setup algorithm. The user’s key generation algorithm samples a random value as the

secret signing and extraction keys, and sets the public key with respect to this secret.
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Language ./ ,'E\'éAT
Instance: Each instance x is interpreted as a collection of group elements pk and elements
R,S.
Witness: Witness w consists of an integer vectors ek := (z1, z2), sk := (y1, y2, y3) and a bit
b.
Membership: w is a valid witness for x if

be{0,1} A § = RU-bztbrz 5
pk = (¢"*, g%, 3", "%, 9%°)

Pre-signature issuance and token generation. We show the pre-signature issuance and token
generation protocols in detail in Figure 6.7. To issue a pre-signature, the signer creates an equivalence
class signature on (pky, H(c), .S), where group element S € G embeds the metadata bit b. The pre-
signature & includes the signature o and the bit embedding S, and the c is the uniformly chosen
hash input c. We must additionally include a NIZK proof 7 in &, proving b € {0, 1}, the knowledge
of secret keys corresponding to the public keys and the correct computation of the bit embedding.
In order to obtain a redeemable token, the user first verifies the NIZK proof and the equivalence

class signature. It can then transform the representation of & to the equivalence class signature on
(g,H(c)* ", 5% "). The final token is the tag t = (H(c)a_l, SO‘_1> along with the transformed

signature o. We discuss the protocol for validation of this token next.

Public verification (token redemption). The public verification algorithm consists of verifying

the equivalence class signature o.

Bit extraction. The bit extraction proceeds by first calling the public verification algorithm. Then,
the signer simply checks which b € {0, 1} satisfies tf”b = to and returns that bit if one is found,

otherwise it returns an error.

We now state the main security theorem for our construction. The detailed proofs are provided

in the full version of [26].

Theorem 6.10 (Security). Construction 6.1:
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Setup(1*, 1) KeyGens(pp) KeyGeny (pp)

1: crs <s I1.Setup(1*) 1 X3 (Z;)2 11 a<s$sZ,
5 (1N 12 &2 "
2: returnpp:= (11,1%crs) 2: ¥,y s EQ.KeyGeng(1*,1°) 5. return SPIEU :g )
(X Y u-—
3: return pk = (g%, %),
sk =y,ek =x
Verify(pk, t, o) ReadBit(ek, t)
3) k@ HKB) 1: foreachbe {0,1}do
1: return EQ.Verify( (pk » PR, pk )’ ) 0.1}
1+b
(9,t1,t2),0 78 ift?k( " =ty then
3: return b

4: return L

Figure 6.6: The system setup, key generation, verification and bit extraction algorithms for NIAT
from SPS-EQ.

(i) One-more unforgeable in the random oracle model (Def. 6.7) assuming the NIZK proof sys-
tem 11 satisfies zero knowledge and the SPS-EQ scheme EQ is existentially unforgeable under

adaptively chosen-message attacks.

(ii) r-unlinkable (Def. 6.8) in the random oracle and honest-key models for k = 2, assuming the
NIZK proof system 11 is an argument of knowledge, the InvDDH assumption (Def. 6.1) holds

in G and the SPS-EQ scheme EQ perfectly adapts signatures under a malicious signer.

(iii) Private-metadata bit secure (Def. 6.9) in the random oracle model assuming the NIZK proof
system 11 satisfies zero-knowledge, that DDH assumption holds and the SPS-EQ scheme EQ

is existentially unforgeable under adaptively chosen-message attacks.

Pf. sketch. To prove one-more unforgeability, we give a reduction to the existential unforgeability of
SPS-EQ. Suppose the adversary succeeds by producing N valid signatures on distinct equivalence
classes. Since the adversary made at most ¢ issuance queries, it must have obtained signatures on
at most ¢ distinct classes. By the pigeonhole principle, at least one of the IV forgeries must be a
signature on a fresh equivalence class that was never queried to the EQ oracle during issuance. The

reduction cannot determine which of the N forgeries is on this fresh class, so it guesses uniformly
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Signer(b User
X = ($1,$2) € (Z;)Q 5 a € (Zp)*v g(x €G
————— N —
ek sky pky

y = (y1,92,43) € (Z;,)°,
sk

g =(9",9") €&,

7 =(".9" 5" €6

pk
...................................................... LSS . ettt
c+s{0,1}*, R :=H(c),
S = R(l*b)zrkbmg
@ < EQ.Sign ((y1,92,3), (Pky, R, 5))

crs,x == (pk, R, S) g = (o,57),c

T 4$ H.Prove< w = (ek, sk, b)
..................................................... ObtaiN . ot

k= H(C), m = (pkU7R> S)
if I1.Verify(crs, x := (pk, R, S),m) # 1

v EQ.Verify (pk(&s), m,E) £1

then return L
bm (e 5)

o <s$ EQ.ChRep ((pk(lg)7 pk(I4) pkgs))7 m,o, ofl)

Figure 6.7: The pre-signature issuance and token obtain algorithms for NIAT from SPS-EQ. pk(3:5)
is notational shorthand for (pk(g’)7 pk(®), pk(5)).

at random. If the guess is correct, it outputs a valid signature on an unqueried class, breaking EQ
unforgeability. By zero knowledge of the NIZK proof system, the reduction can simulate all proofs 7
without knowledge of the witness, making the simulated scheme indistinguishable to the adversary.

For k-unlinkability, we first program the random oracle so that H(c) = ¢{ for random v.. This
is indistinguishable to the adversary. Next, using the perfect adaptation property of SPS-EQ un-

der malicious keys, we can compute the obtained signatures directly using the signer’s secret key
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rather than relying on the adaptation guarantee. By soundness of the NIZK proof, the adversary

cannot forge a valid commitment .S containing a bit different from the one it encoded, so we can
extract the bit directly from S using the signer’s key. The crucial step is to replace t; = H (c)l/ sky

with ¢ = ¢/ for a uniformly random p. By the InvDDH assumption in G, this replacement is in-

distinguishable. Intuitively, the adversary cannot distinguish between the two because computing

H(c) 1/sky versus sampling a random group element are indistinguishable when sky is hidden. After
these transformations, each obtained token is completely independent of its pre-signature and con-
text. The adversary’s best strategy now is to observe the hidden bits embedded in the n tokens and
guess which token corresponds to a challenge redemption. Since the tokens are independent of their
derivation, the adversary can do no better than randomly guessing among all tokens with the same
embedded bit, succeeding with probability at most 2/n + negl(\).

Metadata bit privacy is relatively straightforward. As with inforgeability, we program the ran-
dom oracle and simulate all proofs. The key stepm however, is replacing the bit-dependent challenge
S with a uniformly random group element. By the DDH assumption, this replacement is indistin-
guishable. Since S can be made independent of the bit, both bit values are equally likely, and the
adversary’s advantage is negligible. Lastly, we can use existential unforgeability of SPS-EQ to han-

dle the edge case where the adversary can forge signatures. O

6.4.1 Instantiating the NIZK proof system

We will now show how to efficiently instantiate the NIZK proof systems for languages £ é\'(-'\,AT which
consists of a proof of knowledge of discrete log of the elements of the signer’s public key pk corre-

(1-b)

sponding to its secret key sk, along with the proof that S = R T1+02 for 11, 24 in sk.

The NIZK proof proceeds as follows. The NIZK prover algorithm takes as input a common
reference string crs, the statement x := (S, Ty, Ty, U, V, W), where Ty = pk") = gt T = pk(?) =
g2, U = pk® = ' v = pk® = g% and W = pk® = ¢¥, and the witness w = (sk :=

(z1,22,Y1,Y2,Y3), ). It does the following depending on the bit b:
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- If b = 0, the signer (acting as the prover) samples integers zg, 2y, 2y, 2wC1, 01, and computes
commitments Sy := R?, Sy == R . §~ Ty = gi°, Ty == ¢ - T; ", U == g5,V = g3
and W = g5*. It then computes the challenge ¢ := H(g1, g2, pky, S, To, T1, U, V, , W, So,
Sl,TO,Tl, U, V, W) followed by ay = 2y + cy1, a4y = 2y + CY2, Ay = 2y + CY3,C0 =

c—cy,a0 = 2o + Ccoxy.

- If b = 1, the signer samples integers 21, 2y, Zy, 2w, Co, Gg, and computes commitments S’O =
R .87 S 1= R Ty = g{° - Ty, Th == g, U = g5*,V := g and W := g3*. It
then computes the challenge ¢ := H(g1, g2, pky, S, To, T1, U, V, W, S, S1, Ty, T1, U, V, W),

followed by a,, == 2y + Cy1, Gy = 2y + CY2, Gy = Zy + CY3,C1 = C — Cg, A1 ‘= 21 + C1X2.

Finally, it outputs the proof 7 := (co, ¢1, ay, @y, Gy, ap, a1). We now use a small modification

to the Fiat-Shamir transformation similar to [60] for efficient verification. Specifically, the user
(acting as the verifier) parses m = (cg, €1, Gu, Gu, G, Ao, a1) and computes ¢ = ¢ + ¢1, 5y =
R .8~ Sy = RM .S~ Ty = g0 - Ty, Ty =g - T U i= gy - U™,V =g - V¢
and W = gy* - W—¢. Finally, the user checks that ¢ := H(g1, g2, pky, S, To, 71, U, V. W, So, S1,

To, T, U, V,W).
6.4.2 Batch verification

Let us now explain the joint verification check that reduces the overall number of pairing computa-
tions required for batch verifications. Firstly notice that for both, the user and the verifier, the pairing
computation for e(pky, pk®) and e(gy, pk®) respectively, can be precomputed. This already re-
duces the number of pairing computations per pre-signature/token by one. For an issuing authority
with key pair (sk, pk), let n be the number of pre-signatures issued to some user with public key pky,,

and n’ be the number of tokens redeemed. Then the batch verification check for the user is given by
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# Moves Public Private Issue Obtain Readbit Token size

Verification Metadata Bit [t| + |o|
Const. 6.1* 1 v v 16x le+19x 3e+1x oG
[39] 3 v v X 11x 6% 3G+ 47
[60] 2 X v 11x 17x 1x 26+ 17
[123] 2 X v 12x 15x 4x 26+ 17
[68] 2 X X 7x 2x 1x 1G
[161] 2 v X 3% 2e 4+ 1x 2e 16+ 17

Table 6.1: Comparison of anonymous token schemes. X represents group exponentiation and e
represents pairing operation. G and Z stand for group elements and integers respectively. An asterisk
(%) indicates the verification cost is amortized.

ﬁe(Z, Yo) Ze (pkU, pk(S))n -e (ﬁ R, pk(4)> e <ﬁ S, pk(5)> 6.1)

Ae (H Y14, 92) Le (91, H Y2,i> (6.2)
i—1 i—1

Similarly, the batch verification check for the verifier is given by replacing n by n’ in (6.2) and
linearly computing the other pairing check. So that instead of 5n (resp. 5n’) pairings, the user (resp.

the verifier) performs n + 4 (resp. 3n’ 4 2) pairings.’

6.4.3 Concrete efficiency

We implemented our main NIAT Construction 6.1 in C++ using the mc1 library [138].* For our
implementation, we chose the pairing-friendly BLS12-381 curve [34]. All our experiments were
done on a laptop equipped with an Apple M3 Pro chip and the reported numbers are the average of

1000 executions.

3 At verification, we are cautious to not batch first part of the pairing check similar to (6.1) as the user does not produce
any ZK proof for its computations.
4Source code available at: https://github.com/aayux/mcl.
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Storage and communication costs. An element in G occupies 48 bytes in its compressed repre-
sentation, and similarly, an element in G occupies 96 bytes. The message from the signer to the user
consists of 3 elements in G, 1 element in G, 6 integers for the proof, and a context ¢ € {0,1}*;and a
token consists of 4 elements in G and 1 element in G, we followed the minSig approach (signatures
in G and signing verification keys in G) to minimize the token size. With this, we estimate that in
terms of communication costs, a pre-signature issuance (to the user) needs around 464 bytes to be
transferred over the wire, and the final token size is around 288 bytes. Therefore, in order to design a
system that incorporates the offline signing protocol shown in Figure 6.1 where the server supports
m users, and each user will be issued n pre-signatures in a batch, the required total server storage
would be calculated as m - (48 + 464n) bytes. We provide an estimation of storage needs for up
to 10® users in Figure 6.8 (left) for batch size n = 30,60 and 100. We further note that in order
to prevent double spending, the system must anyway keep track of all redeemed tokens, which will

require an additional storage capacity comparable to our initial storage estimation.

0
225
3,000 |- 30 12
go —=— 60 g 2 |
g —=—100 e \
% 2,000 |- = E 1.75 - \ o
3 g
S L 1g 150 S\\g\ g
_§D 1,000 g ~a_
& jé 1251 s 5 5 s—5—8
ofF = o | E
1 1 1 1 1 9 1 1 1 1 1 1 1 1 1 1 1
4 5 6 7 8 é‘ 0o 1 2 3 4 5 6 7 8 9 10
Number of clients (log;,-scale) Tokens redeemed (log,-scale)

Figure 6.8: Storage estimates for an offline signing server storing batches of 30, 60 and 100 pre-
signatures per user (left); and Signer’s amortized redemption cost per token (right). Roughly, our

protocol requires 13.6 KB to store 30 tokens per user.

Computational cost. Due to the non-interactive nature of our protocol, we are able to cut down the
first message from a user to the signer. Consequently, the signer does not need to maintain an open
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connection with a user for token issuance. To issue a token, the signer performs 16 exponentiations
(1 for bit embedding, 6 for signature generation and 9 for the proof computation) which can be done

in an offline manner as part of a precomputation. After receiving the signer’s message, the user at the

other end computes 5 pairing operations (plus one precomputed pairing of e(pky, pk(3))) to verify
the SPS-EQ signature, performs 14 exponentiations to verify the proof, and 5 more to obtain the

final token. Finally, at redemption, the verifier performs 5 pairing operations (plus one precomputed

pairing of e(g1, pk(3))) to verify the SPS-EQ signature, and then extracts the embedded bit with 1
exponentiation. We summarize our results (after amortization) in Table 6.1 and present them as part

of a comparison with related works.

Experimental benchmarks. From our experiments we found that an exponentiation in G took

approximately 0.047 ms, an exponentiation in G took 0.088 ms, and a pairing operation took 0.445
ms on average. We further found that (i) the signer took 0.84 ms to issue a token, (ii) the user verified
the & in 1.73 ms and the disjunctive NIZK proof in 0.69 ms, and finalized the token in another 0.34
ms, and (iii) during bit extraction, the signer took 1.64 ms to verify a token and additional 0.06
ms to extract the bit. It is worth noting that since our scheme is non-interactive, there is, as such,
no issuance ‘session’ and these costs may incur asynchronously. Our results are summarized in
Table 6.2. We remark that although the o verification step is a required check before bit extraction
during token redemption, these costs are reported separately because our verification algorithm can

be done publicly and independently of the bit extraction computation.

Operation Time (in ms)
Issue 0.94
Signer Read bit (o verification) 1.98
Read bit (extraction) 0.06
Obtain (o verification) 2.07
User Obtain (proof verification) 0.83
Obtain (finalization) 0.34

Table 6.2: Benchmarks for our implementation of Construction 6.1.
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Offline pre-computation. We further observe that based on the issuance times (Table 6.2), a laptop
computer can pre-compute slightly over 30 million tokens overnight at 1064 users per second, thus
serving more than a million users without any latency. For comparison, an interactive system like
PrivacyPass handles also about 1000 users per second at peak (even without a private bit) but with
a 32-core server [68]. Indeed, the throughput of our scheme will be significantly higher for a com-
mercial server computer, virtually removing the online signing bottleneck during peak hours. This

highlights an enormous advantage gained by our non-interactive system over interactive alternatives.

Batched verification. We also ran benchmark tests for a batched version of signature verification
as explained above. In this batched version the user (resp. the signer) is able to perform n + 4 (resp.
2n + 2) pairings instead of 4n, for a batch of n pre-signatures (resp. tokens). As shown in Table 6.1,
we calculated the amortized cost of our token generation to be approximately equivalent to 1 pairing

(and 17 exponentiations).

Batch size 1 30 60 100
Time (inms) 2.07 028 025 0.24

Table 6.3: User’s amortized runtimes for batch verification.

In Table 6.3 we show that actual costs amortized over 30, 60 and 100 pre-signatures based on ex-
perimental evaluations averaged over 1000 runs. These numbers were chosen based on PrivacyPass.
A similar calculation gives the amortized cost of our token redemption (verification) to be approx-

imately equivalent to 2 pairings, (plus 1 exponentiation for bit extraction). In Figure 6.8 (right) we

show the actual amortized costs over up to 22 token redemptions.

6.5 Double-spend Identification

The construction presented in the previous section requires online verification to prevent to ensure
that the same token is not redeemed twice, a problem known as ‘double-spending’. While this aligns

with prior work on anonymous tokens with private metadata bit, the online verification requirement
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becomes problematic in practice. In scenarios involving multiple independent verifiers, maintaining
a synchronized record of all spent tokens across verifiers is operationally challenging.

In this section, we extend NIAT to support for double-spending identification. This capability
enables offline verification, allowing tokens to be presented without immediate uniqueness checks.
When a token is redeemed twice, the double-spending can be identified after the fact, permitting
post-event detection and accountability.

Moreover, detecting double-spend is only a partial solution as the misbehaving user goes un-
penalized. Private metadata bit and double-spending identification reinforce each other in both-
directions. Consider a central server recording spent tokens with periodic resets. A signer can
leverage information from detected double-spending to adaptively assign the private bit in future
issuances, for example by marking users with frequent or suspicious spending patterns. Conversely,
the private bit can inform verification practices. Authorized verifiers with access to the bit may apply
stricter checks or consult the spent-token log before granting access when a token carries a low-trust
indicator.

Finally, while one-more unforgeability ensures that a user cannot derive multiple tokens from
a single pre-signature issuance, NIAT does not inherently prevent a user from redeeming the same
token multiple times. One might initially worry that if a signer detects double-spending through
token tracking, unlinkability would prevent identifying the offending user. However, this is not the
case—unlinkability is defined with respect to a fixed user across distinct contexts, so a NIAT scheme
can publicly identify a user attempting to redeem the same token multiple times while remaining

consistent with our unlinkability definition.

6.5.1 Extending the NIAT framework for double-spend identification

In order to enable detection of douvle-spending users, we must introduce additional machinery to our
NIAT framework. We begin, first, by highlighting the main syntactical changes to our definition. A
non-interactive anonymous tokens scheme consists of a tuple of polynomial time algorithms (Setup,
KeyGeng, KeyGeny,, Issue, Obtain, Verify, ReadBit) (values in gray are required only for NIAT with

double-spend protection) defined as follows:
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e Setup(1*) — (pp,aux).  The setup algorithm takes a security parameter \ as input and

outputs a set of common public parameters pp and some auxiliary data aux.
* KeyGeng(pp) — (pk, sk,ek). Same as before.
» KeyGeny(pp) — (pky,sky). Same as before.

* Issue(sk, ek, pky, b, 7. aux) — (&, c, aux). The signer runs the probabilistic algorithm Issue
which takes as input the signer’s secret signing key sk, the extraction key ek, the user’s public
key pky, a private metadata bit b € {0, 1}, public metadata 7 and some auxiliary data aux. It

then outputs a pre-signature &, a random c and the updated auxiliary data aux.

* Obtain(sky, pk,d,c,7,id) — (¢,0) or L. The probabilistic Obtain algorithm is run by the
user to obtain the final token. It takes as input the user’s secret key sk, the signer’s public key
pk, a pre-signature &, context ¢ and and a verifier identifier id. It outputs a token (t, o) if the

algorithm runs successfully, or | otherwise.

* Verify(pk,t,o,7) — 0/1. The deterministic public verification algorithm takes as input the

signer’s public key pk, the token (¢, o) and the public metadata 7, and outputs 0 or 1.

* ReadBit(ek,t) — b € {0,1} or L.  On input the signer’s extraction key and a tag t, the

deterministic ReadBit algorithm outputs a bit b € {0,1} or L.

* DSlden(pk,t, 0,0’ ,aux) — (pky,II) or (L, L). The double-spend identification algorithm
takes as input the signer’s public key pk, a tag ¢, two different presentations (o, o’) with respect

to ¢,°> and some auxiliary data aux, and outputs the embedded user public key and a proof of

guilt (pky, IT) or (L, L).

» DSVer(pky,II,aux) — 1/0. The double-spend verification algorithm takes a user public

key pky, a proof of guilt IT and the auxiliary data aux, and outputs a bit 1 (accept) or O (reject).

SWe consider schemes where the tag ¢ is unique during the execution of the Obtain algorithm (i.e. each tag ¢ is uniquely
determined by (&, c)), while the o part can be prepared during presentation and differ for every possible verifier.
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A NIAT scheme with double spend identification must satisfy correctness, reusability, one-more
unforgeability, x-unlinkability and privacy of the metadata bit. Of these properties, x-unlinkability
requires some care, the rest of them are the definitions are the same as defined in Section 6.3 with

aux added in appropriate places.

Unlinkability for double-spend identification. Notice in the syntax above that in a NIAT scheme
with double-spend identification, the verifier identifier id appears as an input to the Obtain algo-
rithm. In particular, pre-signatures are generated by the signer with respect to (pky, b, 7) without
knowledge of id, while the identifier is chosen later by the user at token derivation time. Thus, to-
kens are not issued toward specific verifier identifiers, but are instantiated for a particular identifier
only at presentation time. This asymmetry is fundamental to, both, the functionality and security of
double-spend identification. The role of the verifier id is to enable double-spend detection when the
same token is used multiple times, while also ensuring that different presentations of the same token
produce unlinkable views. Thus, in the real protocol, the signer does not observe id during issuance,
but may learn it later when tokens are presented (e.g., via verifier-side forwarding).

A NIAT scheme with double-spend identification must satisfy correctness, reusability, one-
more unforgeability, x-unlinkability, and privacy of the metadata bit. Among these properties,
k-unlinkability requires special attention due to the double-spend identification mechanism. The

remaining definitions are unchanged from Section 6.3, with aux added in appropriate places.

Unlinkability for double-spend identification. In a NIAT scheme with double-spend identifica-
tion, the verifier identifier id is provided as input to the Obtain algorithm. The signer generates
pre-signatures with respect to (pky, b, 7) without knowledge of id. The user chooses id later, at to-
ken derivation time. Consequently, tokens are not issued toward specific verifiers but are bound to a
particular identifier only when presented. This asymmetry is fundamental to both the functionality
and security of double-spend identification.

The verifier identifier serves two purposes. It enables double-spending detection when the same

token appears multiple times, and it ensures that distinct presentations of the same token produce
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unlinkable views. In the actual protocol, the signer does not learn id during issuance but may observe
it later when tokens are presented, such as through verifier-side reporting.

This distinction is critical for correctly modeling unlinkability in the double-spend identification
setting. If the adversary, controlling the signer in the unlinkability game, could freely choose all
identifiers for challenge tokens, this would not accurately capture the intended protocol. Instead, it
would permit artificial attacks where the adversary breaks unlinkability by comparing the identifier
of a challenge token to its chosen identifier list. To avoid this, our unlinkability experiment fixes a
common identifier id across all challenge tokens. This prevents artificial attacks while preserving
the desired privacy guarantees. Specifically, the ability to link tokens of the same user across differ-
ent identifiers would give the adversary a way to recover the hidden permutation in our challenge.

Formally,

Definition 6.11 (x-unlinkability). Let

AdvNHNK = Pr [UNLINK 7., (A) = accept]

be the advantage of an adversary A = (A, Az, As) for parameter n € N in the experiment de-
fined in Figure 6.9. We say a NIAT scheme with double-spend identification NIAT T is x-unlinkable

if for any ppr adversary A and n € N, this advantage at most x/n + negl(\).

NIAT with double-spend identification must satisfy two additional properties that we call double-

spending identification and exculpability. Formally, for oracles defined as above,

Definition 6.12 (Double-spending identification). Let

Adv!9e" = Pr[Iden#()\) = accept]

be the advantage of an adversary (A in the experiment defined in Figure 6.10. We say a NIAT
scheme NIAT™ achieves double-spending identification if for any ppT adversary A, this advantage

is negligible.
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Game UNLINK 7.,,(\) Oracle Ogenuser (PP)

1: (pp,auz) <s Setup(1*) 1: if Qg is uninitialized then Qs == &
2:  (pk,state;) < Ay (pp, aux) 2: (pky,sky) s KeyGeny(pp)
30 (Q,7,id, statey) < FAenv=rOomin (state ) 31 Qusr = Qusr U{(pky,sky)}
4: foreach (pky,a,c) € Q* 4: return pky
5t if (pky, ) € Qusr
V (pky, -, €) € Qobt then reject Oracle Ooptain(pky, 7, ¢, 7, id)

6: if |Q*| # n then reject
1: if Qopy is uninitialized then Qg ==

2: if (pky,-) ¢ Qusr then return L

7: foreachi € [n] do
8: tok < Obtain(sky, pk, 7, ¢, T, id)
9: if tok = L then reject 3: Retrieve sky from Qus
4: tok <s Obtain(sky, pk,d,c, T, id)
5: if tok # | then
6: Qobt = Qobt U {(pky,d,¢)}
i€[n)\{p~! (b}) 7: return tok

10: 745 [n)

11 : Pick a random permutation ¢ : [n] — [n]
12: i+ As <state2,tok;7 (tokwm)

13: if i* =i then accept

Figure 6.9: The unlinkability experiment for NIAT with double-spend identification.

Game Idenz()) Game Excul#())

pp, aux) s Setup(1*)
1: (pp,aux) <5 Setup(1*)

(
2: (pk,state;) < Ai(pp)
2:  (pk,sk,ek) «s KeyGen(pp) !
(

pkUv H) . ﬂgGenUsenOObtain (statel)

4 if (pky,-) € Qusr
A DSVer(pky, I, aux) = 1

3: (L0, O'/) V. ﬂolssueyoRead(pp7 pk)
4: if o = o' V Verify(pk,t,0,7) # 1
V Verify(pk,t,0’,7) # 1 then reject
then accept
5: (pky,-) < DSlden (pk,t, 0,0, aux)
6: if pky € Q\ {L} then reject

7: accept

Figure 6.10: (Left) the double-spending identification experiment for NIAT. Oracles Ossye and ORead
are as defined in Figure 6.3, except Ojssue Which stores all pky, queried by the adversary in a list ().
(Right) the double-spend exculpability experiment for NIAT. Oracles Ogenuser and Ooptain are as
defined in Figure 6.4, except Ooptain behaves as an honest user that accepts a given (7, ¢) pair exactly
once.

133



Roughly, double-spending identification guarantees that no adversary is able to present the same

token twice without having their public key revealed.

Definition 6.13 (Double-spending exculpability). Let

AdvE!! = Pr[Excul#(\) = accept]

be the advantage of an adversary A = (A, As2) in the experiment defined in Figure 6.10. We
say a NIAT scheme NIAT achieves double-spending exculpability if for any ppt adversary A, this

advantage is negligible.

This property is essentially guaranteeing that a signer cannot wrongly accuse an honest user of

double-spending.

6.5.2 Constructing NIAT with double-spend identification

We are now ready to explain the modification to Construction 6.1 that facilitates protection against
double-spending by allowing a verifier to identify the offending user’s public key. The core property
that we are able to exploit is the fact that the pre-signature already embeds the user’s public key
pky, a feature unique to our non-interactive paradigm. To avoid redundancy, we omit algorithms

that remain identical or trivially extendable from Construction 6.1.

Construction 6.2. Our modified construction requires hash functions Hg : {0,1}* — G, Hz :
{0,1}* — Z,, Hs6 : G — G, an SPS-EQ scheme EQ = (EQ.Setup, EQ.Sign, EQ.ChRep,
EQ.Verify), IT = (I1.Setup, I1.Prove, I1.Verify) for languages GC’E'C'QATl = LT defined previously,

and L SC'QATQ as defined here.
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Language (| géAT?

Instance: Each instance x is interpreted as group elements ¢1, ¢; and ¢ and an integer id.
Witness: Witness w consists of integers sk, and C.
Membership: w is a valid witness for x if

Pre-signature issuance and token generation. In Figure 6.12, we show the pre-signature issuance
and token generation protocols in detail, and highlight the differences from the previous construction.

The main distinction in issuance is the inclusion of the integer ¢ computed as Hz(c) and the signature,

which is now computed over m = (g, pky - ¢, R, S). As we will see, this is the key to our double-
spend identification mechanism.
To obtain a token, a user performs the same steps as before, except that instead of m® ', it now

&y — A—1
computes the transformed signature over m(®+¢) " with the corresponding tag t = (g(o‘+°) ,

Rlte) ™ S(a+a)—1) ‘
Now, if a user intends to redeem its token with some verifier with public identifier id, as we show
in Figure 6.12, the user’s Obtain algorithm must additionally compute an ElGamal ciphertext ¢ over

id along with a proof 73 of the well-formedness of the ciphertext (language o[’IIE\'JQATQ). Therefore, the

final signature is the equivalence class signature s, the ciphertext ¢ and the proof 7.

Public verification. The public verification algorithm verifies the equivalence class signature s

and the NIZK proof 7.

Double-spend identification. Suppose that a user attempts to double-spend a token (i.e., one cre-
ated under the same pre-signature and context pair) with another verifier with public identifier id’.
In order to do so, it must create a fresh encryption ¢’ over id’ and the corresponding proof 75 with

the same s and t. When a system detects that a double-spend of (t, s) has occurred, it can compute
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DSlden(pkg, t, o, o', aux) DSVer(pky, IT, aux)

1: if Verify(pks,t,0) # 1V 1: II=(t,0,0',¢)

Verify(pks, t,0") # 1 2: if Verify(pks,t,0) A1V

V o =o' thenreturn (L, 1) Verify(pkg, t,0") # 1
20 o= (s,¢,m,id), o' = (s, ¢ 7},id") then return 0
58 D (G .¢,2>(id’fid)’1 3: o= (s, ¢, m,id), o’ = (s, ¢, m,id")
4: foreach (pky,c) € auxdo 35 LIS (ay:E) S B
5. if h = pky - g™ then A (g2t ¢’2)(id_id/)_l = pky - g7
6: return pky, Il := (t,0,0',c)

7: return (L, 1)
Figure 6.11: The double-spend identification and verification algorithms for NIAT from SPS-EQ.

—id)— 1 o
T g *¢ and then obtain the offending user’s public key by checking against

(¢t - ¢/2)(id/
the available contexts. Note that we have assumed distinct id’s for ease of exposition, however, this
is just as easily accomplished for the same verifier by hashing a timestamp into the identifier.
Notably, this step can be performed publicly by anyone and leads to a strong incentive against
double-spending.® A simple optimization that offers significant asymptotic advantage over the linear

search on aux is to instead store the value pky, - ¢"2(¢) value itself, which allows the verifier running

DSlden to perform efficient lookup over aux.

Double-spend verification. The double-spend verification algorithm essentially checks the iden-
tification algorithm’s work. It ensures that the accused pk; and the corresponding c are a valid pair

in the auxiliary data, and confirms that the double-spend identification equation holds.

Theorem 6.14 (Security). Construction 6.1:

%0ne could potentially alter the protocol to instead reveal the sky, but we consider this to be an extremely punitive
measure given that DSlden is a public algorithm.
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(id)

Signer(®:2ux) User

x:(ml,mg)E(Z;)z, a€Z,,9°€G

| — —_— ——
ek sky pky

Yy = (Y1,92, Y3, ¥a)) € (Z;)4 )
sk
g =(9",9") €6,

g%, ") € 6*
N——— ———
pk

c+s{0,1}*

R == Hg(c)

= Hz(C)

S = R(l—b)my}»bxz

aux := aux U {(pky, c)}

(y1~,y27y37 ya ),
(g apkU 'gé ,R,S)

crsy, x = (pk, i, 5) o= (a,8,m),c
w = (ek,sk,b)

o +s EQ.Sign (

71 <$ II;.Prove <

R :=Hg(c), ¢:=Hz(c)

m = (g 7pkU .gé ,R,S)
x = (pk, R, S)
if T, . Verify(crsy, x == (pk, R, S),m) # 1

V EQ.Verify ((pk<3: 6 )), m,E) #1
then return L

=
s <5 EQ.ChRep ((pkg‘o’)7 pk<14)7 pk(15))7 m,o, <a +¢ ) >

ay—1
¢1 =Hge (9((”6) )
¢s = gid-(u+é) . (btljd»ﬁ

X = <g(‘”é)7l,¢, id)
w = (sky, €)

7o <5 II,.Prove (crsg, x, w))
¢ = <g(a+é)—1 7R(UI +& )7173(0 +é )71>

o= (s, ¢, o, id )

Figure 6.12: The pre-signature issuance and token obtain algorithms for NIAT with double spend
identification.
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(i) One-more unforgeable in the random oracle model (Def. 6.7) assuming the NIZK proof sys-
tem 11, satisfies zero knowledge, the SPS-EQ scheme EQ is existentially unforgeable under

adaptively chosen-message attacks and the NIZK proof system 11z is sound.

(ii) k-unlinkable (Def. 6.8) in the random oracle and honest-key models for k = 2, assuming the
NIZK proof system 111 is an argument of knowledge, the DDH and qDDH assumption (Def. 5.6)

holds in G and the SPS-EQ scheme EQ perfectly adapts signatures under a malicious signer.

(iii) Private-metadata bit secure (Def. 6.9) in the random oracle model assuming the NIZK proof
system 11 satisfies zero-knowledge, that DDH assumption holds and the SPS-EQ scheme EQ

is existentially unforgeable under adaptively chosen-message attacks.

(iv) Double-spend identifiable in the random oracle model assuming the NIZK proof system 115 is

sound.

(v) Double-spend exculpable assuming the NIZK proof system 1lo is sound and the discrete log

assumption holds in G.

Pf. sketch. The one-more unforgeability and metadata bit privacy can be shown similarly to that
for Construction 6.1. The approach for proving x-unlinkability is also similar, however we now

need to deal with several additional elements in the final token. Notice that due to zero-knowledge

of 1, the proof m is simulatable. Next, we can replace t = (g(a*'é)%,R(o‘+&)71,5(a+6)71)
by (gp, (9°)", (95'((171))"“%“))[)) where we might hope to again use InvDDH to argue indistin-

guishability, but this does not fully work here. Instead, we make the observation that each g(o“rér1
is the output of the Dodis-Yampolskiy PRF [77] which is adaptively secure under the gDDH assump-
tion [47] for poly()) sized domains. This, in particular means that we must ensure that the range of
Hz(c) is of size poly(\). However, we remark that this does not influence security of our scheme in
any way, (although resuability will now hold only with high, and not all but negligible, probability).

Lastly, viewing ¢ as ElGamal encryption of ¢'4(®9) (times some extra randomness), we replace

it with the encryption of a random value and argue indistinguishability by IND-CPA security of the
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encryption scheme (which, in turn, follows from DDH). At a high level, we first set each Hg g (c) :=
g"". Then, for a query of the form (-, c, id), we create the encryption ¢ as ¢; := ¢*7, and ¢2 = p- @Y
for message p = pkiljJI - glid+vr)€ Next, we can replace ¢ = g*" with g7 for v <$ Z,, so that
¢2 = p - g7 is indistinguishable from uniform. Consequently, the final token is now independent of

pky, 0 and c as desired.

Double-spend identifiability follows from the soundness of II5. If the adversary produces two

tokens with a common t, then by soundness it must know (sky, ¢) and (sky,&’) such that ¢t; =
Ay — 7 a1
g(skut9) "and ) = g(SkU +¢) , along with the corresponding values for ¢ and ¢,. Since t is shared

between both tokens, we have (sky + ¢) = (sk’U + é’) (mod p). Computing (¢271 : ¢/2)(id_idl)_l
then yields gSkut¢ = ¢sku+¢ By the structure of the protocol, at least one of (¢°ku, c) and (g<U, ¢’)
must appear in aux with ¢ =: Hz(c) (and similarly for ¢’). Consequently, with all but negligible
probability, DSlden(pk;, t,o,0") # L.

In order to prove double-spend exculpability, suppose an adversary accuses some (honest) client

pky and provides a proof of guilt IT := (t,o,0’,c) where o = (s, ¢, w2, id) (similarly o) such

that (gf); 1. gbé)(id_id/)_l = pky - g"2(9) and, both, the proof and signature verify. Having queried
Olssue at most once per (7, ¢) pair (without loss of generality suppose the query corresponds to the
token (t, o)) then, such an adversary must have to create a satisfying proof 7. However, in order
to do so, it either learns sk ;—in which case, we can reduce to the hardness of discrete log—or it is

able to create a proof without sky,, and we can reduce to the soundness of 1Is. U

6.5.3 Concrete efficiency

Relative to the base scheme, token issuance incurs approximately 0.15 ms additional cost due to 2
extra exponentiations (1 for the equivalence class signature and 1 for the proof) and requires about
2 additional integers in the proof. For amortized token generation, the overhead is roughly 0.6 ms,
arising from 8 extra exponentiations (2 for proof verification, 1 for the tag, 2 for the proof, and 3 for

encryption). The token size grows by approximately 3 additional G elements (1 in the tag and 2 in
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the ciphertext) and 4 additional integers (3 from the client’s proof and 1 for the verifier identifier).
Amortized redemption requires an additional 0.4 ms, consisting of roughly 1 extra pairing and 4
exponentiations for proof verification. The cost of bit extraction remains unchanged. Double-spend

identification itself demands 5 pairings plus a lookup in aux.

6.6 NIAT from Leveled Homomorphic Encryption

To close out this chapter, we provide a candidate construction for NIAT from circuit-private LHE.
Our construction is inspired by the NIBS construction from Section 3.3. The idea now is that to
hide a bit b the signer must now sample its own PRF key K for an trapdoor permutation P and
homomorphically evaluate P(pkp, Fx(c)||b) and also evaluate a signature on the same circuit it. It
then sends over the evaluations along with the randomness ¢ and a proof of well-formedness to the
user, who decrypts the evaluated ciphertexts to obtain the message and the signature. To extract a
bit at redemption, the signer simply inverts the tag using skp and extracts the last bit. As with the
[24] scheme, our construction also yields optimal size tokens at the cost of a large setup. We give

the formal construction next.

Language LT
Instance: Each instance x is interpreted as signer public key pk, LHE ciphertexts v, 1/, and
19, and a context string c.
Witness: Witness w consists of a signer secret key sk := (sky;, skp), the private metadata bit
b and the LHE randomness p; and po.
Membership: Let C; encode the circuit P(pkp,Fo(c)||b) for public pseudoran-
dom function F and trapdoor permutation P. Similarly, let Cy encode the circuit
Sign (sky, P(pkp, Fo(c)||b)). Then w is a valid witness for x if

be {0,1} A 9y = HE.Eval(pk, Cy,%;p1) A v = HE.Eval(pk, Ca,; p2)
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Construction 6.3 (candidate). Our construction requires a keyed pseudorandom function F : {0, 1}*x
{0,1}* — {0, 1}*, atrapdoor permutation P, a signature scheme ¥ = (X.KeyGen, ¥.Sign, ¥ Verify),
an LHE scheme HE = (HE.KeyGen, HE.Enc, HE.Eval, HE.Dec), and a NIZKAoK system IT =

(I1.Setup, I1.Prove, I1.Verify) for the following language:

System setup. The setup algorithm runs the NIZK setup algorithm for the language IIQ"EAT to

generate the crs.

Key generation. The signer’s key generation algorithm runs the setup for signature scheme and
that for the trapdoor permutation. The user’s key generation algorithm runs the LHE key genera-

tion algorithm, and additionally samples a PRF key which it encrypts under the LHE encryption

algorithm.
Setup(1*,1°) KeyGens (pp) KeyGeny(pp)
. A
13 @RISR 1: Pk, +$ 3.Setup(pp) 1: ek, +s HE.KeyGen(pp)
sky, skug

2: return = lk,lz,crs
2= ) (Pkp,skp) < P.Setup(pp)  2: K +s{0,1}*

3: returnpk = (pkg,pkp),  3: ¢ s HE.Enc(skyg, K)
sk :=skg,ek:=skp 4: return pk:= (ekug,?),
sk == (skyg, K)
Verify(pk, ¢, o) ReadBit(ek, ¢, o)

1: return X.Verify(sky,¢,0) 1: if Verify(pk,t,0) # 1 then return L
2: if P7!(ek,t) # L then
30 f|b=P ek, )
4: return b

5: return L

Figure 6.13: The system setup, key generation, verification and bit extraction algorithms for NIAT
from LHE.
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Pre-signature issuance and token generation. We show the pre-signature issuance and token
generation protocols in detail in Figure 6.14. To issue a pre-signature, the signer samples the random
context ¢ and then creates two circuits C; := P(pkp, Fo(c)||b) and Cy := 3.Sign (sks;, P(pkp, Fo(c)||b)).
Intuitively, the first circuit is the trapdoor permutation evaluation under the signer’s secret, of a string
comprised of the secret bit and the user’s PRF evaluated on the context c; and the second circuit is a
signature evaluation on the first circuit’s output. The signer then sends the LHE evaluation of both
circuits for the input ciphertext v, along with the context. We must additionally include a NIZK
proof 7 in &, proving both b € {0, 1} as well as the well-formedness of the pre-signature. In order
to redeem a token, the user simply decrypts the two ciphertexts to obtain both the message (tag) and
the signature. If the signature is valid under the tag, and the NIZK proof verifies, it outputs the (¢, o)

tuple as its token.

Token redemption. Validation of the token upon redemption proceeds by first verifying the sig-

nature o. Then, the signer inverts the tag and extracts the last bit.
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Signer(b> User

SkE ) SkP ) kahka SkHE7K7ekHan
sk ek pk sk pk
............................................. ISSUE . ot

c 5 {0,1}*, p1 ¢ {0,1}*, pg ¢s {0, 1}*

C1 = Cie0) = P(pkp, Fo() 1)

Co = Cypc(0) = X.Sign (sky;, Cpc(0))

1 < HE.Eval(ekyg, C1,%; p1)

¥y + HE.Eval(ekug, Ca, 1; p2)

crs, x == (pk, ¥, 12,11, c) )

7w < I1.Prove
W= (Sk7 b, p1, pQ)

o= (1/;27151,7T)7C

t := HE.Dec(sky, ¥1)
o := HE.Dec(skyy, ¥2)
x = (pk, P2, 11, )

if TL.Verify(crs,x,7) # 1
V Y. Verify(pk, t,0) # 1

then return L

Figure 6.14: The pre-signature issuance and token obtain algorithms for NIAT from LHE.
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Chapter 7: Lattice-based Anonymous Tokens with
a Private Metadata Bit

As we saw in the previous chapter, several constructions of anonymous tokens with private metadata
bits (ATPM) have appeared in the literature [26, 39, 60, 123, 143, 161]. These schemes support
various features such as public and private verifiability, additional public metadata, non-interactive
issuance, and built-in rate-limit enforcement. They are constructed using diverse cryptographic tools
including verifiable oblivious pseudorandom functions, algebraic MACs, and blind signatures. De-
spite this progress, none of the existing designs achieve security against quantum adversaries, making
post-quantum ATPM constructions an open problem. The urgency is underscored by NIST’s post-
quantum cryptography transition roadmap and the National Security Memorandum 10, which target
2035 for phasing out pre-quantum public-key algorithms [140].

In this chapter, we present the first ATPM construction from lattice assumptions. Our scheme is
based on blind signatures and supports public token verifiability. We observe that our construction
applies more broadly to upgrade any round-optimal Fischlin-type blind signature scheme [84] to an
anonymous token scheme with private metadata bit. This provides a partial answer to an open prob-
lem posed by Amjad, Yeo, and Yung [15] on extending blind signatures to support private metadata
bit. We also present Atlantis (Anonymous tokens from lattices with NTRU and ISIS), a practical in-
stantiation using FALCON [152] and the efficient NIZK for linear relations from [132]. Our scheme
achieves 70 KB transcripts and 129 KB token size under the hardness of standard LWE and one-more
ISIS assumptions [6].

The reader will observe that unlike the previous chapters, the result in this chapter focuses on an
interactive protocol for pre-signature issuance. Nevertheless, we hope that our techniques can serve

as a way forward for building efficient lattice-based NIAT protocols.

This chapter is based on [30].
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7.1 Prior Work on Lattice-based Anonymous Tokens

In addition to the prior works on lattice-based blind signatures discussed in Chapter 4, other re-
cent work has explored lattice-based variants of anonymous tokens. Parno, et al. [151] construct
a post-quantum secure anonymous credential scheme using a STARK-friendly Dilithium signature
protocol [78] and instantiate an anonymous token scheme, though without private metadata bit sup-
port. More recently, Yan et al. [168] proposed an ATPM scheme with private verification under the

hashed-MLWE assumption [41].

Lattice-based VOPRFs. Albrecht, et al. developed practical verifiable oblivious PRFs (VOPRFs)
from structured lattice assumptions [12, 14]. While these techniques plausibly extend to ATPM con-
structions, they would only yield privately verifiable tokens, similar to other VOPRF-based schemes.
We focus instead on the stronger goal of public verifiability and therefore pursue a blind signature

based approach.

7.2 Preliminaries

In this section, we give the preliminaries necessary for this chapter.

7.2.1 Anonymous tokens with a private metadata bit

We recall the ATPM interface defined by Chase, et al. [60]. Formally, it is comprised of polyno-
mial time algorithms Setup, KeyGen, ReadBit and Verify, and a polynomial time interactive token

issuance protocol between User and Signer.

* Setup(1*) — pp. The setup algorithm takes as input the security parameter A and outputs

the protocol’s public parameters pp.

» KeyGen(pp) — (sk, pk). The signer’s key generation algorithm the public parameters pp as

input and generates the public key pk and secret key sk of the signer.
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* (User(pk, u), Signer(sk, b, 1)) — (t,0) or L. This is the interactive token issuance protocol
between User and Signer where the user’s input is the signer’s public key pk and some public
metadata € M, and the signer’s input is its secret key sk, the hidden metadata bit b € {0, 1}

and the public metadata p. It can be broken down into three algorithms.

- Query(pk, 1) — (query,state). User initiates the protocol by sending query to the

signer.
- Issue(sk, b, i1, query) — resp.  Signer replies with resp.
- Obtain(state, resp) — (t,0). User locally computes the token from the signer’s re-

sponse.

* ReadBit(sk,t,0,u) — b€ {0,1} or L. The signer’s bit extraction algorithm takes as input

the signer’s secret key sk, a token (¢, o), the public metadata p and outputs b € {0,1} or L.

* Verify(pk,t, o, u) — 1/0. The public verification algorithm takes as input the signer’s public

key pk, a token (¢, o), the public metadata p and outputs 1 (accept) or O (reject).

Correctness of an ATPM scheme holds if for any given execution of the interactive protocol, the
output of the Signer’s ReadBit algorithm is the same as the embedded metadata bit b. As with NIAT,
an ATPM scheme must satisfy one-more unforgeability, unlinkability, and privacy of the metadata
bit.

One-more unforgeability ensures that for a signer running ¢ times, on some fixed (b, ;1) pair, an

adversary should not be able to produce more than ¢ tokens with pairwise distinct tags.

Definition 7.1 (One-more unforgeability). Let
Advg-PAﬁHAT;( = Pr[OM-Unfatpm, a(A) = accept]

be the advantage of an adversary A in the experiment defined in Figure 7.1. We say an ATPM

scheme ATPM is one-more unforgeable if for any ppT adversary A this advantage is negligible.
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Game OM-Unfatpm 4 (A) Oracle Ojgeye (b, ¥, query®)

1: pp s Setup(1?) 1: if multiset @ is uninitialized then

2:  (sk,pk) < KeyGen(pp) 2: Q=0

300 b 15 {(ti 00) ey = ARt (pk) 30 Q=Qu{(W, ™)}

4: Define ¢ as the multiplicity of (b*, u*) in Q 4: resp) s Issue(sk, b, @, query™)
5. if #{t;}ien) < £ then reject Se  EpsTr resp“)

6: if \/ ReadBit(sk, t;, 0y, u*) # b* then reject
i€[N]

Oracle Oreaq (t®, 0@, 1(9)

7: t . ) )
— 1: return ReadBit(sk, t(l),a(”,/t(l))

Figure 7.1: The one-more unforgeability experiment for ATPM.

Unlinkability ensures that a malicious signer can not link tokens to any given user, and more

generally to the corresponding issuing sessions.

Definition 7.2 (k-unlinkability). Let
Adviirem 1. = Pr[UNLINKaTpM, 71, (A) = accept

be the advantage of an adversary A = (A, Az, As) for parameter n € N in the experiment
defined in Figure 7.2. We say an ATPM scheme ATPM is x-unlinkable if for any ppT adversary A

and n € N, this advantage at most x/n + negl(\).

Finally, privacy of the metadata bit ensures that an adversary can do no better than guess the

hidden metadata bit with trivial probability.

Definition 7.3 (Privacy of metadata bit). Let

AdV;MB = | Pr[PMBatpm 4.1(A) = accept] — Pr[PMBatpm 4,0(A) = accept]

be the advantage of an adversary A in the experiment defined in Figure 7.3. We say an ATPM scheme

ATPM preserves privacy of the metadata bit if for any ppt adversary (A, this advantage negligible.
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Game UNLINKaTpm a1 (N) Oracle Oquery (%, 1)

1: pp s Setup(1?) 1:  if QQuery is uninitialized then
2: (pk,sty) < Ai(pp) 2: QQquery =2
30 (QArespiticgr 15ta) AT (sty) 31 Qauery = Qauery U {i}
40 if Q" € Qquery \ Qobtain then reject 4: (query® state) s Query(pk, u()
5: if |Q*| # n then reject 5: return query”)
6: foreachic Q* do Oracle Ogptain (7, resp?)
7: O; < Obtain(state(®, resp,)
. . 1: if Qobtain i uninitialized then
8: if O; = 1 then reject
“ 2: QObtain =0
9: 1+$Q" ) i
3: if](Z) S QObtain \ ](L> ¢ QQuery then
10 :  Pick a random permutation ¢ of Q*
4: return |
11: "« A (st,O». Ou(i) } > {05
3 2 v { o )}ZEQ i 5: QObtain = QObtain ) {](2)}

12: ifi" =1 then accept 6: O s Obtain(state’”, resp¥)

7: return O®

Figure 7.2: The unlinkability experiment for ATPM.

Game PM B&’LB()‘) Oracle ORead(t(i), o® ,u(i))

1: if flag A p(i) = i then return L
1: pp s Setup(1?)
t

2: return ReadBit(sk, ) cr(i),,u(i))
Oracle Ovajig (t(i)7 @, ()
1: b + ReadBit(sk, £V, o, u()

2:  (sk,pk) <s KeyGen(pp)

3: flag:= False

40 b ﬂolssueyoReadyOVaIid-,OChaHeﬂge(pp7 pk)
2: return (b(l) #1)

5: if b* = b then accept ) )
Oracle OCha”enge(u(’), query)

Oracle Olssue (b(l) ) M(Z) »q uery(i))

1: if flag then return L

2: flag := True
(4)

1: respl? «s Issue(sk,b(i),u(i),query(i))

2: return resp? 3: f=p
4: resp «slIssue(sk, b, i, query®)

5: return resp

Figure 7.3: The privacy of metadata bit experiment for ATPM.
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7.2.2 Linearly homomorphic public key encryption
The following is a linearly homorphic PKE scheme LinHE that is IND-CPA secure under LWE [153]:

* Setu p(l)‘) — (sk,pk).  The setup algorithm takes as input the security parameter A and
computes the integers n, m, s and g as the functions of the security parameter. It then samples

a matrix B < Z;*"™, and vectors s < Zy and € < ['zm 5, and outputs a public-secret key

pair (pk :== (B,s' B + ¢),sk := s).

* Enc(pk,b) — x. The encryption algorithm takes as input a public key pk, interpreted as
a matrix B € Z;*™ and a vector ¢ € Z;", and a message b € {0,1}. It samples a random

vector r < {0, 1}", and outputs a ciphertext x computed as

B o™
X = -T+b

c! la/2]

* Dec(sk,x) — b. The decryption algorithm takes as input a secret key sk interpreted as a

]

If m > nlog(q) and m®B < ¢/4 for B = s/m, then the scheme is secure under the LWE,, ,, ; 5

vector s € Z; and a ciphertext x € Z;‘“. It outputs O if < ¢/4, and 1

otherwise.

assumption. More importantly, for our purposes, notice that if m®% < ¢/8 then LinHE.Enc(pk, bg)+

LinHE.Enc(pk, b1) is equal to

B o" B on
-rg + bo + ‘1 + b1
c’ lq/2] c’ lq/2]
B o"
= -(ro—i-rl)—i-(bo—i-bl)
c’ lq/2]
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which is z := LinHE.Enc(pk, by @ b1), when mB < ¢/8 for suitable choice of ¢, so that

[ 1]

is at most ¢/4 if and only if by = b;.

= ‘ET (ro+r1)+ (bo®b1) - |q/2]] < |2mDB + (bp @ b1) - [q/2]]

7.2.3 Cryptographic hardness assumptions

Definition 7.4 (OM-ISIS [6]). Let ¢,n,m, s, B be functions of security parameter A\. Consider the

following experiment:
(i) The challenger uniformly samples a matrix A € Zy*™, and sends A to adversary A.

(i) A adaptively makes queries of the following types to the challenger, in any order.

- Syndrome queries. A requests for a challenge vector, to which the challenger replies

with a uniformly sampled vector t < Zj;. We denote the set of received vectors by S.

- Pre-image queries. A queries a vector t € Zy, to which the challenger replies with a

short vector z € Z;" such that A -z = t and ||z|| < sy/m. Let £ denote the total number

of preimage queries.

(iii) Finally, A outputs £ + 1 tuples of the form {(z, t:)} ;c[p41)- A wins if
Vi+#£j€ [€+1] Az =t HZZH <58, t,-;étjandt,-eS .

The OM-ISIS, ,, m s, assumption states that for every ppt adversary (A, the probability that A wins

is negl(\).
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7.3 ATPM from OM-ISIS

In this section, we give our lattice-based ATPM construction. The idea here is similar to the commit-
sign-prove approach for lattice blind signatures [6, 41]. The non-trivial part of our construction is
facilitating the extraction of the embedded metadata bit.

To motivate our construction, note that an anonymous token with public verifiability and without
a private metadata bit is simply a blind signature. Our first attempt is to generically upgrade a blind

signature scheme to embed a private metadata bit and then explain the difficulties.

ATPM from blind signatures. The natural approach would have the issuer encrypt the bit b into
a ciphertext qg (with a proof of correctness), allowing later decryption via a secret key only the issuer

holds. However, this naive approach immediately fails: including gZ; in the final signature in the clear

allows the issuer to break unlinkability by recognizing the same ciphertext across token redemptions.

To preserve unlinkability, the client should homomorphically transform (5 into an unlinkable
ciphertext while preserving information about b that the issuer can extract upon decryption. Our key
insight is that this can be achieved using a specific primitive, which we explain next.

Our core technical contribution is observing that upgrading any round-optimal blind signature to
an ATPM scheme requires an IND-CPA secure linearly homomorphic PKE scheme. Such a scheme

satisfies the crucial property that for by, by € {0, 1},

LinHE.Enc(pk, by) + LinHE.Enc(pk, b1) = LinHE.Enc(pk, by & b1) .

The issuer computes gZ; <+ LinHE.Enc(pk, b) and signs it along with the blinded message, send-

ing the issuer sends (ﬁ, the presignature &, and a proof 7 of ciphertext validity. After verification, the

client computes two ciphertexts for each b’ € {0, 1} as

¢y — ¢ + LinHE.Enc(pk, V') ,
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and proves correctness of each. By the linearity property, ¢y = LinHE.Enc(pk, b@® ). The is-
suer recovers b from the final signature by checking which ' € {0, 1} satisfies LinHE.Dec(sk, ¢y ) =

0. Privacy of b is guaranteed by encryption security.

An issue with unlinkability. This approach unfortunately lacks automatic unlinkability as the

client cannot trivially adapt the signature 6 from covering the blinded message and g§ to covering
the original message and ¢;,. While equivalence class signatures might overcome this barrier, the
resulting scheme would be non-generic. Instead, we observe that this difficulty vanishes entirely

when starting from Fischlin’s paradigm.

ATPM from Fischlin-type blind signature. Fischlin’s paradigm generically combines a commit-
ment scheme C, a signature scheme Y, a PKE scheme, and a NIZK proof system. Given a CRS
containing the NIZK reference string and PKE public key pk, a client obtains a blind signature on
a message m as follows: create a commitment com to m, send it to the issuer who signs com and
returns ¢. After verifying, the client computes a NIZK proof © demonstrating knowledge of & and
com such that ¢ validly signs the commitment of m. The proof serves as the blind signature.

This avoids the unlinkability issue since the final signature is a zero-knowledge proof, and the

client simply hides the original ciphertext (]3 within a fresh ciphertext. By zero-knowledge, unlinka-
bility holds for any IND-CPA secure linearly homomorphic PKE.

We build our lattice-based ATPM on the efficient round-optimal blind signature of Agrawal et
al. [6], which instantiates Fischlin’s paradigm. To obtain a blind signature on message m, the client
creates a commitment v = C - u 4+ H(m) for public matrix C and short uniform vector u, sending
v to the issuer. The issuer uses its secret trapdoor to sample a short preimage z such that A -z = v
for its public key matrix A. After verification, the client computes a straight-line extractable NIZK
proof m demonstrating knowledge of short vectors u and z satisfying A - z = C - u + H(m). This
proof becomes the blind signature. Security relies on the one-more ISIS assumption in the random

oracle model.
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To add the private bit, the issuer encrypts b as x < LinHE.Enc(pky i, b; ) and signs both

T, sending x, z, and a proof 7 that b € {0, 1} and x is a valid encryption of b. The client then

[v x]
computes w; = X + ¢; where ¢; < LinHE.Enc(pkp;,pE, b; v;) for each be {0,1}. It sends wy,

w1, and a NIZK proof m demonstrating knowledge of u, x, z, v, v; such that

C-u+H(m)
A.z— , wo = X + LinHE.Enc(pkyinpm, 05 v0) |

w1 = x + LinHE.Enc(pky i e, 1;71) , and |[u]|, ||z|| are short .

Public verification is performed by checking the NIZK proof. Bit extraction proceeds by deter-
mining which b € {0, 1} yields LinHE.Dec(sk, w;) = 0.

We remark that while our idea of using linearly homomorphic PKE applies generally, the lattice
instantiation introduces some technical issues. In particular, the issuer holding the secret decryption
key sk;;,gp can additionally recover the noise. This allows a malicious issuer to choose its own
encryption randomness 7 in a way that it can skew the distribution of the recovered noise and break
anonymity of the client. Interestingly, this is generally not the case for group-based linearly homo-
morphic PKE such as Paillier, because the randomness is (in a very loose sense) “wiped” during
decryption, so the issuer does not get the additional distributional data as in the lattice case. To ad-
dress this, some care is needed in how the encryption randomness vy and v, are chosen by the client.

More concretely,

Construction 7.1. Let system parameters n, m,m’, 5¢, Be = S.4/M, 55, By = 5,Vm/, 5, B, =
5,,4/m and a prime number ¢ be functions of the security parameter A such that the one-more ISIS in-
stance OM-ISIS, ,, /s, 29, and the LWE instance LWE, ;_ are hard. These parameters must satisfy

the following constraints:
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n=poly(\), m,m' > nlogg + A, =% = O(1), mBe < /8, 5, =0 . (D)

Our construction requires a hash function H : {0, 1}* — 7y, alattice trapdoor 7~ = (TrapGen,
SamplePre), a NIZK II; = (II;.Setup, I1;.Prove, IT; .Verify) and a NIZK argument of knowledge
(NIZKAoK) with straight-line extraction IIy = (II3.Setup, II5.Prove, I;.Verify) respectively for

languages LLTPM and LLTPM ag defined,

Language .[° 1ATPM
Instance: Each instance x is interpreted as matrices A and B, and vectors ¢ and x.
Witness: Witness w consists of vectors s and r, and a bit b.
Membership: w is a valid witness for x if

e nx=[Bces] ]

Language £2ATPM

Instance: Each instance x is interpreted as matrices A and B, vectors ¢, wy and w, and a
string .

Witness: Witness w consists of vectors u, X, z, g and v.

Membership: w is a valid witness for x if

B
At z—C-u=H@{) AN A, -z=x A ||uH<2 z/ A |zl < B
m

A —+B~u/\ —+B~V+ 0" A lvolls ] < B
Wp =X CT 0 W] =X CT 1 LQ/2J 0ff» 1] = v
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Setup(1*) KeyGen(1%)

1: C<s Zf;xm’ 1: (A, Ta) < TrapGen(2n +1,m’, q,5,)
2: crsy < I1;.Setup(1?) 20 B4sZP ™ s«sZy, e «sTzm s,
3: crsy < I15.Setup(1*) 3: return pk:= (A,B,s B +¢), sk:=(Ta,s)

4: return pp := (C,crsy,crsy)

Verify(pk := (A, B, ¢),t,0 := (wg, w1, m2)) ReadBit(sk := (Ta,s),t,0 = (W, w1, m2))

1: x:=(A,B,c,wq,wi,t) 1: if Verify(pk,t,o) # 1 then

2: return IIy.Verify(crsg, x, 7o) 2: return |
3: foreachb e {0,1} do
4: if [[-sT 1] w;| <¢/4then
5: return b

6: return L

Figure 7.4: The system setup, key generation, verification and bit extraction algorithms for ATPM
from OM-ISIS.

System setup. Given the system parameters A\, n, m,m’, q, 55, 5c as well as the hash function H
modeled as a random oracle, the setup algorithm samples a random matrix C € ngm/. It also runs

the NIZK setup algorithms for the relations OL'IATPM and °£'2ATPM to generate the corresponding crs;

and crss.

Key generation. The issuer’s key generation algorithm uses trapdoor sampling to create a random
matrix and its trapdoor A, T 5 as the public and secret keys respectively. It also samples a uniform
public matrix B and additionally outputs B and s B + ¢ as part of the public key, for uniformly

sampled s and e sampled from a discrete Gaussian with bound B, such that mB, < ¢/8.

Presignature issuance and token generation. We show the presignature issuance and token gen-
eration protocols in detail in Figure 7.5. Given some query v, the issuer embeds the metadata bit
b inside the vector x, which in turn can be viewed as (LWE-based) encryption of the b under the

public key (B, ¢). For a suitable choice of the modulus ¢, the shown encryption scheme is linearly
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)

Signer® User
Ta € Z£12”+1)X”L/7 se Z:IL ,
sk
A = [21] c ZE]?7L+1)><7TL"
BGZZXT",C::STB+€€Z;"
pk
where AT € Z;‘X’”/,AL c Zg”*l)xm’
..................................................... QUETY et
W s Ty sy, t 5 {0,131
V5%
query :==v v=C-u+H{)
..................................................... Issue

r s {0,1}"

x= |3 e o g v = 3]

z <5 SamplePre (A, Ta,y,5,)

x = (A,B,¢,x) resp := (z,m)
w = (s,r,b)

71 <$ I1;.Prove <cr517

ifAr-z#v V |z £ B,
then return |

x=A, 'z

if II; . Verify (crsy, x == (A, B, ¢, x) ,m1) # 1
then return |

vy «$Tzm 5y V1 8 FZ’",SV
Wo =X+ B X
0= ol 0
Wi =X+ B -Vl + o
- ] T la/2]
X = (AaBucvw[)qu:t)
w = (u,%, 2,00, 1)

7 < II5.Prove (crsg, x, w)

o = (Wo, W1, m2)

Figure 7.5: The pre-signature issuance and token obtain algorithms for ATPM from OM-ISIS.
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homomorphic in the sense we explained previously. The issuer then samples a preimage z on input

v
y = using the lattice trapdoor T 5. The full issuance includes z and a NIZK proof 71 proving

X

b € {0,1} and the well-formedness of the vector x.

In order to create the token, the client first verifies signature, as well as the NIZK proof. This
is then followed by the client computing wg = x 4+ Wy (similarly w;), where Wy (resp. W) is
essentially the encryption of O (resp. 1) under the public key (B, ¢) and randomness v (resp. v1).

Notably, instead of sampling v/; for each be {0, 1} from the same distribution as r, the client samples

them from a discrete Gaussian with variance 5,, = O(2*). Looking ahead to the security proof, this
allows us to leverage the smudging lemma (Lemma 4.3) so that the distribution over (r + v;) is

statistically indistinguishable from v;, thereby preventing a malicious signer (who can decrypt w;

tolearne' - (r + v;)) from breaking unlinkability by skewing (r + v/;) with its choice of r.

Now, due to the linear homomorphism of the encryption scheme, w (resp. w1) is an encryption
of b & 0 (resp. b & 1). Finally, the client creates a NIZK proof 7y for proving knowledge of a short
z as a signature on z as well as the well-formedness of w(, wy. The final token is the tag ¢ and the

signature comprised of the ciphertexts wg and w; along with the NIZK proof ma.

Public verification (token redemption). The public verification algorithm simply verifies the

NIZK proof 7.

Bit extraction. Extraction of the private metadata bit proceeds by first calling the verification
algorithm. Then the issuer essentially decrypts both wy and w1y, and outputs the bit corresponding

to whichever of the two is 0.

We now state the main security theorem for our construction. The detailed proofs are provided in

the full version of [30].
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Theorem 7.5. Let system parameters n,m,m’,s5¢,Be = Sc/m, 55, B, = s,vVm',5,,B, =
s,v/m and a prime number q be functions of the security parameter \ satisfying the constraints

defined in (7.1), then Construction 7.1 is:

(i) one-more unforgeable (in the random oracle model) assuming 11, satisfies zero-knowledge,

II; are straight-line extractable and the OM-ISIS , ,, .,/ s, 253, problem is hard;
(ii) w-unlinkable for k = 2, assuming 11y satisfies zero-knowledge; and

(iii) has private metadata bit assuming 11, satisfies zero-knowledge, 115 is straight-line extractable,

and the OM-ISIS ,, /s, 23, and L\WE , 1, s problems are hard.

Pf. sketch. The proof of one-more unforegeability of the construction essentially follows via a re-
duction to the OM-ISIS assumption. At a high-level, the reduction sets C := A+ - R for R chosen
uniformly from {0,1}™ ™ We can use the leftover hash lemma (Corollary 4.2) to argue that
this change is statistically indistinguishable to an adversary. Then, whenever the adversary makes a
query for the hash of some value ¢, the reduction programs the random oracle such that H(t) =t
where t is the response of a syndrome query to the OM-ISIS challenger. Then, for each Issue query
v, the reduction makes a preimage query on v to the OM-ISIS challenger and forwards the cor-
responding preimage, z along with a simulated proof ;. Finally, when the adversary outputs its
(one-more) forgeries, the reduction can extract (u;,z;) from each proof 7y ;. The reduction then
computes z, = z; — R - x; and t; := A1 -2z; — C - x; and outputs {(z},t;)}; as the OM-ISIS
solution. By choosing u from a suitable distribution, we can ensure that ||z|| < 298,, as desired.
To prove x-unlinkability of the construction, the idea is to make the final output values indepen-
dent of the query as well as the responses. In order to accomplish this, we will firstly have the chal-
lenger simulate all its proofs. Following this, we can make a strictly information theoretic argument
to reason that any query v is indistinguishable from uniformly random. Moreover, the correspond-
ing final challenge output, O; = (t;, Wo;, W14, T2,;) is also independent of the response (z;, 71 ;)
by additional application of the smudging lemma (Lemma 4.3). It follows that the only meaningful

information the adversary can learn in this case is the private bit embedded in wq ; and w1 ;. So the
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best adversarial strategy is to create some ny responses with bit b for each bit (ng + n; = n), read

the bit b; of O; and output a random value ¢* from the set of all n;, indices where the embedded bit

was equal to b;. The probability that the adversary wins is

be{0,1} be{0,1}
Lastly, we can leverage the IND-CPA security (from LWE) of our linearly homomorphic encryp-
tion scheme for privacy of the metadata bit of our construction. We also need to be able to carefully

answer any Read or Valid queries, which can be done by extracting x from any 75 and looking up

the corresponding bit b stored during issuance. Importantly, if no such entry is found, we can once
again reduce the security to OM-ISIS (as in one-more unforgeability) since the adversary must have

created a valid token without the issuer. O

7.3.1 Concrete efficiency

In this section, we explain our instantiation of our ATPM construction and provide concrete estimates
under suitable parameter choices.

Following the efficient blind signature scheme due to Agrawal, et al. [6], our scheme is instanti-
ated with SHA-3-256 as the hash function, Falcon-512 [152] for pre-image sampling and the efficient
NIZK for general linear relations (and norm relations) due to [132]. The LNP22 proof system, how-
ever, does not provide a straight-line extraction which is crucial for our purpose. As we previously
remarked, straight-line witness extraction from a NIZK can be generically achieved using an IND-
CPA secure PKE by encrypting the witness, and then additionally proving correct computation of
the ciphertext inside the NIZK. This construction is secure if the secret key is discarded after setup,
and the public key is given as part of the public parameters. To extract a witness, a challenger runs
the setup algorithm and withholds the secret key. Zero-knowledge follows from that of the NIZK and
IND-CPA security of the PKE. Concretely, we use the PKE scheme in [134] (similar to CRYSTALS-

Kyber).
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Now, in order to evaluate the concrete costs of our (expanded) construction, we instantiate it in

a manner identical to [6]. Recall that the modulus for the zero-knowledge proof should factor into

primes congruent to 5 mod 8 so that the polynomial z2®

+ 1 generating the quotient for the ring
used in the zero-knowledge proof splits exactly into two factors (cf. [132, Lemma 2.6]). Further, by
choosing the moduli for the signature scheme and PKE as multiples of the zero-knowledge modulus
we can simplify the relation.

Note that the base modulus ¢ must be chosen to be sufficiently large so as to account for the

2740

smudging lemma. In particular, for around 80-bits of hardness (i.e., roughly statistical distance

between the “good” and “bad” distributions), we set g to be the smallest prime greater than 2°° that

is 5 mod 8. For brevity, we will summarize the salient aspects of the instantiation below.
* Query :
Client’s commitment. The client samples ¢t € {0,1}?%% and uy,us € Rq,256 such that

UL, U = 222, and then for public polynomial ¢ € R, 256 computes the commitment
s p poly q, p
vi=c-u +uz + H(t).

Consequently, the size of the client’s query is 1.5 KB.

* |ssue :

Trapdoor generation and preimage sampling. We instantiate Falcon-512 [152] over the

ring Ry 512,

1.17
s, =~ ]q-log (4 512 (1 n \/)\-264> /2) and B, = 1.1 -5,v/2-512.
m
Letz € R356 be the encryption of the private metadata bit b. The signer runs the preimage

sampling algorithm over v||z € R, 512 With respect to its public verification key polynomial

a1 € Ry 512, to obtain 21, 22 € Ry 512 such that ay - 21 + 22 = v||z.
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Issuer’s ZK proof. The client must prove the relation for 7. We set the modulus qu) =

q- q%l) ~ 2118 and choose the Module-LWE parameter 115 = 58 and Module-SIS parameter
n = 14 for soundness of the zero-knowledge proof, and carry over the other parameters from

[132]. The length of the committed vector over R

1 .., 18 M1 = 4. The final proof size after
qz¢ 5128

compression is 64.5 KB.

The issuer sends z1,  (the client can compute 22) as well as the proof. Given this, the esti-

mated size of the issuer’s response is around 4.6 4 64.5 = 69.1 KB.

e Obtain :

Client’s ciphertext. The client computes wg, w; using randomness vy and v; sampled ac-

cording to I'g_ s, where 5, ~ 240 for roughly 270 statistical distance. For straight-line
extraction, the client must encrypt the 6 witness polynomials w1, us, x, 21, v, V1 € Ry 512 (22

can be computed using the instance and the extracted values). The PKE scheme is instanti-

ated over Rq(g) 1og fOr q(EQ) =q- qgg) ~ 262 The reduced degree polynomial-ring allows the
E

protocol to remain compatible with the degree of the polynomial-ring in the zero-knowledge

proof system of [132]. Since R, 512 C Rq(o) g = 7%4(0) 128’ the rank of the plaintext space is
E » qg >

6-4 = 24. Choosing the infinity norm bound 7 = 3 on the encryption randomness (s, €1, €2),
and the Module-LWE rank to be 19 for sufficient hardness results in a final ciphertext size of

approximately 42.2 KB.

Client’s ZK proof. The client must prove the relation for L. We set the modulus qéZK) =q-

q§2) -qéQ) ~ 2™ and choose the Module-LWE parameter 15 = 46 and Module-SIS parameter

n = 12 for soundness of the zero-knowledge proof, and carry over the other parameters from

[132]. The length of the committed vector over Rq@) 198
ZK >

is 69. The resulting proof can then be
further compressed using [78], essentially by cutting low-order bits of the commitment. The

final proof size after compression is 83.9 KB.
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Thus, the transcript size is 70.6 KB, and the final token size is 129.1 KB, including 32 bytes for

the message and 3 KB for wg and wj.

Concrete security. In Table 7.1, we summarize the concrete security of the given instantiation

estimated using the Python script provided by [6]!.

Bit security

Security Property Assumption
(Core-SVP Hardness)

Hiding for commitment MLWE 106 bits
Unforgeability (Falcon) MSIS 121 bits
Ciphertext security

MLWE 105 bits
(Obtain)
NIZK proof (Issue) MSIS and MLWE 101 and 102 bits (resp.)
NIZK proof (Obtain) MSIS and MLWE 100 and 104 bits (resp.)
One-more Unforgeability rOM-ISIS 140 bits

Table 7.1: Concrete security of token generation.

'Our estimation code can be found at https://github.com/aayux/atlantis-estimates. In it, we also provide
parameters for 128-bit hardness of smudging and find that the resulting transcript size is 102.7 KB and the final token size

is around 176.3 KB.
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Chapter 8: Conclusion and Future Work

The transition from interactive to non-interactive protocols represents a fundamental shift in how we
can deploy tokens at scale. By recognizing that blindness is achievable without interaction when the
message is sampled by the user rather than the signer, we enable a new class of practical applications.
In this dissertation we demonstrated that non-interactivity greatly simplifies protocol design, reduc-
ing latency, and facilitating asynchronous pre-computation in systems that serve billions of requests
daily.

The contributions contained within this work establish a rigorous formal foundation for non-
interactive blind signatures and extend the general set of design techniques to address challenges of
modern systems. The security framework developed in Chapter 3 places NIBS on a theoretically
sound footing, moving beyond the insufficient guarantees of prior work and providing the confi-
dence necessary for real-world deployment. Further, the generic constructions from circuit-private
leveled homomorphic encryption and general-purpose NIZKs offer practitioners a way forward to-
wards building concrete protocols.

In Chapter 4 we propose non-interactive batched blind signatures to address two pressing chal-
lenges: resistance to quantum adversaries and achieving efficient communication for batch issuance
of signatures. By leveraging recent advancements in lattice-based cryptography, we show that prac-
tical post-quantum solutions are within reach.

The introduction of threshold issuance in Chapter 5 further extends the applicability of non-
interactive protocols to low-trust environments by distributing the secret signing key. The construc-
tion based on the Pointcheval-Sanders signature scheme also advances the state of the art for NIBS,
achieving lower communication overhead and faster issuance time than prior works.

Our work on non-interactive anonymous tokens demonstrates how our formalizations and tech-
niques from NIBS propagate to solve real-world privacy problems. The NIAT scheme presented in

Chapter 6 combines non-interactivity with private metadata bits, enabling signers to embed hidden
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trust signals in tokens while maintaining user anonymity. This secret flag allows signers to tag sus-
picious users without alerting them to their detection. In addition, we propose a critical extension
for identifying double-spenders. This unique capability of NIAT is made possible by the presence of
user public keys in our non-interactive setting. With rigorous software implementation and bench-
marking, we also demonstrate practical feasibility of our scheme.

Finally, in Chapter 7 we present Atlantis, a lattice-based scheme that extends anonymous tokens
with private metadata to the post-quantum setting, addressing the pressing need for quantum-safe
deployments.

Looking ahead, several natural research directions emerge. The constructions presented in this
work are either proven secure in non-standard models, or rely on structured hardness assumptions.
Therefore, an obvious open problem here is to build protocols under weaker or more standard as-
sumptions. In the same vein, it is also of practical interest to design protocols that issue signatures
under existing user public keys (which are typically ECDSA or EdDSA keys) rather than requiring
users to generate and store NIBS/NIAT specific keys. Even more generally, efficient protocols under
pairing-free groups would be of interest. In the post-quantum setting, giving more efficient proto-
cols for these primitives remains an exciting challenge. Here, a possible avenue is to consider other
families of post-quantum secure hardness assumptions such as those based on isogenies of supersin-
gular elliptic curves. Another more concrete direction in this area is to replace the PKE used in the
lattice-based design with the Katsumata transform, which can also be used to facilitate straight-line
extraction without significantly impacting the signature size.

The blind signature protocols proposed in this work are descendants of Chaum’s foundational
insight and the cypherpunk conviction that cryptography is a tool for human liberation. The tech-
niques in this work allow signatures to be distributed at scale to billions of Internet users without
requiring them to surrender their privacy. It is my hope that in doing so, we have strengthened the

technical foundations upon which privacy-preserving systems are built.
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Afterword

Chaum’s blind signatures have surpassed their original purpose, evolving into a general crypto-
graphic tool in their own right, with rich applications to and beyond the Web. The focus of my
work has been on a narrow specialization of this tool, namely non-interactive blind signatures to
which I have offered a strictly technical treatment in this dissertation. However, I feel it necessary
to acknowledge that this work, like all cryptographic work, carries its own internal politics [154];
and the struggle between its (just-)use and abuse of technology mirrors my own internal struggle, a
vastly complex beast that deserves deeper investigation that I intend to undertake as I stake out my
own research path.

The cypherpunk movement presciently predicted many of the encroachments of large organiza-
tions into private lives that are commonplace today. Their concrete contributions are undeniable.
David Chaum pioneered anonymous communication networks, blind signatures, and the first cryp-
tographic electronic cash. Whitfield Diffie and Martin Hellman invented public-key cryptography,
eliminating the need for physical key exchange. Through Bernstein v. United States, Daniel Bern-
stein and the Electronic Frontier Foundation secured the legal right to publish cryptographic source
code, a foundation upon which much of modern digital privacy systems rely [165].

At the same time the assumption that cryptography and decentralization alone can solve these
problems overlooks how institutional power shapes technological use. The past decade has provided
stark reminders. Edward Snowden exposed the NSA’s global mass-surveillance infrastructure [97,
98]. Cambridge Analytica’s manipulation of electoral data revealed how personal information could
be weaponized at scale [52]. Various state-sponsored interference campaigns exploit social media
vulnerabilities, systematically distorting public discourse [107]. These incidents have have cast a

pall on the techno-optimism of the 1990s.
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The erosion of these technological ideals is further evidenced by the renewed attacks on indi-
vidual privacy with ‘Chat Control’ regulations [83], age-verification laws [66], and VPN restric-
tions [10], all framed as necessary to protect children. Yet this framing obscures a dangerous sub-
stitution; trading fundamental privacy rights for performative security that protects neither children
nor adults [18].

The narrative of privacy and accountability as irreconcilable binary forces is not new. During
the so called ‘Crypto Wars’, the Clinton Administration endorsed the development and standardiza-
tion of the infamous Clipper Chip—which would have allowed law-enforcement to decrypt private
communication using escrowed keys—using the same facile ‘cops and robbers’ argument [73, 127].
In many ways, we have come full circle.

How, then, should we think about cryptography’s role today? Perhaps it is worth looking out-
side the field. I have come to believe that a research program built around communities with the
greatest need for privacy-enhancing technologies offers a different way forward. This could mean
human-centered work that emphasizes understanding threat models through the lived experiences
of communities facing these threats. Some such groups include domestic violence survivors, polit-
ical asylees, journalists under surveillance, and protesters facing state opression. But even before
designing better frameworks and tools, the work begins with teaching people how to use existing
ones.

Of course, this kind of research program is difficult to sustain. The incentive structures we navi-
gate within the academy pull us away from such work, even when we recognize its importance. These
are hard problems to which I don’t have the answers, but I think it is important to acknowledge this
tension without giving in to cynicism. Indeed, the work of re-framing cryptography as a community
focused activity was already begun by Seny Kamara in his talk titled ‘Crypto for the People’ [114],!
and was recently made concrete by Leah Rosenbloom [155] alongside a novel concept of ‘Abolition
Cryptography’ [156]. These works suggest to me that it is possible to hold this tension and still do

meaningful cryptographic work.

'Incidentally, the talk was what inspired me to consider cryptography as an area of research when applying to doctoral
programs. It seems that I too have come a full circle.
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One of the things I love about working in the field of cryptography is that our threat models are
constantly evolving as new social and technological paradigms emerge. This means that there will

always be new challenges to address and more work to be done.
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Appendix A: Further Remarks on Context as Input or Output

As previously discussed, the signing context ¢ can either be given as input to or returned as the output
of the Issue algorithm. Both approaches make inherent assumptions about the nature of the system.
The former approach (Hanzlik’s [101]) considers the signing context to be a random nonce supplied
through some external source of randomness, ensuring reusability of the protocol by default. The
latter approach (BCGY’s [24]) allows one to define the reusability of a NIBS scheme as a formal
correctness property. Both approaches have their benefits and drawbacks.

Hanzlik’s approach makes sense for systems where the signing context is often shared across
signers, such as in the case of non-interactive threshold blind signatures. However, without a mean-
ingful notion of reusability, this interpretation allows one to define a vacuous scheme where the
signer ignores the ¢ during issuance and consequently a critical robustness property is left as a de-
sign choice.

BCGY'’s approach circumvents this issue, since with the context being the output of the signer’s
Issue algorithm, one can formulate a suitable model for reusability for NIBS. Conversely, because
the signing context is now determined by the signers, it becomes challenging to co-ordinate signing
contexts for multiple signers within the same context.

Interestingly, we can show that the two models are actually equivalent. For the forward direction,

let NIBS(®) = (KeyGenéB), KeyGenéB), Issue(®), Obtain(B),Verify(B)) be a NIBS scheme accord-
ing to the BCGY convention. Then, given a pseudorandom function F, we build a NIBS scheme

NIBS™H) = (KeyGenéH), KeyGen&H), Issue(H), Obtain(H), Verify(H)) according to Hanzlik’s conven-

tion.

. KeyGenéH)(lk) — (sk,pk).  The signer’s key generation algorithm samples the key-pair
(sk(®), pk(B)) KeyGenéB)(l’\) and also samples a PRF key K <s {0,1}*. It sets sk :=

(sk®), K) and pk == pk(®.
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. KeyGenlgH) (1)) — (skg, pkr). The receiver’s key generation algorithm samples the key-pair

(sK{P". pKE)  KeyGen(E(1%) and sets sk = skif” and phg == pkiy.

« Issue™ (sk, pkg,c) — .  The issue algorithm parses sk as (sk®), K). It then computes
p < Fg(c, pkg) and then generates (5(5), C(B)) + Issue(® (sk(®) pkg; p) and outputs 7 :=

(5(®), By,

« Obtain™(skg, pk,7,¢) — (m, o). The obtain algorithm parses o as ((®), c(®)). It then

generates (m, ) < Obtain(® (skg, pk, 5®), c(®)) and outputs it.

« Verify") (pk,m, o) — 1/0. The verification algorithm runs Verify(®) (pk, m, o) and returns

its output.

Both user and context blindness follow from that of the underlying NIBS scheme. We now

sketch out the proof for one-more unforgeability. More precisely, given an attacker against the one-

more unforgeability of NI BS") we must build a reduction that breaks the one-more unforgeability of

(H)

lssue tO the attacker,

NIBS(®). The essential aspect of the reduction is that it must simulate the oracle O
who can choose both the pky, and c parts of the input. In order to do so, the reduction must internally
maintain a state of all queries (pky,, c;) made by the attacker along with the response &;. Then, on
each oracle query it first checks if it was previously queried and if so it returns the corresponding ;.

Otherwise, it in turn queries the BCGY one-more unforgeability challenger for pk, and returns the

response (&§B), CEB)) as the &; to the attacker (also storing it with the query). Since for every unique

query (pky;,, i), the output of F i (c;, pky, ) is indistinguishable from uniform, the reduction is able

to succesfully simulate o™ 1o the adversary. Finally, the reduction simply outputs the attacker’s

Issue

forgery as its own.
Now, in the other direction, let NIBS(H) = (KeyGengH), KeyGenEJH), IssueH). Obtain(H),Verify(H))

be a NIBS scheme according to Hanzlik’s convention. We show how to build a NIBS scheme
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NIBS®) = (KeyGenéB), KeyGenEJB), Issue(®), Obtain(B),Verify(B)) according to the BCGY con-

vention.

. KeyGenéB)(l)‘) — (sk,pk).  The signer’s key generation algorithm samples the key-pair

(kM) pk(H)) KeyGenéH)(l)‘) and sets sk := sk(") and pk == pk().

. KeyGenE,B)(l)‘) — (sky, pky). The user’s key generation algorithm samples the key-pair

(skEJH), pkEJH)) — KeyGenEJH)(l)‘) and sets sk = skEJH) and pky = pkEJH).

« Issue®)(sk, pky) — (7,¢). The issue algorithm samples c uniformly from the appropriate

domain and then generates g s Issue(H)(sk, pky, c). It then sets & = M) and ¢ :== ¢,

and outputs them.

« Obtain®(sky, pk, (7,¢)) = (m, o). The obtain algorithm generates (m, o) < Obtain™)(

sky, pk, (7, c) and outputs it.

« Verify® (pk,m, o) — 1/0. The verification algorithm runs Verify(") (pk, m, ) and returns

its output.

Given an attacker against the one-more unforgeability of NI BS(®) we sketch out a reduction that

breaks the one-more unforgeability of NIBS(™). This turns out to be even more straightforward. In

(B)

order to simulate the oracle Olssu .

to the attacker, who chooses the input &;, the reduction simply

samples a context c; uniformly, forwards the query (pky,,c;) to Hanzlik’s one-more unforgeability

(H)

challenger. It returns the challenger’s oracle response o, ’ as the corresponding o; along with ¢; to

the attacker. At the end the reduction outputs the attacker’s forgery as its own.
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Appendix B: Honest-key Model

In the honest-key model for NIBS, we require the attacker to specify the corresponding secret keys
along with the respective public keys. That is, the attacker supplies the user’s secret key in unforge-

ability experiment and the signer’s signing key in blindness experiments, respectively.

Definition B.1 (User blindness in the honest-key model). Recall the user blindness security exper-

iment from Def. 3.3. Consider another security experiment where (A additionally provides a secret

key sk along with its corresponding pk(i) at the time of each oracle query. Moreover, ‘A provides

a secret key sk along with pk when declaring the challenge pre-signature and context pairs. We say
A is admissible if sk (sk) is a valid secret key for pk® (pk, respectively). Note that admissibility

can be checked efficiently as the secret key sk can be regarded as the random coins of the setup
algorithm.
A NIBS scheme NIBS satisfies user blindness in the honest-key model if no admissible ppt ad-

versary A wins in the above adapted security experiment with non-negligible probability.

Definition B.2 (Context blindness in the honest-key model). A NIBS scheme NIBS satisfies context
blindness in the honest-key model if no admissible ppT adversary ‘A wins in the adapted security
experiment similar to the original context blindness experiment (Def. 3.3) with non-negligible prob-
ability. Briefly, the adaptation is that the adversary provides a valid secret key associated with each

verification key it outputs.

Definition B.3 (One-more unforgeability in the honest-key model). A NIBS scheme NIBS satis-
fies one-more unforgeability in the honest-key model if no admissible ppT adversary A wins in the
adapted security experiment similar to the original one-more unforgeability experiment (Def. 3.2)
with non-negligible probability. Briefly, the adaptation is that the adversary provides a valid secret

key associated with each user key it outputs.

We claim that any NIBS scheme that is secure in the honest-key model can be generically upgraded

to a fully secure scheme, i.e., one without honest-keys using a NIZKAoK. We show this formally
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by building a secure NIBS scheme (without honest-keys) given a NIBS scheme that is secure in the

honest-key model. Formally,

Construction B.1. Our construction requires an honest-key secure NIBS scheme given by algo-
rithms NIBS}, = (NIBS},.Setup, NIBSy,.KeyGeng, NIBS;,.KeyGenyy, NIBSy,.Issue, NIBS},.Obtain, NIBS,. Verify)
and a NIZKAoK for the language [}, as described.

Language .},
Instance: Each instance x is interpreted as a public key pk(h) and abitb € {0, 1}.
Witness: Witness w consists of a secret key sk("), and randomness p € {0,1}*.

Membership: Let Cy,C; be two circuits encoding KeyGenéh)(pp(h),l)‘;-) and

KeyGenEJh) (pp(h)7 il -) respectively. Then w is a valid witness for x if:

(sk™, pk™) = Cy(p)

* Setup(1*) — pp. The setup algorithm generates ppM s Setup(h)(l/\), and then runs the

setup algorithms for IT (for language L' (") to generate crs H.Setup(pp(h), 1) and outputs
it as the public parameter pp of the protocol.

» KeyGeng(pp) — (sk,pk).  The signer’s setup algorithm samples a random value g <
{0,1}* and runs (sk™, pk(M) «— KeyGengh)(pp(h), 1;7rs). It creates a NIZK proof ms <
I1.Prove(crs, x := (pk™,0),w = (sk(M,rg)) for the language L™. It outputs sk := sk

and pk := (pk™ 7g).

» KeyGeny(pp) — (sky, pky). The user’s setup algorithm samples a random value ry <
{0,1}* and runs (sk™, pk(M) = KeyGeanh)(pp(h), 1%;ry). Tt creates a NIZK proof s <$
I1.Prove(crs, x == (pk™,1),w := (sk™, ry)) for the language L™ It outputs sk := sk

and pk := (pk™, my).
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* Issue(sk, pky,c) — . The issue algorithm parses the user’s public key as (pk(h), m) == pky
and runs the NIZK verifier I1.Verify(crs,x := (pk",1), 7). If the verifier outputs 0, the

signer aborts. Otherwise it continues to execute the issue algorithm.

* Obtain(sky, pk,a,c) — (m,o).  The obtain algorithm parses the signer’s public key as
(pk(h),ﬂ) := pk and runs the NIZK verifier II.Verify(crs, x := (pk(h), 0), ws). If the verifier

outputs 0, the user aborts. Otherwise it continues to execute the obtain algorithm.

« Verify(pk,m,0) — 1/0.  The verification algorithm runs Verify(™ (pk, m, o) and outputs
whatever it outputs.

It is intuitively obvious that if NI Bs(h)

is a secure NIBS in the honest-key model and I1 is an argument
of knowledge, then the above construction NIBS = (NIBS.Setup, NIBS.KeyGeng, NIBS.KeyGen,
NIBS.Issue, NIBS.Obtain, NIBS.Verify) is secure in the standard model. Essentially, in the security
proof, instead of receiving the adversary’s secret key (as in the honest-key model), the challenger

must now run the NIZK extractor to obtain the adversary’s secret. The rest of the proof would then

proceed identically to that of NIBS™.
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